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Requirements for Security and Life Safety Signaling Systems, ANSI/CAN/UL 2900-2-3

First Edition, Dated January 31, 2020

Summary of Topics

This First Edition of UL 2900-2-3, Standard for Software Cybersecurity for Network-Connectable
Products, Part 2-3: Particular Requirements for Security and Life Safety Signaling Systems,
applies to the evaluation of security and life safety signaling system components including, but

not limited to, alarm control units: intrusion detection equipment;
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Preface

This is the First Edition of the ANSI/CAN/UL 2900-2-3, Standard for Software Cybersecurity for Network-
Connectable Products, Part 2-3: Particular Requirements for Security and Life Safety Signaling Systems.

UL is accredited by the American National Standards Institute (ANSI) and the Standards Council of
Canada (SCC) as a Standards Development Organization (SDO).
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E-mail: ULCStandards@ul.com
Web site: ul.org

This Standard is intended to be used for conformity assessment.

The intended primary application of this standard is stated in its scope. It is important to note that it
remains the responsibility of the user of the standard to judge its suitability for this particular application.

CETTE NORME NATIONALE DU CANADA EST DISPONIBLE EN VERSIONS FRANCAISE ET
ANGLAISE
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INTRODUCTION

Note: This Standard for Software Cybersecurity for Network-Connectable Products, Part 2-3: Particular
Requirements for Security and Life Safety Signaling Systems refers to the Standard for Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1.

1 Scope

1.1 This security evaluation standard applies to the evaluation of security and life safety signaling system
components. It applies to, but is not limited to, the following products:

a) Alarm Control Units;

b) Network-Based Intrusion Detection System;
¢) GGeneral Purpose Signaling Units;

d) Digital Video Equipment and Systems;

e) Mass Notification and Emergency Communication / Evacuation, Equipment and Systems;
f) Gontrol servers;

g) Alarm Automation System Software;

h) Alarm Receiving Equipment;

i) Anti-Theft Equipment;

j) Automated Teller Machines;

k) frire Alarm Control Systems;

I) Network Connected Locking Dgvices;

m)|Physical Security Information Management (PSIM) Systems;

n) $moke Control Systems;

0) moke / Gas /\CO Detection Devices;

p) fudible@nd Visual Signaling Devices (fire and general signaling);

q) Access Control Equipment and Systems; and

r) Smart Locks.

1.2 This standard does not contain general requirements that are intended to address functional testing
of the product unless expressly specified.

1.3 This standard also describes requirements for the product risk management process carried out by
the vendor of the product, including a list of security controls that the product (or the vendor, as applicable)
shall comply with unless a risk assessment done by the vendor shows that the risk of not implementing
one of these security controls is acceptable.

2 Normative References

2.1 Allreferences are for the current published version of the document unless stated otherwise.
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Normative References are included in Section 2 of the Standard for Cybersecurity for Network-
Connectable Products, Part 1: General Requirements, UL 2900-1.

3 Glossary

Glossary Terms are included in Section 3 of the Standard for Cybersecurity for Network-Connectable
Products, Part 1: General Requirements, UL 2900-1.

4 General

41 ‘ , y " 5
increasing Jevel of security for higher levels. The levels and their description are defined in Table{4.1.

Table 4.1
Level Description
L1 Includes foundational cybersecurity testing requirements for security risk assgssment

of software in products covered in this standard. Provides assessment of general
security capabilities of a product with limited knowlédge of the internal securit
controls of the product. L1 does not require the submission of source code. This level
is closest to “black box” testing. L1 is recommended as a minimum level of
assessment.

L2 Includes L1 assessment and testing requirements and additional supplemental
requirements for security risks assessment of software in products. Source cqde is
tested at this level. Provides assesSmient of security capabilities of a product with
knowledge of internal security controls of the product. Because specific prote¢tions for
sensitive data are included at®2, this is the lowest level recommended for prqducts
sending, receiving, or processing sensitive data.

L3 Includes L1 and L2 assessment and testing requirements and additional supglemental
requirements of the Yendor process and management. Provides assessment pf
security capabilities of a product with knowledge of internal security controls gf the

product and knowledge of the business practices of the vendor to support thellifecycle
of the product.

4.2 The groduct shaltkeomply with the clauses identified in the tables of each section of this stIndard per
the Level intended~The level intended will be marked with an X per the applicable clause. Where an X is
not applied, the clause is not mandatory for the Level. In keeping with this approach, when a clause calls
for complignce with another section of this standard, only sub-clauses for the level intended (marked with
an “X”) are|applicable.
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DOCUMENTATION OF PRODUCT, PRODUCT DESIGN AND PRODUCT USE

5 Product Documentation

Table 5.1
Clause L1 L2 L3
5.1 The product shall comply with: Product Documentation, Section X
4.1.1 (c), (d), (e) and (f) of the Standard for Software Cybersecurity for
Network-Connectable Devices, Part 1: General Requirements, UL
2900-1.
5.2 Tlhe product shall comply with: Product Documentation, Section 4.1 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
5.3 Tlhe product shall comply with: Product Documentation, Section 4.1.1(b) X
gf the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
6 Produrt Design Documentation
Table 6.1
Clause L1 L2 L3
6.1 Tlhe product shall comply with: Product Desigh Documentation, Section X
8.1 of the Standard for Software Cybersécurity for Network-
Connectable Devices, Part 1: GeneralRequirements, UL 2900-1.
7 Documentation for Product Use
Table 7.1
Clause L1 L2 L3
71 Tlhe product,shall comply with: Documentation for Product Use, Section X
g.1 of the-Standard for Software Cybersecurity for Network-
Gonnectable Devices, Part 1: General Requirements, UL 2900-1.
7.2 Tihe product shall comply with: Documentation for Product Use, Section X
-2 of the-Standard for Software Cybersecurity for Network=
Connectable Devices, Part 1: General Requirements, UL 2900-1.
7.3 The product shall comply with: Documentation for Product Use, Section X
6.3 of the Standard for Software Cybersecurity for Network-
Connectable Devices, Part 1: General Requirements, UL 2900-1.
7.4 The product shall comply with: Documentation for Product Use, Section X

6.4 of the Standard for Software Cybersecurity for Network-
Connectable Devices, Part 1: General Requirements, UL 2900-1.

Table 7.1 Continued on Next Page
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Table 7.1 Continued

Clause L1 L2 L3

7.5 The product shall comply with: Documentation for Product Use, Section X
6.5 of the Standard for Software Cybersecurity for Network-
Connectable Devices, Part 1: General Requirements, UL 2900-1.

7.6 The product shall comply with: Documentation for Product Use, Section X
6.6 of the Standard for Software Cybersecurity for Network-
Connectable Devices, Part 1: General Requirements, UL 2900-1.

7.7 The product shall comply with: Documentation for Product Use, Section X
7 of the Standard for Software Cybersecurity for Network-
pnnectable Devices, Part 1: General Requirements, UL 2900-1.

7.8 ne product shall comply with: Documentation for Product Use, Section X
8 of the Standard for Software Cybersecurity for Network-

pnnectable Devices, Part 1: General Requirements, UL 2900-1.

9 of the Standard for Software Cybersecurity for Network-
pnnectable Devices, Part 1: General Requirements, UL 2900-1:

7.10 ne product shall comply with: Documentation for Product Use, Section X
10 of the Standard for Software Cybersecurity for Network-

6

C

T

6

C

7.9 The product shall comply with: Documentation for Product Use, Section X
6

C

T

6

Cpnnectable Devices, Part 1: General Requirements, UL 2900-1.

RISK CONTROLS

8 General

Table 8.1

Clause L1 L2 L3

8.1 The product (or the product’s vendor, as applicable) shall comply with X
all of the applicable centrols specified in Clauses 9 — 12 of this
S:Fndard, unless the risk assessment performed by the vendor

ag¢cording to Section 13, Vendor Product Risk Management Process,
shows that the-risks associated with not implementing a specific control
afe acceptable in product use.

8.2 The product shall comply with: Risk Controls — General, Section 7.1.2 of X
the Standard for Software Cybersecurity for Network-Connectable

D h Doet 4. (>} H EY (s TaYaVYa W
VILCO, T'dllt T. UTTICTAal T\CUYuirTITiCinoe, UL 2JUU™T.

8.3 The product shall comply with: Risk Controls — General, Section 7.1.3 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
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9 Access Control, User Authentication and User Authorization

Table 9.1

Clause

L1

L2

L3

9.1

The product shall comply with: Access Control, User Authentication and
User Authorization, Section 8.1 of the Standard for Software
Cybersecurity for Network-Connectable Devices, Part 1: General
Requirements, UL 2900-1.

9.2

T he-pbrodietah. L Llcaor a

he-productshat-comphyrwith:-Aecess-GCoentreh-UserAuthenticationand
ser Authorization, Section 8.2 of the Standard for Software
ybersecurity for Network-Connectable Devices, Part 1: General
equirements, UL 2900-1.

9.3

he product shall comply with: Access Control, User Authentication and
ser Authorization, Section 8.3 of the Standard for Software
ybersecurity for Network-Connectable Devices, Part 1: General
equirements, UL 2900-1.

9.4

he product shall comply with: Access Control, User Authentication and
ser Authorization, Section 8.4 of the Standard for Software
ybersecurity for Network-Connectable Devices, Part 1 General
equirements, UL 2900-1.

9.5

he product shall comply with: Access Control, User Authentication and
ser Authorization, Section 8.5 of the Standard{er Software
ybersecurity for Network-Connectable Devi¢és, Part 1: General
equirements, UL 2900-1.

9.6

he product shall comply with: AccessiControl, User Authentication and
ser Authorization, Section 8.6 of the Standard for Software
ybersecurity for Network-Connegtable Devices, Part 1: General
equirements, UL 2900-1.

9.7

he product shall comply(with: Access Control, User Authentication and
ser Authorization, Section 8.7 of the Standard for Software
ybersecurity for Network-Connectable Devices, Part 1: General
equirements, UL:2900-1.

9.8

he productshall comply with: Access Control, User Authentication and
ser Authorization, Section 8.8 of the Standard for Software
ybersecurity for Network-Connectable Devices, Part 1: General
equirements, UL 2900-1.

T ocHlaoocHdlamgocHdlanocHdlagocHdlaoocHdlooc -

9.9

The Inmr‘lnr\‘r shall r*nmply with: Access Contral _User Authentication and

User Authorization, Section 8.9 of the Standard for Software
Cybersecurity for Network-Connectable Devices, Part 1: General
Requirements, UL 2900-1.

10 Remote Communication

Table 10.1

Clause

L1

L2

L3

10.1

The product shall comply with: Remote Communication, Section 9.1 of
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
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11 Sensitive Data

Table 11.1

Clause L1 L2 L3

11.1  The product shall comply with: Sensitive Data, Section 10.1 of the X
Standard for Software Cybersecurity for Network-Connectable Devices,
Part 1: General Requirements, UL 2900-1.

11.2  The product shall comply with: Sensitive Data, Section 10.2 of the X

Standard-for Software. (‘yhnrcnm |ri+y for Network-Connectable nn\/ihne’

Art 1: General Requirements, UL 2900-1.

11.3 ne product shall comply with: Sensitive Data, Section 10.3 of the X
andard for Software Cybersecurity for Network-Connectable Devices,
114 ne product shall comply with: Sensitive Data, Section 10.4 of the X

andard for Software Cybersecurity for Network-Connectable Devices;
art 1: General Requirements, UL 2900-1.

P
T
S
Part 1: General Requirements, UL 2900-1.
T
S
P

12 Prodyct Management

Table 12.1

Clause L1 L2 L3
12.1

he product shall comply with: Product Management, Section 11.1 of X
e Standard for Software Cybersecurity,for Network-Connectable
pvices, Part 1: General Requirements, UL 2900-1.

t

12.2 he product shall comply with:; Product Management, Section 11.2 of X
e Standard for Software Cybersecurity for Network-Connectable

pvices, Part 1: General Requirements, UL 2900-1.

t

—

e Standard for Seftware Cybersecurity for Network-Connectable
pvices, Part 1: General Requirements, UL 2900-1.

124 ne product-shall comply with: Product Management, Section 11.4 of X
the Standard for Software Cybersecurity for Network-Connectable

pvices,\Part 1: General Requirements, UL 2900-1.

T
h
D
T
H
D
12.3  The product shall comply with: Product Management, Section 11.3 of X
h
D
T
H
D
T

12.5

ne product shall comply with: Product Management, Section 11.5 of X
the-StandardforSoftware€Cybersecurity foriNetwork=Conmectabte

Devices, Part 1: General Requirements, UL 2900-1.

12.6  The product shall comply with: Product Management, Section 11.6 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

12.7  The product shall comply with: Product Management, Section 11.7 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

12.8  The product shall comply with: Product Management, Section 11.8 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
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RISK MANAGEMENT

13 Vendor Product Risk Management Process

Table 13.1

Clause L1 L2 L3

13.1  The product shall comply with: Vender Product Risk Management X
Process, Section 12.1 of the Standard for Software Cybersecurity for
Netwark-Connectable Devices: General Requirements Ul 2900-1

13.2  The product shall comply with: Vender Product Risk Management X
Hrocess, Section 12.2 of the Standard for Software Cybersecurity for
Network-Connectable Devices: General Requirements, UL 2900-1.

13.3  The product shall comply with: Vender Product Risk Management X
Hrocess, Section 12.3 of the Standard for Software Cybersecurity for
Network-Connectable Devices: General Requirements, UL 2900-1.

13.4  The product shall comply with: Vender Product Risk Management X
Hrocess, Section 12.4 of the Standard for Software Cybersecurity for
Network-Connectable Devices: General Requirements, UL2900-1.

13.5  The product shall comply with: Vender Product Risk Magagement X
Hrocess, Section 12.5 of the Standard for Software Cybersecurity for
Network-Connectable Devices: General Requirements, UL 2900-1.

13.6  The product shall comply with: Vender Produgt Risk Management X
Rrocess, Section 12.6 of the Standard for Seftware Cybersecurity for
Network-Connectable Devices: General Requirements, UL 2900-1.

13.7  The product shall comply with: VenderProduct Risk Management X
Rrocess, Section 12.7 of the Standard for Software Cybersecurity for
Network-Connectable DevicesiGeneral Requirements, UL 2900-1.

13.8  The product shall complywith: Vender Product Risk Management X
Rrocess, Section 12.8 of the Standard for Software Cybersecurity for
Network-Connectable'\Devices: General Requirements, UL 2900-1.

VULNERABILITIES AND-EXPLOITS
14 Known Vulnerability Testing
Table 141

Clause L1 L2 L3

14.1  The product shall comply with: Known Vulnerability Testing, Section X
13.1 of the Standard for Software Cybersecurity for Network-

Connectable Devices: General Requirements, UL 2900-1.
14.2  The product shall comply with: Known Vulnerability Testing, Section X

13.2 of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
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15 Malware Testing

Table 15.1

Clause L1 L2 L3

15.1  The product shall comply with: Malware Testing, Section 14.1 of the X
Standard for Software Cybersecurity for Network-Connectable Devices:
General Requirements, UL 2900-1.

15.2  The product shall comply with: Malware Testing, Section 14.2 of the X
S Al Idal d fUI SUftVVGI o Cy bcl LSO UUl Ity fUI I'\‘JIUtV\IUI :\ CUI L IUUtab:U DUVIL’UO

General Requirements, UL 2900-1.

16 Malformed Input Protocol Testing (also reference Appendix D)

Table 16.1

Clause L1 L2 L3

16.1  The product shall comply with: Malformed Input Testing, Segtion 15.1 of X
the Standard for Software Cybersecurity for Network-Cofinectable
Devices, Part 1: General Requirements, UL 2900-1.

16.2  The product shall comply with: Malformed Input Testing, Section 15.2 of X
the Standard for Software Cybersecurity for Netwoerk-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.3  The product shall comply with: Malformed\Input Testing, Section 15.3 of X
the Standard for Software Cybersecurity,for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.4  The product shall comply with: Malformed Input Testing, Section 15.4 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.5  The product shall comply with: Malformed Input Testing, Section 15.5 of X
the Standard for Seftware Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.6  The productshall comply with: Malformed Input Testing, Section 15.6 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices;-Part 1: General Requirements, UL 2900-1.

16.7  The product shall comply with: Malformed Input Testing, Section 15.7 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.8  The product shall comply with: Malformed Input Testing, Section 15.8 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

16.9  The product shall comply with: Malformed Input Testing, Section 15.9 of X
the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.

Table 16.1 Continued on Next Page
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Table 16.1 Continued

Clause L1 L2 L3
16.10 The product shall comply with: Malformed Input Testing, Section 15.10 X
of the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
16.11  The product shall comply with: Malformed Input Testing, Section 15.11 X
of the Standard for Software Cybersecurity for Network-Connectable
Devices, Part 1: General Requirements, UL 2900-1.
17 Strudtured Penetration Testing
Table 17.1
Clause L1 L2 L3
17.1  The product shall comply with: Structured Penetration Testing, Section X
16.1 of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
17.2  The product shall comply with: Structured Penetration Testing, Section X
116.2 of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
17.3  The product shall comply with: Structured Penetration Testing, Section X
116.3 of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
17.4  The product shall comply with: Structured Penetration Testing, Section X
116.4 of the Standard for Software Cybersecurity for Network-
Gonnectable Devices: General Requirements, UL 2900-1.
SOFTWARE WEAKNESS ANALYSIS
18 Software Weakness Analysis
Table 18.1
Clause L1 L2 L3
18.1  Tlhe product shall comply with: Software Weakness Analysis, Section X
|7 1T of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
18.2  The product shall comply with: Software Weakness Analysis, Section X

17.2 of the Standard for Software Cybersecurity for Network-
Connectable Devices: General Requirements, UL 2900-1.
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