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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC part|C|pate |n the development of Internatlonal Standards through technlcal committees

and IEC
ernmental

and non-governmental, in liaison with ISO and IEC, also take part in the work. In the fleld of ipformation

t 2.

THe main task of the joint technical committee is to prepare International Standards. Draft Infernational

Standards adopted by the joint technical committee are circulated to national bodiées for voting. Pub
International Standard requires approval by at least 75 % of the national bodies casting a vote.

lication as

Attention is drawn to the possibility that some of the elements of this document may be the subjec} of patent

rights. ISO and IEC shall not be held responsible for identifying any,orall such patent rights.

ISP/IEC 21827 was prepared by Joint Technical Committee” ISO/IEC JTC 1, Information technology,

Sybcommittee SC 27, IT Security techniques. In addition,~alignment is being maintained with th

THis second edition cancels and replaces the firstedition (ISO/IEC 21827:2002), which has been
reyised.

S$E-CMM includes excerpts from “A Systems Engineering Capability Maturity Model (SE-CMM), Ve

e publicly

pilable System Security Engineering - Capability Maturity.Model® 1) (SSE-CMM®) Version 3, puplished by
e International Systems Security Engineering Association (ISSEA) as a Publicly Available Specification.

echnically

rsion 1.17,

CMU/SEI—95-MM-003, Copyright 1995(by Carnegie Mellon University. SE-CMM is a collaborativie effort of

Hyghes Space and Communications, ;Hughes Telecommunications and Space, Lockheed Martin

Software

Engineering Institute, Software, Productivity Consortium, and Texas Instruments Incorporated. Neither
Carnegie Mellon University norsthe Software Engineering Institute directly or indirectly endorse SSE-CMM or

ISP/IEC 21827.

1) ® CMM and Capability Maturity Model are Service Marks of Carnegie Mellon University NOT-FOR-PROFIT

CORPORATION PENNSYLVANIA, 5000 Forbes Avenue, Pittsburgh, PA 15213, USA.
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0 Introduction

0.1 General

A wide variety of orgamzatrons practlce securlty englneermg in the development of computer programs
whether a5 operatit v v s1or

service p
organizatipns deal with high-level issues (e.g., ones dealing with operational use or system architecturg),
others focps on low-level issues (e.g., mechanism selection or design), and some do both. Organizations may
specialize|in a particular type of technology or a specialized context (e.g., at sea).

The SSE-CMM® is designed for all these organizations. Use of the SSE-CMM should not imply that one foqus
is better than another or that any of these uses are required. An organization's businéss focus need not pe
biased by|use of the SSE-CMM®.

Based on|the focus of the organization, some, but not all, of the security engineering practices defined will
apply. In addition, the organization may need to look at relationships between different practices within the
model to fletermine their applicability. The examples below illustrate ways*in which the SSE-CMM® may pe
applied to[software, systems, facilities development and operation by aw~ariety of different organizations.

This Interpational Standard has a relationship to ISO/IEC 15504 \particularly ISO/IEC 15504-2, as both are
concerned with process improvement and capability maturity’ assessment. However, ISO/IEC 15504 | is
specifically focused on software processes, whereas the SSE-CMM is focused on security.

This Interpational Standard has a closer relationship-with the new versions of ISO/IEC 15504, particularly
ISO/IEC 1]5504-2, and is compatible with its approaches and requirements.

Security $ervice providers

To measyre the process capability of an organization that performs risk assessments, several groups|of
practices |come into play. During system development or integration, one would need to assess the
organizatipn with regard to its ability’ to determine and analyze security vulnerabilities and assess the
operational impacts. In the operational case, one would need to assess the organization with regard to |its
ability to monitor the security posture of the system, identify and analyze security vulnerabilities and threats,
and assegs the operational impacts.

Countermpeasure developers

In the cage of asgroup that focuses on the development of countermeasures, the process capability of jan
organizatipn would be characterized by a combination of SSE-CMM® practices. The model contains practides
to addres$ determlnlng and analyzmg securlty vulnerabilities, assessmg operational |mpacts and providing

1 t d il +lo 1 <l L £4 Tk EY°Y ol . ~,
Inpu an uiuaarive I.U UVLNICT Yruvupyo 1mivuivou \OU\JII do d oullwdarc 3|uup} e yrovupy u IGL MIUVIUTO T oTTV e

of developing countermeasures needs to understand the relationships between these practices.

Product developers

The SSE-CMM® includes practices that focus on gaining an understanding of the customer's security needs.
Interaction with the customer is required to ascertain them. In the case of a product, the customer is generic
as the product is developed a priori independent of a specific customer. When this is the case, the product
marketing group or another group can be used as the hypothetical customer, if one is required.

Vi © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

Practitioners in security engineering recognize that the product contexts and the methods used to accomplish
product development are as varied as the products themselves. However, there are some issues related to
product and project context that are known to have an impact on the way products are conceived, produced,
delivered and maintained. The following issues in particular have significance for the SSE-CMM®:

e type of customer base (products, systems, or services);

e assurance requirements (high vs. low); and

e support for both development and operational organizations.

THe differences between two diverse customer bases, differing degrees of assurance requirements, and the
impacts of each of these differences in the SSE-CMM® are discussed below. These arg,'proviged as an
example of how an organization or industry segment might determine appropriate use of\the”SSE{CMM® in
their environment.

Specific industry segments
EVery industry reflects its own particular culture, terminology and communication’style. By minimizing the role

dependencies and organization structure implications, it is anticipated thaf the SSE-CMM® concepts can be
egsily translated by all industry segments into their own language and cultare.

0.2 How should the SSE-CMM® be used?
THe SSE-CMM® and the method for applying the model (i.e.;appraisal method) are intended to be Uysed as a:

e | tool for engineering organizations to evaluatetheir security engineering practices apd define
improvements;

e | method by which security engineering evalation organizations such as certifiers and evaljators can
establish confidence in the organizationalcapability as one input to system or product security gssurance;
and

¢ | standard mechanism for customérs'to evaluate a provider's security engineering capability.

THe scope of the assessmenttshould be defined by the assessment organization and discusse@ with the
assessor, if applicable.

THe appraisal techniques-can be used in applying the model for self improvement and in selecting spuppliers, if
the users of the model.and appraisal methods thoroughly understand the proper application of the jnodel and
its|inherent limitations. Additional information on using process assessment can be found in ISO/IEG 15504-4,
Information technology — Process assessment — Part 4: Guidance on use for process improvgment and
process capability determination.

0.3 _Benefits of using the SSE-CMM®

Thetrerd-for acbwity fs—ashift-from plUtUbtillg ctassifred governmernt datatoabroader spectrunT ot concerns
including financial transactions, contractual agreements, personal information and the Internet. A
corresponding proliferation of products, systems and services that maintain and protect information has
emerged. These security products and systems typically come to market in one of two ways: through lengthy
and expensive evaluation or without evaluation. In the former case, trusted products often reach the market
long after their features are needed and secure systems are being deployed that no longer address current
threats. In the latter case, acquirers and users must rely solely on the security claims of the product or system
developer or operator. Further, security engineering services traditionally were often marketed on this caveat
emptor basis.

© ISO/IEC 2008 — Al rights reserved vii
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This situation calls for organizations to practice security engineering in a more mature manner. Specifically,

the followi

ng qualities are needed in the production and operation of secure systems and trusted products:

e continuity - knowledge acquired in previous efforts is used in future efforts;

e repeatability - a way to ensure that projects can repeat a successful effort;

o efficiency - a way to help both developers and evaluators work more efficiently; and

e assurance - confidence that security needs are being addressed.

To provid
improving
advance t
of and reg
particular,

To engine

e for these requirements, a mechanism is needed to guide organizations in understanding-a
their security engineering practices. To address these needs, the SSE-CMM® is being deyeloped
he state of the practice of security engineering with the goal of improving the quality and ‘availabi
ucing the cost of delivering secure systems, trusted products and security engineering, services.
the following benefits are envisioned.

ering organizations:

Engineering organizations include System Integrators, Application Developers, Product Vendors and Serv

Providers
e savin
e credit
e focus
To acquiri

Acquirers
end users|

Benefits of the SSE-CMM® to these organizations include:

js with less rework from repeatable, predictable processes and practices;
for true capability to perform, particularly in source selections; and

on measured organizational competency (maturity) and improvements.
ng organizations:

include organizations acquiring systems, products and services from external/internal sources a
Benefits of the SSE-CMM® to these organizations include:

ble standard Request for Proposallanguage and evaluation means;

ed risks (performance, cost, sehedule) of choosing an unqualified bidder;
protests due to uniform assessments based on industry standard; and
ttable, repeatableAdevel of confidence in product or service.

fion organizations:

. Bengfits of the SSE-CMM® to these organizations include:

nd
to
ity
In

organizations include system certifiers, system accreditors, product evaluators, and produict

e reusay
e redud
o fewern
e predi

To evalua
Evaluatiorn
assessors
e reus

hlanrocecse-annraiceal raculic indanandant of cvuctam ar neradiint Ahananc:
oTe oo TroSurtS, e HOCH OOy oter-or © et

pPrococosTpppPT™= T =4 3 Pe ot yoto pProcaotorT LS A=)

e confidence in security engineering and its integration with other disciplines; and

e capability-based confidence in evidence, reducing security evaluation workload.

viii
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Information technology — Security techniques — Systems
Security Engineering — Capability Maturity Model®
(SSE-CMM®)

1
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2

Scope

SE-CMM®). The SSE-CMM® is a process reference model focused upon the require
plementing security in a system or series of related systems that are the information technolog
S) domain. Within the ITS domain, the SSE-CMM® is focused on the procéssés used to achieve
ecifically on the maturity of those processes. There is no intent within the SSE-CMM® to dictate

on any other ITS guidance document. The scope encompasses:

installation, operation, maintenance and de-commissiohing;
requirements for product developers, secure systems developers and integrators, organiza

provide computer security services and computer security engineering; and

academe.

ply that security engineering.should be practised in isolation from other engineering discipling

gineering disciplines (e.g.,) systems, software and hardware) and defining components of the
dress such concerns( The Common Feature “Coordinate Practices” recognizes the need tg

ca “Coordinate Security” defines the objectives and mechanisms to be used in coordinating th
gineering activities.

Normative references

TH

e following referenced documents are indispensable for the application of this document.

is International Standard specifies the Systems Security Engineering — Capability Maturity Model®
ments for

y security
ITS, most
a specific

pcess to be used by an organization, let alone a specific methodology. Rather the intent is that the
janization making use of the SSE-CMM® should use its existing-processes, be those procesges based

the system security engineering activities for a secure product or a trusted system addrgssing the
complete life cycle of concept definition, requirements analysis, design, development, integration,

tions that

all types and sizes of security engineering organization, from commercial to governmenft and the

hile the SSE-CMM® is a distinct model to improve and assess security engineering capability, this$ does not

s. On the

htrary, the SSE-CMM® promotes integration, taking the view that security is pervasive facross all

model to
integrate

curity with all disciplines and groups involved on a project or within an organization. Similarly, the Process

e security

For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 15504-2, Information technology — Process assessment — Part 2: Performing an assessment
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

accountability
property that ensures that the actions of an entity can be traced uniquely to the entity

[ISO/IEC

3.2

NOTE

definition ig: Procedure by which an authoritative body gives formal recognition that a body or person ‘is competent to c3g
out specifiq tasks [ISO/IEC Guide 2].

3.3
assessm

nt
verificatioI of a product, system or service against a standard using the corresponding assessment method

establish

NOTE

34
asset

anything that has value to the organization

[ISO/IEC

3.5

assurancp
grounds for confidence that a deliverable meets'its security objectives

NOTE 1

NOTE 2
definition

requiremerts [ISO/IEC Guide 2]:

3.6

assurancp Argument
set of strictured assurance claims, supported by evidence and reasoning, that demonstrate clearly h
assurancg needs have been satisfied

3.7

accreditalion
formal de¢laration by a designated approving authority that a system is approved to operate in a-particu
security mode using a prescribed set of safeguards

7498-2:1989]

This definition is generally accepted within the security community; within ISO the mare-generally us

ompliance and determine the assurance

Adapted from ISO/IEC TR 15443-1:2005.

TR 13335-1:1996]

Adapted from ISO/IEC 15408-1:2005.

This definition is generally-accepted within the security community; within ISO the more generally us
is: Activity resulting in-a_statement giving confidence that a product, process or service fulfills specif

ar

ed
ed

pW

assurance Claim

assertion

NOTE

3.8

or supporting assertion that a system meets a security need

Claims address both direct threats (e.g. system data are protected from attacks by outsiders) and indirect
threats (e.g. system code has minimal flaws).

assurance Evidence
data on which a judgment or conclusion about an assurance claim may be based

NOTE

The evidence may consist of observation, test results, analysis results and appraisals.

© ISO/IEC 2008 — All rights reserved
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3.9
authenticity
property that ensures that the identity of a subject or resource is the one claimed

NOTE 1 Authenticity applies to entities such as users, processes, systems and information.
NOTE 2  Adapted from ISO/IEC TR 13335-1:1996.

3.10
availability

reperhy of beina-acecessibla-and useabhleunon-demand-byvan autharizad antifyv
property-of-being-a ible-and-useable-upon-demand-by-an-authorized-entity

[I9O/IEC 7498-2:1989]

3.1

bgseline
specification or product that has been formally reviewed and agreed upon, that thereafter serves ag the basis
for further development, and that can be changed only through formal change control procedures

[

3.12

certification
process, producing written results, of performing a comprehensivé. evaluation of security features|and other
safeguards of a system to establish the extent to which the design’and implementation meet a set of specified
security requirements

HEE-Std. 610]

NQTE This definition is generally accepted within the (security community; within 1ISO the more gengrally used
definition is: Procedure by which a third party gives written assurance that a product, process or service gonforms to
spgcified requirements [ISO/IEC Guide 2].

3.13
cdnfidentiality
property that information is not made available or disclosed to unauthorized individuals, entities or processes

[I9O/IEC 7498-2:1989]
3.14
cdnsistency

degree of uniformity, standardization and freedom from contradiction among the documents or parts of a
syptem or component

[
3.15

HEE-Std. 610]

carrectness
for specified security requirements, the representation of a product or system that shows that the
implementation of the requirement is correct

3.16

customer

recipient of a product provided by the supplier

NOTE 1 In a contractual situation, the customer is called the purchaser.

NOTE 2 The customer may be, for example, the ultimate consumer, user, beneficiary or purchaser.

NOTE 3  The customer can be either external or internal to the organization. See ISO 9000 and ISO/IEC 15504.

© ISO/IEC 2008 — All rights reserved 3
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3.17

effectiveness
property of a system or product representing how well it provides security in the context of its proposed or
actual operational use

3.18

engineering group
collection of individuals (both managers and technical staff) which is responsible for project or organizational
activities related to a particular engineering discipline

3.19

evidence
directly m
that a spe

3.20
integrity
property o

3.21

maintenanhce

ality assurance, systems, system test, system security.

f safeguarding the accuracy and completeness of information and processing methods

basurable characteristics of a process and/or product that represent objective, demonstrable proof
cific activity satisfies a specified requirement

process of modifying a system or component after delivery to correcb flaws, improve performance or other
attributes,|or adapt to a changed environment

[IEEE-Std| 610]

3.22

methodology

collection|of standards, procedures and supporting methods that define the complete approach to the

developm

3.23
penetratig
definition

3.24
procedur
written de

[IEEE-Std
3.25

process
set of inte

ent of a product or system

bn profile
pf the activities required to effect'a penetration

D

related activities which transform inputs into outputs

cription of a course.of action to be taken to perform a given task

610]

NOTE

3.26
reliability

Adapted from ISO/IEC 15288:2002.

property of consistent behaviour and results

[ISO/IEC TR 13335-1:1996]

© ISO/IEC 2008 — All rights reserved
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3.27
residual risk

ris

k that remains after safeguards have been implemented

[ISO/IEC TR 13335-1:1996]

NOTE This definition differs from that used in ISO/IEC Guide 73.

gk analysis

.30
rigk management

bcess of identifying security risks, determining their magnitude and identifying areas needing safeg
O/IEC TR 13335-1:1996]

TE This definition differs from that used in ISO/IEC Guide 73.

bcess of assessing and quantifying risk and establishing an acceptable level of risk for the organiz
O/IEC TR 13335-1:1996]

TE This definition differs from that used indSO/IEC Guide 73.

r damage

uards

ation

managed,
e systems

ance to a

nposed of

Jired overall

NOTE 1 Adapted from ISO/IEC 15288.

NOTE 2

In practice, a system is “in the eye of the beholder” and the interpretation of its meaning is frequently clarified

by the use of an associative noun (e.g. product system, aircraft system). Alternatively the word system may be substituted
simply by a context dependent synonym (e.g. product, aircraft), though this may then obscure a system principles
perspective.

NOTE 3  The system may need other systems during its life cycle to meet its requirements. For example, an
system may need a system for conceptualization, development, production, operation, support or disposal.

©l
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3.34

threat

capabilities, intentions and attack methods of adversaries, or any circumstance or event, whether originating
externally or internally, that has the potential to cause harm to information or to a program or system, or to
cause these to harm others

3.35
threat agent
originator and/or initiator of deliberate or accidental man-made threats

3.36

validatiorn
confirmatipn by examination and provision of objective evidence that the particular requirements for a-specifi
intended yse are fulfilled

Cc

NOTE Adapted from ISO/IEC 15288.

3.37
verificatign
confirmatipn by examination and provision of objective evidence that specified_requirements have been
fulfilled

NOTE Adapted from ISO/IEC 15288.

3.38
vulnerabifity
includes g weakness of an asset or group of assets which can be exploited by a threat

[ISO/IEC TR 13335-1:1996]

3.39
work product
artifact aspociated with the execution of a process

[ISO/IEC 15504-1]

NOTE A work product might be used, produced or changed by a process.

4 Background

The Systems Security Engineering Capability Maturity Model® (SSE-CMM®) describes the essential
characterigtics of an organization's security engineering process that must exist to ensure good security
engineering. The SSECMM® does not prescribe a particular process or sequence, but captures practides
generally pbserved.in industry. The model is a standard metric for security engineering practices covering:

e the entire life-cycle, including development, operation, maintenance, and decommissioning activities;

e thew

e concurrent interactions with other disciplines, such as system, software, hardware, human factors, and
test engineering; system management, operation, and maintenance; and

e interactions with other organizations, including acquisition, system management, -certification,
accreditation, and evaluation.

The SSE-CMM® Model Description provides an overall description of the principles and architecture upon
which the SSE-CMM® is based, an executive overview of the model, suggestions for appropriate use of the
model, the practices included in the model, and a description of the attributes of the model. It also includes the
requirements used to develop the model. The SSE-CMM® Appraisal Method describes the process and tools
for evaluating an organization's security engineering capability against the SSE-CMM®.
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4.1 Reason for Development

Both customers and suppliers are interested in improving the development of security products, systems, and
services. The field of security engineering has several generally accepted principles, but it currently lacks a
comprehensive framework for evaluating security engineering practices. The SSE-CMM®, by identifying such
a framework, provides a way to measure and improve performance in the application of security engineering
principles.

It must be stressed that security engineering is a unique discipline, requiring unique knowledge, skills, and
processes WhICh warrants the development of a dlstlnct CMM® for secunty englneerlng Th|s does not conflict
act, havmg

i enance of
secure systems relies on the processes that link the people and technologies:{Fhese interdependgncies can

managed more cost effectively by emphasizing the quality of the processes being used, and the maturity of
th¢ organizational practices inherent in the processes.

THe objective of the SSE-CMM® Project is to advance security, engineering as a defined, mature, and
measurable discipline. The SSE-CMM® model and appraisal methods are being developed to enablg:

e | focused investments in security engineering tools, training, process definition, management|practices,
and improvements by engineering groups;

e | capability-based assurance, (i.e. trustworthiness based on confidence in the maturity of an epgineering
group's security practices and processes); and

o | selection of appropriately qualified previders of security engineering through differentiating bidders by
capability levels and associated programmatic risks.

4.2 The Importance of Security’'Engineering

With the increasing reliance_of society on information, the protection of that information is |becoming
ingreasingly important. Many_products, systems, and services are needed to maintain and protect information.
THe focus of security engineering has expanded from one primarily concerned with safeguarding| classified
ggvernment data to_broader applications including financial transactions, contractual agreements| personal
information, and theInternet. These trends have elevated the importance of security engineering.

4.3 Consensus

THe SSE-CMM® Model was developed by over 50 organizations, many of them multinational cofporations.
Tre PrOJect had representatwes from several Nations, notably Australla Canada, Europe and the US. In
including

presentations and booths at conferences and through the publlc webS|te www.ssecmm. org

The participants were organized into a Steering Group, and a number of Working Groups. The maijority of the
development was performed by the Working Groups, while the Steering Group was responsible for overall
project progress and approval of Project deliverables.

The SSE-CMM® model was developed by a consensus process. All member organizations could send
representatives to the working group meetings, and the majority did. Contributions were sent electronically to
all members of the working group in the intervening period between meetings. Meetings were held on a
monthly basis where input suggestions were discussed, revised and agreed. The results of any votes that
were necessary were recorded in the working group meeting minutes issued for each meeting. These records
have been maintained.

© ISO/IEC 2008 — All rights reserved 7


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

Each version of the SSE-CMM® Model was first approved by the working group tasked with development. It
was then reviewed and approved by the Steering Group. After the Steering Group had approved the version it
was then sent to a group of “Key Reviewers” drawn from the ITS community at large for their review and
comment. Each version was then released for public review and feedback. Based on the feedback from the
Key Reviewers and the community at large, the Steering Group made a determination of the final release of
that version of the SSE-CMM® Model.

The SSE-CMM® Model has been approved first at the working group level, second at the Steering Group
level, third at the Key Reviewer level, and finally at the community level. Thus, in essence, four levels of
approval have been obtained.

Additional| approval and consensus has been achieved during the Pilot Appraisals through the impact|of
application of the Model to different application domains. The Alternative Assurance Working Group (AAW|G)
of the Coiwmon Criteria Project has reviewed the SSE-CMM® Model for applicability as an alternative to the
generation of assurance by evaluation and provided IT systems security community consensus, feedback|to
the project.

Each maj¢r release of the Model was reviewed by a set of independent reviewers who,liad not been involved
in its devdlopment. Their comments were consolidated, reviewed and incorporated in.the Model. Finally, edch
version of the document was subjected to public review, the Critical Design Review and the two pullic
workshop$, and the comments received, addressed.

5 Structure of the Document

addresseg the architecture of the SSE-CMM Model and the role“of systems security engineering. Claus¢ 7
describes|the systems security engineering process areas and base practices in detail. Annex A describes the
capability maturity levels and generic practices, while Annex B’describes the project and organization procgss
areas and| base practices. Annex C discusses the concepts of capability maturity models.

Clause 4 dliscusses some of the background of the document and the reasons for its development. C|GUS} 6
h

6 Model Architecture

The SSE-CMM® is a compilation of the security engineering best practices. To understand this model, some
background in security engineering iswrequired. This section provides a high level description of security
engineering, and then describes how(the architecture of the model reflects this basic understanding.

6.1 Sequrity Engineering

6.1.1 What Is Security'Engineering?

The drive|toward pgervasive interconnectivity and interoperability of networks, computers, applications, and
even enteyprisestis*creating a more pivotal role for security in all systems and products. The focus of secutity
has moved from safeguarding classified government data, to a wider application, including finandial
transactiops;~contractual agreements, personal information, and the Internet. As a result, it is necessary that
potential i i i fCati i
include confidentiality, integrity, availability, accountability, privacy, and assurance.

The shift in focus of security issues elevates the importance of security engineering. Security engineering is
becoming an increasingly critical discipline and should be a key component in multi-disciplinary, concurrent,
engineering teams. This applies to the development, integration, operation, administration, maintenance, and
evolution of systems and applications as well as to the development, delivery, and evolution of products.
Security concerns must be addressed in the definition, management, and re-engineering of enterprises and
business processes. Security engineering can then be delivered in a system, in a product, or as a service.
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6.1.2 Description of Security Engineering

Security engineering is an evolving discipline. As such, a precise definition with community consensus does
not exist today. However, some generalizations are possible. Some goals of security engineering are to:

gain understanding of the security risks associated with an enterprise;

establish a balanced set of security needs in accordance with identified risks;

transform security needs into security guidance to be integrated into the activities of other disciplines

Se

employed on a project and INto descriptions of a system configuration or operation,
establish confidence or assurance in the correctness and effectiveness of security mechanisms

determine that operational impacts due to residual security vulnerabilities in a system.or its opsg
tolerable (i.e. determine acceptable risks); and

integrate the efforts of all engineering disciplines and specialties into a combined understand
trustworthiness of a system.

.1.3 Security Engineering Organizations

curity engineering activities are practised by various types of organizations, such as:

developers;

product vendors;

integrators;

acquirers (acquisition organization or enduser);

security evaluation organizations_(system certifier, product evaluator, or operation accreditor);
system administrator;

trusted third parties (cettification authority); and

consulting/service-organizations.

.1.4 Security Engineering Life Cycle

curity engineering activities are practised during all life cycle phases, including:

concept stage;

bration are

ing of the

development stage;
production stage;
utilization stage;
support stage; and

retirement stage.
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6.1.5 Security Engineering and Other Disciplines

Security engineering activities interface with many other disciplines, including:

NOTE 1
from a sysf]

NOTE 2
security fro

Security €
acceptabi
acquirer,
across a
other engi

enterprise engineering;

systems engineering;

software engineering;

com
hardv
test €

syste

hum1n factors engineering;

unications engineering;
are engineering;
hgineering; and

M administration.

With respect to systems engineering, further information can be found in ISOAEC 15288 which views secui

Ems perspective.

With respect to software engineering, further information can be found in ISO/IEC 12207:1995 which vie
n a software perspective.

ty

ws

ngineering activities must be coordinated with many, external entities because assurance and

e

ity of residual operational impacts are establishedin conjunction with the developer, integratpr,
Iser, independent evaluator, and other groups. It is these interfaces and the requisite interactipn
broad set of organizations that make security¢engineering particularly complex and different frgm

heering disciplines.

6.1.6 Security Engineering Specialties

While Sed
current s

Security
and man
performa
required,

10

oper

urity Engineering and Information Technology Security are very often the driving disciplines in the
curity and business environment, other more traditional security disciplines, such as Physi¢al
d Personnel Security should not be overlooked. Security Engineering will need to draw upon these

other specialist sub-disciplines if they are to achieve the most efficient and effective results in
ce of their work. The list)below gives a few examples of specialty security sub-disciplines likely to
long with a short description of each, including:

tions Security)targets the security of the operating environment, and the maintenance of a sect

operajing posture;

information:-Security pertains to information and the maintenance of security of the information during
manigulatien and processing;

e
be

=

e

its

network Security involves the protection of network hardware, software, and protocols, including
information communicated over networks;

physical Security focuses on the protection buildings and physical locations;

personnel Security is related to people, their trustworthiness and their awareness of security concerns;

administrative Security is related to the administrative aspects of security and security in administrative
systems;
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e communications Security (content and traffic security) is related to the communication of information
between security domains, specifically the protection of information while it is being moved through the
transport medium,;

e emanation Security deals with undesired signals generated by all machines that can transmit information
outside the security domain; and

e computer Security deals specifically with security computing devices of all types.

6.2 Security Engineering Process Overview

THe SSE-CMM® divides security engineering into three basic areas: risk, engineering, and assurlance, see
Figure 1. While these areas are by no means independent from one another, it is possibleto-congider them
separately. At the simplest level, the risk process identifies and prioritizes dangers inherént 1o the feveloped
product or system. The security engineering process works with the other engineering disciplines to [determine
and implement solutions to the problems presented by the dangers. Finally,~theé assurance process
esfablishes confidence in the security solutions and conveys this confidence to the customers.

Product, System,
or Service
Engineering
Process
Assurance Risk Process
Process
Assurance Risk
Argument Information

Figure 1 — The security engineering process has three main areas

Tqgether, these three areas work together with the goal of ensuring that the security engineering process

r clicoechiave-tha-aaala-deceribaed-aborx
eStrts-acrnteve-the yoars U Strmott—aoUveT

6.2.1 Risk

A major goal of security engineering is the reduction of risk. Risk assessment is the process of identifying
problems that have not yet occurred. Risks are assessed by examining the likelihood of the threat and
vulnerability and by considering the potential impact of an unwanted incident, see Figure 2. Associated with
that likelihood is a factor of uncertainty, which will vary dependent upon a particular situation. This means that
the likelihood can only be predicted within certain limits. In addition, the impact assessed for a particular risk
also has associated uncertainty, as the unwanted incident may not turn out as expected. Because the factors
may have a large amount of uncertainty as to the accuracy of the predictions associated with them, planning
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and the justification of security can be very difficult. One way to partially deal with this problem in a
cost-effective manner is to implement techniques to detect the occurrence of an unwanted incident.

An unwanted incident is made up of three components: threat, vulnerability, and impact. Vulnerabilities are
properties of the asset that may be exploited by a threat and include weaknesses. If either the threat or the
vulnerability is not present there can be no unwanted incident and thus no risk. Risk management is the all the
activities that need to be coordinated to direct and control an organisations risk management activities. It
includes establishing an acceptable level of risk for an organisation and identifying, analysing, evaluating and
treating risks accordingly. Managing risk is an important part of the management of security.

PAO4:Assess
Threat

Threat
Information

PAO5:Assess N N PAO03:Assess N
Vulnerability . Security Risk
Vulnerability Risk
|nformation |nf0rmati0n

PA02:Assess
Impact

¢
i

Impact
Information

Figure 2 — The security risk process involves threats, vulnerabilities, and impact.

Risks are|treated by the implementation of safeguards, which may address the threat, the vulnerability, the
impact, or the risk itself. However) it is not feasible to treat all risks or completely mitigate any particular rigk.
This is in |arge part due to the Cost of risk treatment, and to the associated uncertainties. Thus, some residyial
risk must always be accepted. In the presence of high uncertainty, risk acceptance becomes very problemdtic
due to its jnexact nature) ©One of the few areas under the risk taker's control is the uncertainty associated wjith
the systein. The SSE-=CMM® process areas include activities that ensure that the provider organization| is
analyzing fthreats, Yulnerabilities, impacts, and associated risk.

NOTE Theé.ordering of the process areas is strictly alphabetical based on the title of the Process Area. This is dong in

order not tq infer any sequence or precedence in the ordering of the Process Areas.

6.2.2 Engineering

Security engineering, like other engineering disciplines, is a process that proceeds through concept, design,
implementation, test, deployment, operation, maintenance, and decommission. Throughout this process,
security engineers must work closely with the other parts the system engineering team. The SSE-CMM®
emphasizes that security engineers are part of a larger team and need to coordinate their activities with
engineers from other disciplines. This helps to ensure that security is an integral part of the larger process,
and not a separate and distinct activity.
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Using the information from the risk process described above, and other information about system
requirements, relevant laws, and policies, security engineers work with the customer to identify security needs,

see Figure 3. Once needs are identified, security engineers identify and track specific requirements.

The process of creating solutions to security problems generally involves identifying possible alternatives and
then evaluating the alternatives to determine which is the most promising. The difficulty in integrating this
activity with the rest of the engineering process is that the solutions cannot be selected on security

considerations alone. Rather, a wide variety of other considerations, including cost, performance,

technical

risk, and ease of use must be addressed. Typically, these decisions should be captured to minimize the need

to revisit issues. The analyses produced also form a significant basis for assurance efforts.

Risk
Information

PA10: Specify PA08: Monitor
Security Needs | €—— D— Security Posture

' !

Requirements PAQ7: Coordinate,, Configuration
Policy, etc... Security Information
PAQ9: Provide PAO1: Administer).
Security Input —> e Security ControlsS
Solutions,

Guidance, etc...

Figure 3 — Security is an integral part of the overall engineering process

er in the lifecycle, the-security engineer is called on to ensure that products and systems arg properly

configured in relation tothe perceived risks, ensuring that new risks do not make the system unsafe [to operate.

6.2.3 Assurance

Adsurance-is defined as the degree of confidence that security needs are satisfied [NIST94a]. If
important product of security engineering. There are many forms of assurance. The SSE-CMM® ¢

is a very
ontributes
cess. The

to|obe aspect, the confidence in the repeatability of the results from the security engineering prg
organization, see Figure 4. The detailed relationship between different forms of assurance is the
ongoing research.
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PAT1: Verily and
Vuliduie Securily . \

Verification and

Validation PAO6: Ruild
Fvidence Assurdance —>
Argipment
Assurance
| ( ) Argumcnt
[ [—
> | /= /
Many otherPAs —
Evidence

Figure 4 — The assurance process builds an argument establishing confidence

Assurance does not add any additional controls to counter risks related to security,\ but it does provide the
confidenceg that the controls that have been implemented will reduce the anticipated risk.

Assurancg can also be viewed as the confidence that the safeguards ‘will function as intended. This
confidencg¢ derives from the properties of correctness and effectivenesst. Correctness can be view as the
property that the safeguards, as designed, implement the requirements.vEffectiveness can be viewed as the
property that the safeguards provide security adequate to meet the customer's security needs. The strength| of
the mechgnism also plays a part but is moderated by the level of ptetection and assurance being sought.

Assurancg is often communicated in the form of an argumgni: The argument includes a set of claims abgut
properties| of the system. These claims are supported by-evidence. The evidence is frequently in the form|of
documentation developed during the normal course of security engineering activities.

The SSE{LLMM® activities themselves involve the production of assurance relevant evidence. For example,
process dpcumentation can indicate that the development has followed a well-defined and mature engineering
process that is subject to continuous improvement. Security verification and validation play a large role|in
establishipg the trustworthiness of a product or system.

Many of the example work products ‘included within the process areas will contribute to, or form part of that
evidence.|Modern statistical process’control suggests that higher quality and higher assurance products can
be produged more cost effectively and repeatedly by focusing on the process used to produce them. The
maturity of the organizational practices will influence and contribute to the process.

The SSE-LLCMM®r=architecture is designed to enable a determination of a security engineering organization's

basic chgracteristics of the security engineering process from its management and institutionalization
characteristics: i TOTT; ; TOTTS; ; d
“capability” which are described below.

Importantly, the SSE-CMM® does not imply that any particular group or role within an organization must do
any of the processes described in the model. Nor does it require that the latest and greatest security
engineering technique or methodology be used. The model does require, however, that an organization have
a process in place that includes the basic security practices described in the model. The organization is free to
create their own process and organizational structure in any way that meets their business objectives.
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6.3.1 The Basic Model

The SSE-CMM® has two dimensions, “domain” and “capability”. The domain dimension is perhaps the easier
of the two dimensions to understand. This dimension simply consists of all the practices that collectively define
security engineering. These practices are called “base practices”. The structure and content of these base
practices are discussed below.

The capability dimension represents practices that indicate process management and institutionalization
capability. These practices are called “generic practices” as they apply across a wide range of domains. The

ge

neric practices represent activities that should be performed as part of doing base practices.

Figure 5 illustrates the relationship between base practices and generic practices. A fundamen

S

in Base Practice 05.02, “Identify System Security Vulnerabilities.”

One way to determine an organization's ability to do something is to check whether they have a p

all
re

Pu
pe

identifying system security vulnerabilities?” If the answer is “yes,” the interviewer learns a little

or

A
pr

urity engineering is the identification of security vulnerabilities. This activity is captured in_the S

bcating resources to the activities they claim to be doing. This “characteristic” 6f ,mature organ
lected in the SSE-CMM® in Generic Practice 2.1.1, “Allocate Resources.”

rform a particular activity. Here an interested party might ask, “does yourorganization allocate res
janization's capability.

swering all the questions raised by combining all the base practices with all the generic prg
bvide a good picture of the security engineering capability ofi\the organization in question.

Base Practice 05.0
Identify System
Security Vulnerabilitie)

Generic Practice 2.1.
Allocate Resources

M Z

Srreric Praclices)

(>

C'apability Dimension

Domain Dimension

al part of
BE-CMM®

rocess for
zations is

tting the base practice and generic practice together provides a way to check an organization's capability to

ources for
about the

ctices will

(Base Practices)

©l

Figure 5 — The model evaluates each process area against each common feature.
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6.3.2 The Base Practices

The SSE-CMM® contains 129 base practices, organized into 22 process areas. Of these, 61 base practices,
organized in 11 process areas, cover all major areas of security engineering. The remaining 68 base practices,
organized in 11 process areas, address the project and organization domains. They have been drawn from
the Systems Engineering and Software CMM®. They are required to provide a context and support for the
Systems Security Engineering process areas. The base practices for security were gathered from a wide
range of existing materials, practice, and expertise. The practices selected represent the best existing practice
of the security engineering community, not untested practices.

Identifying-see
are essen
or are typ
have achi
Therefore
essential {

A base pr

The base
engineerir
One migh
strategies
SSE-CMN

Each prog
performing the process area. An{organization that performs the base practices of the process area should a
achieve its

A process

16

applig
does
repre
does
is apf

does

asser

relate

ially the same. Some of these activities occur later in the life cycle, at a different level of abstragtiq

cally performed by individuals in different roles. However, an organization cannot be considered

bved a base practice if it is only performed during the design phase or at a single level of abstracti
the SSE-CMM® ignores these distinctions and identifies the basic set of practices that &

o the practice of good security engineering.

hctice:

s across the life cycle of the enterprise;

hot overlap with other Base Practices;

ents a “best practice” of the security community;

hot simply reflect a state-of -the-art technique;

licable using multiple methods in multiple business:contexts; and

hot specify a particular method or tool.

practices have been organized into procéss’areas in a way that meets a broad spectrum of secu

g organizations. There are many ways'to divide the security engineering domain into process are
try to model the real world, creating.process areas that match security engineering services. Oth

attempt to identify conceptual areas‘that form fundamental security engineering building blocks. T
® compromises between these.competing goals in the current set of process areas.

ess area has a set of goals that represent the expected state of an organization that is successfu
goals.

area:

hbles related activities in one area for ease of use;

s to'valuable security engineering services;

at
n,
to
on.
re

ity
as.
er
he

Iy
so

applies across the life cycle of the enterprise;

can b

can b

canb

e implemented in multiple organization and product contexts;
e improved as a distinct process;

e improved by a group with similar interests in the process; and

includes all base practices that are required to meet the goals of the process area.
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The eleven systems security engineering process areas of the SSE-CMM® are listed below. Note that they
are listed in alphabetical order to discourage the notion that the process areas are ordered by lifecycle phase
or area. These process areas and the base practices that define them are described in Clause 7, and listed
below:

e PAO1 Administer Security Controls;

PAO02 Assess Impact;

e PAO03 Assess Security Risk;

e [ PAO4 Assess Threat;

o | PAO5 Assess Vulnerability;

e | PAOG6 Build Assurance Argument;
e | PAOQ7 Coordinate Security;

e | PAO8 Monitor Security Posture;

e | PAQ9 Provide Security Input;

e | PA10 Specify Security Needs; and
o | PA11 Verify and Validate Security.

THe SSE-CMM® also includes eleven process areas.related to project and organizational practices. These
prpcess areas were adapted from the SE-CMM®:\These process areas and the base practices that define
them are described in Annex B, and listed below:

e | PA12 - Ensure Quality;

¢ | PA13 - Manage Configuration;

e | PA14 - Manage Project Risk;

e [ PA15 - Monitor and Control Technical Effort;

e [ PA16 - Plan Technical Effort;

e | PA17 - Defihe Organization's Systems Engineering Process;

e | PA18=Improve Organization's Systems Engineering Process;

o | “PA19 - Manage Product Line Evolution;

e PAZ20 - Manage Systems Engineering Support Environment;
e PA21 - Provide Ongoing Skills and Knowledge; and

e PA22 - Coordinate with Suppliers.

NOTE These PAs have been placed in an annex to facilitate future enhanced alignment with ISO/IEC 15288.
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6.3.3 The Generic Practices

Generic practices are activities that apply to all processes. They address the management, measurement, and
institutionalization aspects of a process. In general, they are used during an appraisal to determine the

capability of an organization to perform a process.

Generic practices are grouped into logical areas called “Common Features” which are organized into five
“Capability Levels” which represent increasing organizational capability. Unlike the base practices of the
domain dimension, the generic practices of the capability dimension are ordered according to maturity.
Therefore, generic practices that indicate higher levels of process capability are located at the top of the

MITCTTOoIVUTT.

capability

The comrpon features are designed to describe major shifts in an organization's characteristic manner
performing work processes (in this case, the security engineering domain). Each common featurg has one
eric practices. The lowest common feature is 1.1 Base Practices are Performed. Mhis comm|
feature simply checks whether an organization performs all the base practices in a process area.

more gen

Subseque
improves
emphasiz
lists some

nt common features have generic practices that help to determine how well a(project manages a
each process area as a whole. The generic practices, described in Annex A, are grouped
b any major shift in an organization's characteristic manner of doing security engineering. Tablg 1
principles captured in the generic practices.

Table 1 — Capability dimension principles

of
or
on

nd
to

Principle

How(Expressed in SSE-CMM®

You have o do it before you can manage it

The Performed’ Informally level focuses on whether &n

organizatiof’yperforms a process that incorporates the ba
practices,

Be

you're megsuring the right things

Understand what's happening on the project (where the [ The»Planned and Tracked level focuses on projectleyel

products | are!) before defining organizationwide | definition, planning and performance issues.

processes

Use the bgst of what you've learned from your projects:to | The Well Defined level focuses on disciplined tailoring frgm

create orgpnizationwide processes. defined processes at the organization level.

You can't measure it until you know what “it” js: Although it is essential to begin collecting and using bagic
project measures early (i.e., at the Planned and Tracked
level). Measurement and use of data is not expected
organization wide until the Well Defined and particularly the
Quantitatively Controlled levels have been achieved.

Managing | with measurement=is."only meaningful when|The Quantitatively Controlled level focuses on measurements

being tied to the business goals of the organization.

A culturd of continuous improvement requires a
foundation of sounrd\‘management practice, defined
processes| and measurable goals.

The Continuously Improving level gains leverage from all t
management practice improvements seen in the earl
levels, then emphasizes the cultural shifts that will sustain t
gains made.

ne

he

The common features below represent the attributes of mature security engineering necessary to achieve
each level. These common features and the generic practices that define them are described in Annex A.

Level 1:
e 1.1 Base Practices are Performed.
Level 2:

.

2.1 Planning Performance;

2.2 Disciplined Performance;

18
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e 2.3 Verifying Performance; and

e 2.4 Tracking Performance.
Level 3:

e 3.1 Defining a Standard Process;

e 3.2 Perform the Defined Process; and

e [ 3.3 Coordinate Practices.

Lgvel 4:

e | 4.1 Establishing Measurable Quality Goals; and
e | 4.2 Objectively Managing Performance.
Lgvel 5:

¢ | 5.1 Improving Organizational Capability; and

e | 5.2 Improving Process Effectiveness.

THe SSE-CMM® also does not imply specific requirements for performing the generic pragtices. An
organization is generally free to plan, track, define, control, and improve their processes in afy way or
sequence they choose. However, because some higherdevel generic practices are dependent on Ipwer level

gegneric practices, organizations are encouraged to» work on the lower level generic practices before
atfempting to achieve higher levels.

6.3.4 The Capability Levels

THere is more than one way to groupspractices into common features and common features into| capability
leyels. The following discussion addresses these common features.

THe ordering of the common features stems from the observation that implementation and institutignalization
of[some practices benefit from-the presence of others. This is especially true if practices are well egtablished.
Bgfore an organization can define, tailor, and use a process effectively, individual projects should Have some
experience managing the-performance of that process. Before institutionalizing a specific estimatign process
for an entire organization, for example, an organization should first attempt to use the estimation prgcess on a
prpject. Howevery some aspects of process implementation and institutionalization should be donsidered
together (not one-ordered before the other) since they work together toward enhancing capability.

roving an
, but not all
ion usually
ization that
performs aII but one of the Level 2 generic practices for some process area should recelve a Level 1 rating.
An organization may not reap the full benefit of having implemented a common feature at any given capability
level if the common features at lower capability levels have not been implemented. An assessment team should
take this into account in assessing an organization's individual processes.

In the case of improvement, organizing the practices into capability levels provides an organization with an
“improvement road map,” should it desire to enhance its capability for a specific process. For these reasons,
the practices in the SSE-CMM® are grouped into common features, which are ordered by capability levels.

An assessment should be performed to determine the capability levels for each of the process areas. This
indicates that different process areas can and probably will exist at different levels of capability. The
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organization will then be able to use this process-specific information as a means to focus improvements to its
processes. The priority and sequence of the organization's activities to improve its processes should take into
account its business goals.

Business goals are the primary driver in interpreting a model such as the SSE-CMM®. But, there is a
fundamental order of activities and basic principles that drive the logical sequence of typical improvement
efforts. This order of activities is expressed in the common features and generic practices of the capability
level side of the SSE-CMM® architecture.

0 1 2 3 4 5
Not Performed Planned & Well Qualitatively Continuously
Perform@dInformally  Tracked Defined Controlled Improving
Base,
practices Estabfishi
performed | pjanning Performance Defining a Standard Measurablo
Disciolined Process Quality Goals 6nprovmg Organizatiopal
Pg‘r%em:nce Perform a Defined apabi
s P
Verifying Performancd ' CCoo0 Objectively Managing :Em erccmgg ePSrsocess
Tracking Performancd Coordinate Practices| Performance

Figure 6 — Capability levels representthe maturity of security engineering organizations

The SSE-CMM® contains five levels,which are depicted in Figure 6, and detailed in Annex A.

6.3.5 Cdpability Dimension/Measurement Framework Mapping

The capapility dimension-~of’the SSE-CMM® and the measurement framework of ISO/IEC 15504-2 differ
somewhal in terms of stoueture, but very little in terms of the detail and intent. In the case of the SSE-CMNI®
the capabllity dimension'is organized into a number of “capability levels”. Each capability level is made up of a
number of “commen features”, which in turn are made up of one or more “generic practices”; see Figure 10.{In
the case qf ISO/AEC 15504-2 measurement framework, this is made up of a number of “levels” with each leyel

consisting| of @.number of process attributes (PA)s. The table below sets out a mapping of the capability levels
of the SSE-EMM® to the levels of 155042.
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Table 2 — Capability Dimension to Measurement Framework Mapping

SSE-CMM® Capability Dimension

155042 Measurement Framework

[Not explicitly defined in the SSE-CMM®, but implicitly
inferred].

Level 0: Incomplete process

Capability Level 1 Performed Informally

Level 1: Performed process

Common Feature 1.1 Base Practices are performed

PA 1.1 Process performance attribute

Capability Level 2 Planned and Tracked

Level 2: Managed process

bmmon Feature 2.1 Planning Performance

bmmon Feature 2.4 Tracking Performance

PA 2.1 Performance management attribute

bmmon Feature 2.2 Disciplined Performance

PA 2.2 Work product management attribute

bpability Level 3 Well Defined

Level 3: Established process

C

C

C

Cpmmon Feature 2.3 Verifying Performance

C

Cpmmon Feature 3.1 Defining a Standard Process
C

bmmon Feature 3.2 Performing the Defined Process

PA 3.1 Process definition attribute

[Not specifically addressed at this point, however these
§pects are addressed earlier in the following GPs].

P 2.1.1 Allocate Resources
P 2.1.2 Assign Responsibilities

P 2.1.5 Ensure Training

PA 3.2 Process tesource attribute

bmmon Feature 3.3 Coordinate Practices

[No direct equivalent].

hpability Level 4 Quantitatively Controlled

Level 4: Predictable process

bals

PA 4.1 Measurement attribute

bmmon Feature 4.2 Objectively Managing Performance

PA 4.2 Process control attribute

bpability Level 5 Continuously Improying

Level 5: Optimizing process

bmmon Feature 5.1 Improving Ofganization Capability

PA 5.2 Continuously improving attribute

a
G
G
G
C
Cc
gammon Feature 4.1 Establishing Measurable ~Quality
C
Cc
C
C

bmmon Feature 5.2 Improvifng Process Effectiveness

PA 5.1 Process change attribute

6.3.6 Relationshipto ISO/IEC 15288 - System Life Cycle Processes

THis International Standard the SSE-CMM® has been developed outside the normal ISO/IEC enyironment.
THis meansthat some differences in the use of terminology and detail exist between ISO/IEC 31827 and
ISP/IECA45288. In addition, ISO/IEC 21827 is targeted at a different domain and discipline, systems security
engineering, which inevitably, gives rise to some differences, which are minor and are noted where applicable.
However the i optsand ¢ both 1SO 827 and SO 88 are very
similar.

Some examples of relationships include:

e ISO/IEC 21827 Process Areas relate directly to ISO/IEC 15288 Processes;

e ISO/IEC 21827 Base Practices relate directly to ISO/IEC 15288 Activities;

e ISO/IEC 21827 Work Products relate directly to ISO/IEC 15288 Outcomes; and

e ISO/IEC 21827 Process Descriptions are identical to ISO/IEC 15288 process descriptions.
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Table 3, below, maps the major relationships of the Process Areas of ISO/IEC 21827 to the processes of
ISO/IEC 15288.

NOTE 1 A row containing multiple “x” indicates that the particular process of ISO/IEC 15288 is covered in more than
one process area of ISO/IEC 21827.

NOTE 2 A column containing multiple “x
more than one process of ISO/IEC 15288.

indicates that the particular process area of ISO/IEC 21827 is covered in

Table 3 — ISO/IEC 21827 Process Areas to ISO/IEC 15288 Processes Relationship

21827 Process Areas to 15288 Proces=ses Relationships
15288 Procekss | ZT8ET Process areas

[P0 PO P20 P08 PAOE POy PAOy Peod Paal P ] Pl Rey Paad Tad s PAn Rt RAdy Radd Pael Pre ] Peed Hmk
Acquisition i
Supply B a4
Enwvironment
higt i a 3
Investment higt MRE

Systemn L-C gt i 3
Rasourca hig] b o b
Project Plannjng i
Projeot
Fesessment
Mroject Contrpl » ]
Decizion hiakfing i
Filsk higt %
Configuratior
hoige A
Infarmation higt i i
stakeholder
Fequ Def. i
Hequirement
Analysis & i i a
Archtecturs
Dezign i
Implementatipn HRE
Integration MRE
“rfication b
Transition NRE
“Jalidation b
MNpearatinn 3 2
hintenance 3 k]
Dizpa=al i
Fmks MFRE| MFRE| HRE
Legend: = = A relationship sxis between the Mrocess Area and the Mrocess HRLC = Mo real Cquivalent

=e

6.4 Summary Chart

This charf represents’the model at a high level of abstraction. The practitioner is cautioned that each procgss
area congists of.a number of base practices, which are described in detail in Clause 7 and Annex B. Also,
each commoffeature consists of a number of generic practices, which are described in detail in Annex A. l{ is
up to each individual organization to select a combination of process areas to be applicable.
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5.2 Improving Proc. Effectiveness
5.1 Improving Org. Capability

4 2 Ohjectively Manadging Perf.
4.1 Establish Meas, Qualty Goals
3.3 Coordinate Practices

3.2 Perform the Defined Process
3.1 Defining & Standard Process
2.4 Tracking Performance

2.3 Verifying Performance

2.2 Disciplined Performance

2.1 Planned Performance
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Security Engineering Process Are | Project and Organization Process

Figure 7 — Summary of Process Areas and Common Features relationships

7| Security Base Practices

THis clause contains the practices ‘considered essential to the conduct of basic security engineering (i.e., the
base practices). Note that the process areas are numbered in no particular order since the SSE-CMM® does
ngt prescribe a specific process’/or sequence.

An organization can be assessed against any one single process area or combination of process areas. The
process areas together;”however, are intended to cover all base practices for security engineering|and there
arg¢ many inter-refationships between the process areas. At present, the SSE-CMM® comprises 11 security
process areas,{€ach of which contains a number of base practices. Each process area is identified in the
following subsections.

THe gefieral format of the process areas is shown in Figure 8. The summary description contains a brief
ovewiew of the purpose of the process area. Each process area is decomposed into a set of base|practices.
The_-hase practices are considered mandatory items (ie they must be successfully implemented to
accomplish the purpose of the process area they support). Each base practice is described in detail following
the process area summary. Goals identify the desired end result of implementing the process area.
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PAOl - Process Area Title (in verb-noun form)

Summary Description — An overview of the process area
Goals — A list indicating the desired results of implementing this process area
Base Practices List — A list showing the number and name of each base practice
Process Area Notes — Any other notes about this process area

BP.01.01 - Base Practice Title (in verb-noun form)
Descriptive Name — A sentence describing the base practice
Description — An overview of this base practice

Evamn]ﬂ Work Products. A list of examnles ilustratinag some nossible outout
AAAAA Pre—-Or—++ tS—_ - HS -0 SX PSS HAHRE-SOe-POsSsior HHPHE

Notes — Any other notes about this base practice
BP.01.02...

Figure 8 — Process Area Format

7.1 PA(1 Administer Security Controls
711 Prpcess Area

7.1.1.1  |Summary Description

The purpgse of Administer Security Controls is to ensure that the intended security for the system that was
integrated|into the system design is in fact achieved by the resultant’system in its operational state.

71.1.2 |Goals:
e securty controls are properly configured and used:

7113 Base Practice List

BP.01.01 Establish responsibilities and accountability for security controls and communicate them|to
everyone in the organization.

BP.01.02 Manage the configuration of system security controls.

BP.01.03 Manage security awareness, training, and education programs for all users and
administrators.

BP.01.04 Manage periodic maintenance and administration of security services and control
mechanisms.

7114 Process Area Notes

This process area addresses those activities required to administer and maintain the security control
mechanisms for a development environment and an operational system. Further this process area helps to
ensure that, over time, the level of security does not deteriorate. The management of controls for a new facility
should integrate with existing facility controls.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA06.
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7.1.2 BP.01.01 - Establish Security Responsibilities

Establish responsibilities and accountability for security controls and communicate them to everyone in the
organization.

71.21 Description

Some aspects of security can be managed within the normal management structure, while others require
more specialized management.

THe procedures should ensure that those charged with responsibility are made accountable and-empowered
tolact. It should also ensure that whatever security controls are adopted are clear and consisteatly’'gpplied. In
addition, they should ensure that whatever structure is adopted is communicated, not only te,those|within the
stucture, but also the whole organization.

7.1.2.2 Example Work Products:

e | an organizational security structure chart - identifies the organization mémbers related to security and
their role;

e | documents describing security roles - describe each of the organizational roles related to security and
their responsibilities;

e | documents describing security responsibilities - describe”gach of the security responsibilitie§ in detail,
including what output is expected and how it will be reviewed and used;

e | documents detailing security accountabilities - describe who is accountable for security related [problems,
ensuring that someone is responsible for all risks;*and

¢ | documents detailing security authorizations ~identify what each member of an organization is pllowed to
do.

7.1.2.3 Notes
Sgme organizations establish a security engineering working group which is responsible for resolving security

related issues. Other organizations identify a security engineering lead who is responsible for making sure that
thé security objectives are attained.

7.1.3 BP.01.02 - Manage Security Configuration

Manage the configuration of system security controls.

7.1.31 Description

Sq curlty conflguratlon of all devices requwes management This base pract|ce recogmzes that system security
es$) and that
normal conflguratlon management practices may not capture the interrelated dependencies required for
secure systems.

71.3.2 Example Work Products:

e records of all software updates - tracks licenses, serial numbers, and receipts for all software and
software updates to the system, including date, person responsible, and a description of the change;

e records of all distribution problems - contains a description of any problem encountered during software
distribution and a description of how it was resolved;
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e system security configuration - a database describing the current state of the system hardware, software,
and communications, including their location, the individual assigned, and related information;

e system security configuration changes - a database describing any changes to the system security
configuration, including the name of the person making the change, a description of the change, the
reason for the change, and when the change was made;

e periodic summaries of trusted software distribution - describes recent trusted software distribution activity,
noting any difficulties and action items;

e securty changes o requirements - fracks any changes to sysiem requirements made for security reasdns
or haying an effect on security, to help ensure that changes and their effects are intentional;

e securjty changes to design documentation - tracks any changes to the system design made\for’security
reasopns or having an effect on security, to help ensure that changes and their effects are intentional;

e contrgl implementation - describes the implementation of security controls within the system, including
configuration details;

e securty reviews - describe the current state of the system security controls relative to the intended confrol
implementation; and

e contrgl disposal - describes the procedure for removing or disabling_Security controls, including transition
plans,

7.1.3.3 Notes

This BP irjcludes the establishment of the security controls configurations, if required, however the actual tgsk
of configyring the security control is likely to be performed when the control is implemented. Maintaining
currency ¢f the configuration of security controls in any“system is a complex task, particularly for a large
distributed system. Some aspects of the configuration itself are of vital importance to the maintenance|of
security. Effective security requires the recording- of certain information related to the security control
mechanisms that make up the system and-mot normally used by other disciplines. Similarly, proposed
changes fo an existing system must be assessed to determine the impact on the overall system secufity
posture.

Procedurgs are required, particularly.in a distributed environment, to ensure that all copies of a particular
module of| software or application_are’'the appropriate version, and are the same. In addition, particularly if the
software s distributed over the.network itself, it is essential to ensure that the software has not become
corrupted [in the distribution proeess. These requirements apply to all software.

This base|practice shodldénsure that the software performs only those functions that are intended; a sealed

reference |version is. maintained; all copies of the software are the same; updates are confirmed; and the
security controls cenfiguration is known and maintained.

7.1.4 BR.01.03 - Manage Security Awareness, Training, and Education Programs

Manage security awareness, training, and education programs for all users.

71.41 Description

The security awareness, training and education of all staff requires management in the same way that other
awareness, training and education needs to be managed.

71.4.2 Example Work Products:

e user review of security training material - describes the effectiveness, applicability, and relevance of the
security awareness and training material;

26 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

logs of all awareness, training and education undertaken, and the results of that training - tracks user
understanding of organizational and system security;

periodic reassessments of the user community level of knowledge, awareness and training with regard to
security - reviews the organizational understanding of security and identifies possible areas to focus on in
the future; and

catalogues of training, awareness and educational material - collection of security relevant training
material which can be reused throughout an organization. Can be integrated with other organizational
training materials.

7.

In
bu

It
pa
m
m

the¢ use of security mechanisms, and a few users require much more in\depth security knowledge an

cal

7.

Manage periodic maintenance and administration of secdrity services and control mechanisms.

7.

TH

4.3 Notes

this context the term users is taken to include not only those individuals who work directly-with the system,
t also includes all individuals who receive information from the system, either directly lor indirectly, plus all
management.

s vitally important that users are aware of the reasons that security is in’,place and the reagons for a
rticular security mechanism or control. In addition, it is essential that the users understand how fo use the

bchanisms and controls are introduced. All users require security awareness, some users require

ndidates for security education.

bchanism or control correctly. Thus users require initial, periodic refresher,/and revised sessions when new

training in
d are thus

.5 BP.01.04 - Manage Security Services and Control.Mechanisms

.5.1 Description

e general management of security servicgés and mechanisms is similar to other service and nmechanism

management. This includes the protection_of the services and mechanisms from corruption, either accidental

or

deliberate, and appropriate archival.iin\compliance with legal and policy requirements.

.5.2 Example Work Products:

maintenance and administrative logs - record of maintenance, integrity checks, and operational checks
performed on systeni security mechanisms;

periodic maintenance and administration reviews - contains analysis of recent system security
administratiemmand maintenance efforts;

administration and maintenance failure - tracks problems with system security administjation and
maintenance in order to identify where additional effort is required;

administration and maintenance exception - contains descriptions of exceptions made to the normal

administration and maintenance procedures, including the reason for the exception and the duration of the
exception;

sensitive information lists - describes the various types of information in a system and how that
information should be protected;

sensitive media lists - describes the various types of media used to store information in a system and how
each should be protected; and

sanitization, downgrading, and disposal - describes procedures for ensuring that no unnecessary risks
are incurred when information is changed to a lower sensitivity or when media are sanitized or disposed.
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7153

Notes

Some examples of these services are identification and authentication (I&A); access mediation/control; and
key management.

Each of the security services must involve establishing appropriate security parameters, implementing those
parameters, monitoring and analysing performance, and adjusting the parameters.

These requirements are particularly applicable to such security services as Identification and Authentication
for the maintenance of users and authentication data, and access control for the maintenance of permissions.
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7.2 PAD2 - Assess Impact

7.21 Pr

7211
The purpg

assess th
financial p

7.21.2

e the sgcurity impacts of risks tothe system are identified and characterized.

7.21.3

BP.02.

BP.02.

5 may be achieved by downgrading the information or by selective removal of spetific sensit
n.

al information, which may necessitate the destruction of the media.-"Some communities do

bquirements are dependent upon the specific community and applicable regulations.

bcess Area

Summary Description
se of Assess Impact is to identify impacts)that are of concern with respect to the system and

e likelihood of the impacts occurring. Impacts may be tangible, such as the loss of revenue
enalties, or intangible, such as loss of(reputation or goodwiill.

Goals:

Base Practice List

01 Identify; ‘ahalyse, and prioritize operational, business, or mission capabilities leveraged
the system.

02 identify and characterize the system assets that support the key operational capabilities
the security objectives of the system.

h assets, a subset of assets, are defined as the software, and data that belong to an organizaticlm.
rmation assets may require the sensitive portions to be removed so that the remainder canbe-used
nsitive purposes. Sanitization ensures that information is released to individuals who have a’need|to

ve

media can retain residual traces of information even when it is overwritten with other informatign.
dia may need to be sanitized before it can be used for other less sensitivespurposes. Once the
of magnetic media is complete it should be disposed of in a manner appfopriate to the sensitivity| of

ot

reuse of media for less sensitive information. The specific details of.sanitization, downgrading, and

or

or

BP.0Z:03~ Selectihe impact metric 10 be Used Tor this assessment,

BP.02.04

conversion factors if required,

BP.02.05 Identify and characterize impacts.

BP.02.06  Monitor ongoing changes in the impacts.

28

Identify the relationship between the selected measurements for this assessment and metric
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7.21.4 Process Area Notes

Impact is the consequence of an unwanted incident, caused either deliberately or accidentally, which affects
the assets. The consequences could be the destruction of certain assets, damage to the IT system, and loss
of confidentiality, integrity, availability, accountability, authenticity or reliability. Possible indirect consequences
include financial losses, and the loss of market share or company image. The measurement of impacts
permits a balance to be made between the results of an unwanted incident and the cost of the safeguards to
protect against the unwanted incident. The frequency of occurrence of an unwanted incident needs to be
taken into account. This is particularly important when the amount of harm caused by each occurrence is low
but where the aggregate effect of many incidents over time may be harmful. The assessment of impacts is an

IMpoeftaRtereren e aSSeSSen v, SKS-ahtte-SereCtHoORorSareguarasS:

THe impact information produced by this process area is intended for use in PAO3, along with |the threat

inf gathering
threat, vulnerability, and impact information have been grouped into separate progcess areas, they are
int deemed

sufficiently risky to justify action. Therefore, the search for impacts should be guidedito'a certain ex{ent by the

Since impacts are subject to change, they must be periodically monitored™to. ensure that the understanding

When tracking the performance of this process area, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Refer to PAG6,

7.2.2 BP.02.01 - Prioritize Capabilities

Idéntify, analyse, and prioritize operational, business, armission capabilities leveraged by the syster

=)

Idgntify, analyse, and prioritize operationali-business, or mission directives. The influence of thg business
stjategies should also be considered. These will influence and moderate the impacts to which the organization
ay be subjected. This in turn is likely:to influence the sequence in which risks are addressed in ¢ther base
practices and process areas. It is theréfore important to factor in these influences when the potentipl impacts
arg¢ being examined. This base practice is related to the activities of PA10.

7.2.2.2 Example Work Products:
e | system priority lists-and impact modifiers; and

o | system capability profile - describes the capabilities of a system and their importance to the opjective of
the systen.

7.2.2.3 Notes

F urctiormatamd-mformmatiomassets cam beinmterpretedtotheir vatue—amd-criticatity i thedefimedenvironment.
Value can be the operational significance, classification, sensitivity level, or any other means of specifying the
perceived value of the asset to the intended operation and use of the system. Criticality can be interpreted as
the impact on the system operation, on human lives, on operational cost and other critical factors, when a
leveraged function is compromised, modified, or unavailable in the operational environment. An asset's value
may also be defined in relation to their applicable security requirements. For example, an asset's value may
be defined as the confidentiality of a client list, the availability of interoffice communication, or the integrity of
payroll information. Many assets are intangible or implicit, as opposed to explicit. The risk assessment method
selected should address how capabilities and assets are to be valued and prioritized.
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7.2.3 BP.02.02 - Identify System Assets

Identify and characterize the system assets that support the key capabilities or the security objectives of the

system.

7.2.31

Description

Identify system resources and data necessary to support the security objectives or the key capabilities
(operational, business, or mission functions) of the system. Define each of these assets by assessing the
significance of each asset in providing such support within a defined environment.

7.2.3.2

e prody
opera

e syste
opera

7.2.3.3

Assets ar
Assets al
communid

defined 3
environme

7.2.4 BH

Select the

7.241

A numbef

predeterm
7.24.2
e selec

7.24.3

A limited
Quantitati

Example Work Products:

ion of the system; and

ion of the system

Notes

e broadly construed to include the people, environment, technology’and infrastructure in a syste
50 include data and resources. This includes not only information, but also systems (e.
ation, data retrieval, applications, or printing resources). Fhe“importance of these assets can

5 their significance to the value and criticality of the ‘capabilities they support in the defin
nt. In some cases, this practice is a review of the work ffom PA09 and PA11.

.02.03 - Select Impact Metric(s)
impact metric(s) to be used for this assessment.
Description

of measurements can be used“to measure the impact of an event. It is advantageous
ine which measurements will:be.used for the particular system under consideration.

Example Work Products:
ed impact measurements.

Notes

et of eonsistent measurements minimizes the difficulty in dealing with divergent measuremen
e and/qualitative measurements of impact can be achieved in a number of ways, such as:

ct asset analysis - contains an identification of the product assets and their significance to the

m asset analysis - contains an identification of the system assets and their significance to the

m.
g.,
be
ed

ts.

e estab

ISning the Tinanclal Cost,

e assigning an empirical scale of severity, (e.g., 1 through 10); and

e the use of adjectives selected from a predefined list, (e.g., low, medium, high).

7.2.5 BP.02.04 - Identify Metric Relationship

Identify the relationship between the selected measurements for this assessment and metric conversion
factors if required.
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7.251 Description

Some impacts may need to be assessed using different measurements. The relationship between different
measurements needs to be established to ensure a consistent approach for all exposures throughout the
impact assessment. “Exposure” refers to a combination of a threat, vulnerability, and impact that could cause
significant harm. In some cases it will be necessary to combine measurements to be able to produce a single
consolidated result. Thus an approach for consolidation needs to be established. This will usually vary on a
system to system basis. When qualitative measurements are in use, rules also need to be established to
guide the combination of qualitative factors during the consolidation phase.

7.75.Z Example Work Products:
e | impact metric relationships lists - describes the relationships between the measurements;and

e | impact metric combination rules - describes the rules for combining impact measurements.

7.2.5.3 Notes

A4 an example if the exposure was to a meteor destroying a house, one potential impact might be the cost to
rebuild the house, 100,000 US dollars. Another impact might be the loss>ef shelter until the house can be
rebuilt, 6 months. These two impacts can be combined if the cost of shelter per month is established, 250 US
ddllars per month. The total impact for this exposure would then be 101,500 US dollars.

7.2.6 BP.02.05 - Identify and Characterize Impacts

Identify and characterize the impacts of unwanted incidents with either multiple measurements or copsolidated
measurements as appropriate.

7.2.6.1 Description

Starting with the assets and capabilities identified in BP.02.01 and BP.02.02, identify the consequénces that
wquld cause harm. For each asset, these- might include unauthorised disclosure, modification, lgss and/or
dgstruction. Impacts to capabilities might-include interruption, delay, or reduced resilience.

Once a relatively complete list has been created, the impacts can be characterized using the measurements
idgntified in BP.02.03 and BR:02.04. This step may require some research into actuarial tables, almanacs, or
other sources. The uncertaintyin the measurements should also be captured and associated with each impact.

7.2.6.2 Example Work Products:

e | exposure impact lists - a list of potential impacts and the associated measurements.

.03 and the
be some
uncertalnty associated with the measurements and likelihood that a specific |mpact will occur within the
specified environment. It is generally more effective to keep the factors of uncertainty separate so that when
actions are taken to refine the working data it can be seen whether the refinement is to data itself or the
uncertainty associated with the data.

7.2.7 BP.02.06 - Monitor Impacts

Monitor ongoing changes in the impacts.
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7.271

Description

The impacts applicable to any location and situation are dynamic. New impacts can become relevant and the
characteristics of existing impacts can change. It is therefore important to monitor both existing impacts and to
check for the potential for new impacts on a regular basis. This base practice is closely linked to the
generalized monitoring activity in BP.08.02.

7.2.7.2

Example Work Products:

e impact monitoring reports - describes the results of monitoring impacts; and

e impaq
7.2.7.3
Because

multiple t
impact mq

t change reports - describes changes to impacts.

Notes

mpacts can change, the impact assessment activity should be iterative and should be conduc
mes in the defined environments. However, impact assessment repetition/should not suppl
nitoring.

7.3 PAQ3 - Assess Security Risk

7.3.1 Pr

7.31.1

bcess Area

Summary Description

The purpdse of Assess Security Risk is to identify, analyse and evaluate the security risks involved W

relying on
an establi
involves i
performed
operating
7.31.2

e anun
achie

e risks

7.3.1.3

BP.03

a system in a defined environment. This process area focuses on ascertaining these risks based
Ehed understanding of how capabilities and assets\are vulnerable to threats. Specifically, this actiy
Hentifying and assessing the likelihood of thé“occurrence of exposures. This set of activities
any time during a system's life cycle to support decisions related to developing, maintaining,
the system within a known environment.

Goals:

derstanding of the security risk-associated with operating the system within a defined environmen
ed; and

bre prioritized according’to a defined methodology.

Base Practice List

.01  Select the methods, techniques, and criteria by which security risks for the system in
defined environment are identified, analysed, evaluated, and compared.

d
nt

ith
on
ity

is
or

S

BP.03

.02, * Identify threat/vulnerability/impact triples (exposures),

BP.03.03 Assess the risk associated with the occurrence of an exposure.

BP.03.04 Assess the total uncertainty associated with the risk for the exposure.

BP.03.05 Order risks by priority.

BP.03.06  Monitor ongoing changes in the risk spectrum and changes to their characteristics.
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7.31.4 Process Area Notes

Security risk is the likelihood that the impact of an unwanted incident will be realized. While related to project
risks involving cost and schedule, security risk deals specifically with protection against impacts to the assets
and capabilities of a system.

Risk estimates always include a factor of uncertainty, which will vary dependent upon a particular situation.
This means that the likelihood can only be predicted within certain limits. In addition, the impact assessed for
a particular risk also has associated uncertainty, as the unwanted incident may not turn out as expected. Thus
the majority of factors have uncertainty as to the accuracy of the predictions associated with them. In many

Ca Ci a ay 1o atrge TTraKeSPra O—anG C oo SIRINAR; VG

Anything that can reduce the uncertainty associated with a particular situation is of considerable’importance.
FQr this reason, assurance is important as it indirectly reduces the risk of the system.

THe risk information produced by this process area depends on the threat information.from PA04, viiinerability
information from PAOQ5, and impact information from PAO2. While the activities involyed with gatherning threat,
vulnerability, and impact information have been grouped into separate process afeas, they are interdependent.
THe goal is to find combinations of threat, vulnerability, and impact that are deemed sufficiently riskly to justify
action. This information forms the basis for the definition of security needyin PA10 and the security input
provided by PAQ9.

Since risk environments are subject to change, they must be periodically monitored to ensurg¢ that the
understanding of risk generated by this process area is maintaingdat all times.

When tracking the performance of this process area, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Referto’PA0G.

7.3.2 BP.03.01 - Select Risk Analysis Method

Sglect the methods, techniques, and criteria byawhich security risks for the system in a defined environment
arg identified, analysed, evaluated, compared,’and prioritized.

7.3.21 Description
THis base practice consists of «defining the method for identifying security risks for the system in{a defined
environment in a way that permits them to be identified analysed, evaluated, and compared. This should

in¢glude a scheme for categorizing and prioritizing the risks based on threats, operational |[functions,
esfablished system vulnérabilities, potential loss, security requirements, or areas of concern.

7.3.2.2 Example Work Products:
o | risk identification method describes the approach for identifying risks;

o | risk\assessment method - describes the approach for analysing and evaluating risks; and

° ficlk accaccmant formmata daocerl haoa aformaatin vwhioh ricleo aall bha Ao ot A teanl o H C|Ud|n a
oI O SSTCSSTTICTIC TOTT T atS - o otTrToC S triiCToT T T ac i ywincr oS- Wi ot OoCoOr e —ar G aCikC G g

description, significance, and dependencies.

7.3.2.3 Notes

Method can be an existing one, tailored one, or one specific to the operational aspects and defined
environment for the system. The methodology used for the risk assessment should interface with the
methodologies selected for the threat, vulnerability, and impact assessments.

7.3.3 BP.03.02 - Exposure ldentification

Identify threat/vulnerability/impact triples (exposures).
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7.3.3.1

Description

The purpose of identifying the exposures is to recognize which of the threats and vulnerabilities are of concern
and to identify the impact of an occurrence of the threat and vulnerability. These are the exposures that will
need to be considered in the selection of safeguards to protect the system.

7.3.3.2

Example Work Products:

e system exposure lists - describes the exposures of the system.

7.3.3.3
This base
7.3.4 BFH
Assess th
7.3.41

Determing
produce 3

7.3.4.2
e expos

7.34.3

The likelihood of an exposure is a combination ofythe likelihood of the threat and the likelihood of f

vulnerabil
impact, m
more effe
data it car
can often
data gath
either mul

7.3.5 BH

Assess th

7.3.5.1

Notes

practice depends on the outputs of the threats, vulnerability, and risk process areas.

.03.03 - Assess Exposure Risk

b risk associated with each exposure.

Description

the consequences and likelihood of occurrence for each exposure, combine these values
risk estimate, and evaluate the risk against pre-determined criteria.

Example Work Products:

ure risk list - a list of the calculated risks.

Notes

ty. In many cases the likelihood of a specific magnitude or generalized magnitude, or the severity
ust also be factored in. In all cases.there will be uncertainty associated with measurements. I
Ctive to keep the factors of uncertdinty separate so that when actions are taken to refine the worki

be seen whether the refinement is to the data itself or the uncertainty associated with the data. T
impact the strategies adopted-to address the risks. This base practice makes use of the likeliho
bred in BP.04.05, BP.05,03.and BP.02.05 to assess impact of the realization of an exposure W
liple measurements or.consolidated measurements as appropriate.

.03.04 - Assess Total Uncertainty

e total uncertainty associated with the risk for the exposure.

Description

Each risk

he
of
s
ng
his
od
ith

will’have uncertainty associated with it. The total risk uncertainty is a cumulation of the uncertaint

eS

that have

been Identified for the threats, vulnerabllities, and impacts and their characteristics in BP.04.

51

BP.05.03 and BP.02.05. This base practice is closely associated with the activities of PAO6 as assurance can
be used to modify and in some cases reduce uncertainty.

7.3.5.2

Example Work Products:

e exposure risk with associated uncertainty - a list of risks showing the measure of risk along with a
measure of the uncertainty.
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7.3.5.3 Notes
If uncertainty is not kept separate from the likelihood of an occurrence of an exposure then safeguards may

well be implemented that will not achieve the benefit perceived or risk may be mitigated when in fact there
was no need to do so.

7.3.6 BP.03.05 - Prioritize Risks

Order risks by priority.

7.3.6.1 Description
THe risks that have been identified should be ordered based on the organization priorities, likelihood of
occurrence, uncertainty associated with them and funds available. A risk can be./mitigated] avoided,
trgnsferred or accepted. Combinations of these can also be used. The mitigation canl/address the threat,

vulnerability, impact, or the risk itself. Actions should be selected with due regard to the.stakeholderg needs as
idgntified in PA10, business priorities, and the overall system architecture.

7.3.6.2 Example Work Products:
o | risk priority list - a list prioritizing the risks;
¢ | safeguard requirement lists - lists of potential safeguards that'can help mitigate the risks; and

o | rationale for prioritization - a description of the prioritization scheme.

7.3.6.3 Notes
THis step can be highly complex and often requires multiple iteration. Safeguards may address multiple risks,

or[multiple threats, vulnerabilities and impacts: This aspect can have the effect of changing the effective
orglering of the risks to be addressed. Therefore, this process area is closely related to PA10 and PA09.

7.3.7 BP.03.06 - Monitor Risks and Their Characteristics

Monitor ongoing changes in thesrisk spectrum and changes to their characteristics.

7.3.71 Description

THe risk spectrum applicable to any location and situation is dynamic. New risks can become relevant and the
chiaracteristics of¢existing risks can change. It is therefore important to monitor both existing riskg and their
chiaracteristics,“and to check for new risks on a regular basis. This base practice is closely linked to the
ggneralized.muonitoring activity in BP.08.02.

7.3.7.2 \("Example Work Products:

. rfISK mMonnoring reports - reports aescribing the current risk spectrum, and

e risk change reports - describes the operational capabilities of a system and their importance to the
objective of the system.

7.3.7.3 Notes

Because risks can change, the risk assessment activity should be conducted multiple times in the defined
environments. However, risk assessment repetition should not supplant risk monitoring. Note that the term
“spectrum” is used to denote new risks, and the term “characteristics” refers to the properties of existing
identified risks.
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7.4 PAO04 - Assess Threat

7.4.1 Process Area

7.41.1 Summary Description
The purpose of the Assess Threat process area is to identify security threats and their properties and
characteristics.
741.2 [Geals:
e threafs to the security of the system are identified and characterized.
7.4.1.3 |Base Practice List
BP.04.01 Identify applicable threats arising from a natural source.
BP.04.02 Identify applicable threats arising from man-made sources, either accidental or deliberate.
BP.04.03 Identify appropriate units of measure, and applicable ranges, inna_specified environment.
BP.04.04 Assess capability and motivation of threat agent for threats arising from man-made sourceg.
BP.04.05 Assess the likelihood of an occurrence of a threat evént.
BP.04.06 Monitor ongoing changes in the threat spectrum and changes to their characteristics.
7.41.4 |Process Area Notes
Many approaches and methodologies can be used to perform a threat assessment. An import&nt
consideration for determining which methodology-“to use is how it will interface and work with the
methodoldgies used in other parts of the chosen-risk assessment process.
The threat information produced by this process area is intended for use in PAQ3, along with the vulnerability
informatiop from PAO5 and impact information from PA02. While the activities involved with gathering threft,
vulnerability, and impact information haye been grouped into separate process areas, they are interdependént.
The goal is to find combinations of(threat, vulnerability, and impact that are deemed sufficiently risky to justify
action. Therefore, the search(for threats should be guided to a certain extent by the existence |of
corresponding vulnerabilities.and impacts.
Since thrgats are subject\to change, they must be periodically monitored to ensure that the understanding
generated by this process area is maintained at all times.
When tragking th€ performance of this process area, reviewing trends among different Base Practices may
indicate iflan.assurance argument is being satisfied. Refer to PA06.

7.4.2 BP.04.01 - Identify Natural Threats

Identify applicable threats arising from a natural source.

7.421

Description

Threats arising from natural sources include earthquakes, tsunami, and tornadoes. However, not all natural
based threats can occur in all locations. For example it is not possible for a tsunami to occur in the centre of a
large continent. Thus it is important to identify which natural based threats can occur in a specific location.
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7.4.2.2 Example Work Products:
e applicable natural threat tables - tables documenting the character and likelihood of natural threats.

7.4.2.3 Notes

Much of the information required for this assessment can be obtained from actuarial lists and natural
phenomena occurrence databases. While this information is valuable, it should be used with caution as it may
be highly generalized and therefore may need to be interpreted to address the specific environment.

7.4.3 BP.04.02 - Identify Man-made Threats

Idgntify applicable threats arising from man-made sources, either accidental or deliberate.

3.1 Description
THreats arising from man-made sources require a somewhat different type of approach. There ar¢ basically

types of man-made threats: those that arise from accidental sources®and those that restlt from a
deliberate act. Some man-made threats may not be applicable in the targef\environment. These |should be

.3.2 Example Work Products

threat scenario descriptions - descriptions of how the threat works; and

threat severity estimates - measurements of likelihood ‘associated with a threat.

.3.3 Notes
In|some cases, to aid in the understanding-of' a deliberate threat it can be helpful to develop @ scenario

dgscribing how the threat might occur. Use-of generic man made threat databases should be asgessed for
pleteness and relevancy.

7.4.4 BP.04.03 - Identify Threat Units of Measure

Identify appropriate units of measure, and applicable ranges, in a specified environment.

4.1 Description

THe majority of natural threats and many man-made threats have units of measure associated wit them. An
example is the Richter scale for earthquakes. In most cases the total range of the unit of measure will not be
applicable in“a‘particular location. It is therefore appropriate to establish the maximum, and in some|cases the
imumsmagnitude or frequency of an event that can occur in the particular location under considgration.

422 Example Work Products:

e threat table with associated units of measure and location ranges.

7.4.4.3 Notes

In cases where a unit of measure for a particular threat does not exist an acceptable unit of measure should
be created that is specific to the location. The associated range, if applicable, and the unit of measure should
be described in testable terms.
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7.4.5 BP.04.04 - Assess Threat Agent Capability

Assess capability and motivation of threat agent for threats arising from man-made sources.

7451 Description

This process area focuses on the determination of a potential human adversary's ability and capability of
executing a successful attack against the system. Ability addresses the adversaries knowledge of attacks (e.g.,
do they have the training/knowledge). Capability is a measure of the likelihood that an able adversary can
actually execute the attack (e.g., do they have the resources).

7.4.5.2 |Example Work Products:

o threaf agent descriptions - capability assessments and descriptions.

7.4.5.3 Notes

Deliberatd man-made threats are to a large extent dependent upon the capability of thé-threat agent and the
resources|that the threat agent has at their disposal. Thus a relatively inexperienced\hacker who has accgss
to the hadking tools of much more experienced and capable hackers, is a much-more dangerous threat, but
not as dangerous as the experienced hacker themselves. However, the inexpérienced hacker may well cause
unintended damage which the experienced hacker is less likely to do. In addition to the agent capability, @n
assessment of the resources that the agent has available should be considered along with their motivation for
performing the act which may be affected by the agent's likely assessment of the attractiveness of the target
(asset).

A threat agent may use multiple attacks in sequence or concurrently to achieve the desired goal. The effecf of
multiple aftacks occurring in sequence or concurrently needs*to be considered. The development of scenarjos
can assisflin performing this task.

7.4.6 BR.04.05 - Assess Threat Likelihood

Assess thg likelihood of an occurrence of a threat'event.

7.4.6.1 Description

ranging from the chance occurience of a natural event to the deliberate or accidental act of an individdal.
Many of the factors to be censidered do not lend themselves to calculation or measurement. A consist
metric for feporting is desirable.

Assess hgw likely a threat event is.to occur. Many factors need to be considered in making this assessmLInt

nt

7.4.6.2 |Example Work Products:

e threaf eventilikelihood assessment - report describing the likelihood of threat events.

7.4.6.3 'Notes

This is a complicated probability calculation as, many of the factors involve varying probabilities. Associated
with any estimate of likelihood is a factor of uncertainty as to the accuracy and validity of that assessment.
The uncertainty of the assessed likelihood should be reported separately to reduce potential confusion. In all
cases there will be uncertainty associated with the measurements and likelihoods. It is normally more effective
to keep the factors of uncertainty, which is also a compound expression, separate so that when actions are
taken to refine the working data it can be seen whether the refinement is to the data itself or to the uncertainty
associated with the data.
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7.4.7 BP.04.06 - Monitor Threats and Their Characteristics

Monitor ongoing changes in the threat spectrum and changes to their characteristics.

7471 Description

The threat spectrum applicable to any location and situation is dynamic. New threats can become relevant
and the characteristics of existing threats can change. It is therefore important to monitor both existing threats
and their characteristics, and to check for new threats on a regular basis. This base practice is closely linked
to the generalized monitoring activity in BP.08.02.

7.4
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.p PAOS5 - Assess Vulnerability

.5.1 Process Area

5.1.2 Goals:

5.1.3 Base Practice List

1.7.2 Example Work Products:
threat monitoring reports - documents describing the results of the threat monitoring effort; and

threat change reports - documents describing changes in the threat spectrum.

1.7.3 Notes

cause threats can change, the threat assessment activity should be conducted multiple times in t
vironments. However, threat assessment repetition does not supplant threat monitoring.

5.1.1  Summary Description

e purpose of Assess Vulnerability is to identify and characterize system security vulnerabil
pbcess area includes analysing system assets, defining specific vulnerabilities, and providing an as
the overall system vulnerability. The terms associated with security risk and vulnerability asses
ed differently in many contexts. For.the purposes of this model, “vulnerability” refers to an a
5tem that can be exploited for purposes other than those originally intended, weaknesses, securit
plementation flaws within a system that are likely to be attacked by a threat. These vulnera
ependent of any particular threat instance or attack. This set of activities is performed any tim

vironment.

an understanding of system security vulnerabilities within a defined environment is achieved.

he defined

ties. This
sessment
sment are
spect of a
y holes, or
ilities are
b during a

stem's life-cycle to suppert-the decision to develop, maintain, or operate the system within the known

BP.05.01 Select the methods, techniques, and criteria by which security system vulnerab

lities in a

©l

defined environment are identified and characterized.
BP.05.02 Identify system security vulnerabilities.

BP.05.03 Gather data related to the properties of the vulnerabilities.

BP.05.04 Assess the system vulnerability and aggregate vulnerabilities that result from specific

vulnerabilities and combinations of specific vulnerabilities.

BP.05.05 Monitor ongoing changes in the applicable vulnerabilities and changes to their characteristics.
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7.51.4 Process Area Notes

The analyses and practices associated with this process area are often “paper-studies”. Discovery of system
vulnerabilities by active tools and techniques is another method that supplements but does not replace other
vulnerability analysis techniques. These active techniques may be viewed as a specialized form of
vulnerability analysis. This type of analysis can be useful when trying to validate the security vulnerability of a
system after a significant system upgrade, or to identify security vulnerabilites when two systems are
interconnected. Active vulnerability analysis is needed in some cases to validate the security posture of a
system and to increase the perception and understanding of existing security vulnerabilities. Active
vulnerability anaIyS|s sometlmes referred to as penetratlon testing, is a process in wh|ch securlty engmeers
attempt tg-etreumventthe—securityfeatures—ofthe—systerm—Hhe—see y e

(time, mo

The vulnefability information produced by this process area is intended for use in PAQO3, along(with the threat
information from PAO4 and impact information from PAO2. While the activities involved with gathering thre
vulnerability, and impact information have been grouped into separate process areas, théy,are interdependg
The goal is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify
action. THerefore, the search for vulnerabilities should be guided to a certain extent, by the existence|of
corresponding threats and impacts.

Since vulnerabilities are subject to change, they must be periodically ‘thonitored to ensure that the
understanding generated by this process area is maintained at all times.

When tragking the performance of this process area, reviewing trends among different Base Practices may
indicate ifjan assurance argument is being satisfied. Refer to PA0B.

7.5.2 BR.05.01 - Select Vulnerability Analysis Method

Select thel methods, techniques, and criteria by which system security vulnerabilities in a defined environmegnt
are identifjed and characterized.

7.5.21 Description

This base| practice consists of defining.the method for establishing security vulnerabilities for the system in a
way that permits them to be identifiédyand characterized. This may include a scheme for categorizing and
prioritizind the vulnerabilities based on threats and their likelihood, operational functions, security
requirements, or other areas of concern when provided. Identifying the depth and breadth of the analysis
allows the security engineers,and the customer to determine target systems to be part of the exercise and|its
comprehensiveness. Analysis should be performed within the framework of a known and recorded
configuratjon during a_prearranged and specified time period. The methodology for the analysis shotild
included gxpected results. Specific objectives for the analysis should be clearly stated.

7.5.2.2 |Example Work Products:

e vulnetability analysis method - identifies the approach for finding and addressing system secutity
vulnerabilities, including the analysis, reporting, and tracking process;

e vulnerability analysis formats - describes the format of the results of a vulnerability analysis to ensure a
standardized approach;

e attack methodology and philosophy - includes objectives and the approach for performing the attack
testing;

e  attack procedures - detailed steps for performing the attack testing;

attack plans - includes resources, schedule, description of the attack methodology;
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penetration study - the analysis and implementation of attack scenarios targeted at identifying unknown

vulnerabilities; and

attack scenarios - description of the specific attacks that will be attempted.

7.5.2.3 Notes

The vulnerability analysis method can be an existing, tailored, or one specific to the operational aspects and
defined environment for the system. It often is based on or compliments the risk analysis methodology
selected in PAO3. Note that understandings about threats, capabilities, and value may not be provided, in

wh

TH
vu
wi

At
ap
ap
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ich case the methodology must either narrow its scope or adopt a set of suitable assumptions.

e method used to analyse the vulnerabiliies may be qualitative or quantitative. Qffen, 4
nerabilities includes a reflection of likelihood that the vulnerability exists. Attack results/can’be cq
tten report but attacks may also be demonstrated in a presentation.

least two fundamentally different approaches exist for the identification of vulnerabilities. T
proaches are characterized as analysis based approaches or testing based.approaches. Test
proaches are good for identifying vulnerabilities that are present and for which-.there is a known th

th
e

q

shjould also be considered.

7.5.3 BP.05.02 - Identify Vulnerabilities

Id

7.
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7.

.5.3.2 Example Work.Products:

included in the test sets. Analysis based approaches are best for identifying new vulnerabilities
t are not immediately available for exploitation, but which can be available once another problem
loited. Other options that should be considered when selecting.a vulnerability methodolog
litative or quantitative based approaches. The ability to controlthecompleteness of the analysisg

ntify system security vulnerabilities.

5.3.1 Description
stem vulnerabilities may be found in both security and non-security related parts of the system
b found to have exploitable vulnerabilities. The methodology of attack scenarios as developed in

ould be followed to the extent that vulnerabilities are validated. All system vulnerabilities discove
recorded.

vulnerability list_describes the vulnerability of the system to various attacks; and

penetration'profile includes results of the attack testing (e.g., vulnerabilities).

5.3.3 Notes

In

thiS practice, vulnerabilities are seen as inherent to the system without consideration of the likelih

nalysis of
nveyed in

hese two
ing based
reat which
and those
has been
y include
or testing

. In many

ses, non-security mechanisms that support security functions or work in concert with security mg¢chanisms

BP.05.01
ed should

bod of any

threats. The ordering of such vulnerabilities may be prioritized in accordance with threat analysis. A

are not reproducible make the task of developing countermeasures difficult.

tacks that

Vulnerabilities are identified in part based on prioritized risks from PAQ3, and the business priorities and
objectives identified in PA10. In addition the assets considered in PAO2 need to be taken into account.

7.5.4 BP.05.03 - Gather Vulnerability Data

Gather data related to the properties of the vulnerabilities.
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7541 Description

Vulnerabilities have properties associated with them. The intent of this base practice is to gather data
associated with those properties. In some cases a vulnerability may have Units of Measure similar to those
associated with threats, see BP.04.03. The ease with which the vulnerability can be exploited and the
likelihood that the vulnerability exists should be identified and gathered.

7.54.2 Example Work Products:

e vulnerability property tables - tables that document the characteristics of vulnerabilities of the product or
system.

7.54.3 Notes

Much of tihe data gathered during this activity will be used later to perform PAQ3. It is thus important that the
data is ggthered and stored in a format that will be usable by PAOQ3. In all cases there wilkbe uncertainty
associateq with the measurements and likelihoods. It is normally more effective to keep the uncertainty
separate go that when actions are taken to refine the working data it can be seen whetherthe refinement is|to
the data itself or the uncertainty associated with the data.

7.5.5 BR.05.04 - Synthesize System Vulnerability

Assess tHe system vulnerability and aggregate vulnerabilities that result from specific vulnerabilities and
combinatipns of specific vulnerabilities.

7551 Description

Analyse which vulnerabilities or combination of vulnerabilities result in problems for the system. Analygis
should idgntify additional characteristics of the vulnerability; such as the likelihood of vulnerability exploitation
and the chance for successful exploitation. Recommendations for addressing the synthesized vulnerabilities
may also be included in the results.

7.5.5.2 |Example Work Products:

e vulnefability assessment report - includes a quantitative or qualitative description of the vulnerabilities tmat
result|in a problem for the system, including the likelihood of attack, likelihood of success, and the impact
of thelattack; and

e attack reports - documents’ the results and analysis of the results including vulnerabilities found, thieir
potential for exploitatiofy;_and recommendations.

7.5.5.3 Notes

Results of an analysis and attack exercise need to be captured. Any vulnerabilities found and their potential
for exploifation. need to be identified and documented in sufficient detail to allow the customer to mgke
decisions Bhalt countermeasures

7.5.6 BP.05.05 - Monitor Vulnerabilities and Their Characteristics

Monitor ongoing changes in the applicable vulnerabilities and changes to their characteristics.

7.5.6.1 Description

The vulnerability spectrum applicable to any location and situation is dynamic. New vulnerabilities can become
relevant and the characteristics of existing vulnerabilities can change. It is therefore important to monitor both
existing vulnerabilities and their characteristics, and to check for new vulnerabilities on a regular basis. This
base practice is closely linked to the generalized monitoring activity in BP.08.02.
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7.5.6.2 Example Work Products:

e vulnerability monitoring reports - documents describing the results of the vulnerability monitoring effort;
and

¢ vulnerability change reports - documents describing new or changed vulnerabilities.
7.5.6.3 Notes
Because vulnerabilities can change, the vulnerability assessment activity should be conducted multiple times

in |the defined environments. However, this should vulnerability assessment repetition should not supplant
vulnerability monitoring.

7.6 PAO06 - Build Assurance Argument

7.6.1 Process Area

7.6.1.1 Summary Description
THe purpose of Build Assurance Argument is to clearly convey that the customer's security needs afe met. An
aspurance argument is a set of stated assurance objectives that are~supported by assurance evigence that
may be derived from multiple sources and levels of abstraction.
THis process includes identifying and defining assurance_related requirements; evidence prodyction and

analysis activities; and additional evidence activities needed\to support assurance requirements. Additionally,
the evidence generated by these activities is gathered, packaged, and prepared for presentation.

7.6.1.2 Goals:

e | the work products and processes clearly, provide the evidence that the customer's security ngeds have
been met.

7.6.1.3 Base Practice List

BP.06.01 Identify the security assurance objectives.

BP.06.02 Define a~security assurance strategy to address all assurance objectives.
BP.06.03  Define measures to monitor security assurance objectives.
BP.06.04.._<Identify and control security assurance evidence.

BP.06:05 Perform analysis of security assurance evidence.

BP.06.06 Provide a security assurance argument that demonstrates the customer's security [needs are
met.

7.6.1.4 Process Area Notes

Activities involved in building an assurance argument include managing the identification, planning, packaging,
and presentation of security assurance evidence.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied.
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7.6.2 BP.06.01 - Identify Assurance Objectives

Identify the security assurance objectives.

7.6.21 Description

Assurance objectives, as determined by the customer, identify the level of confidence needed in the system.
The system security assurance objectives specify a level of confidence that the system security policy is
enforced. Adequacy of the objectives is determined by the developer, integrator, customer, and those who will
approve the operation of the system, if any.

Identification of new, and modification to existing, security assurance objectives are coordinated with/|all
security-rglated groups internal to the engineering organization and groups external to the engineering
organizatipn (e.g., customer, systems security certifier, user).

The security assurance objectives are updated to reflect changes. Examples of chaniges requiring| a
modificatipn in security assurance objectives include changes in the level of acceptable riskiby the customgr,
system sdcurity certifier, or user, or changes in the requirements or interpretations of the requirements.

Security dssurance objectives must be communicated so as to be unambiguous. Applicable interpretatigns
are includged or developed if necessary.

7.6.2.2 |Example Work Products:

o statement of security assurance objectives - identifies the customer's requirements for the level|of
confidence needed in a system's security features.

7.6.2.3 Notes

In cases Where a specific claim is not mandated, it is ‘helpful if the assurance objectives can be stated|or
related to|a specific assurance claim to be achieved or met. This helps to reduce misunderstandings and
ambiguity

7.6.3 BR.06.02 - Define Assurance Strategy

Define a gecurity assurance strategy tosaddress all assurance objectives.

7.6.3.1 Description

The purppse of a security7assurance strategy is to plan for and ensure that the security objectives are
implemented and enforced/correctly. Evidence produced through the implementation of a security assurance
strategy should provide-an acceptable level of confidence that the system security measures are adequate|to
manage the security risk. Effective management of the assurance related activities is achieved through the
development and\ehactment of a security assurance strategy. Early identification and definition of assurance
related rgquifements is essential to producing the necessary supporting evidence. Understanding and
monitoring the satisfaction of customer assurance needs through continuous external coordination ensureg a
high quality assurance package.

7.6.3.2 Example Work Products:

e security assurance strategy - describes the plan for meeting the customer's security assurance objectives
and identifies the responsible parties.

7.6.3.3 Notes

The security assurance strategy is coordinated with all affected internal engineering groups and external
groups (e.g., customer, systems security certifier, or user) as defined in PAQ7.
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7.6.4 BP.06.03 - Define Security Measures

Define measures to monitor security assurance objectives.

7.6.4.1 Description

Measures are used to facilitate decision making and improve performance and accountability through
collection, analysis, and reporting of relevant performance-related data. The purpose of measuring
performance is to monitor the status of security processes and facilitate improvement in those processes by
applying corrective actions, based on observed measurements. Measures will facilitate monitoring of
adcomplishing assurance sirategy and assurance objecfives, and therefore, will support the phssurance
argument.

7.6.4.2 Example Work Products:

¢ | listing of measurements aligned with assurance objectives and assurance strategy:

7.6.4.3 Notes

Me¢asures need to be quantitative in nature, such as numbers and practieal data. The measures need to be
within reason of the cost of the project (i.e. the cost of collecting the data should not exceed the value of the
data collected). Measures should be verifiable by third-party reyviewers for concurrence of resylts. Some
measures may be applicable for trend analysis and tell a story~0f impact changes overtime. The resulting
measures should be useful in making decisions about focusing project efforts. They should be colle¢ted at the
loyvest level possible and not divisible into another format. Lastly, measures should be well-defined yising such
chiaracteristics as frequency, formula, evidence, and indicators. For this BP, it is advisable to Understand
measurements required by external influences (i.e., govérnment, industry, etc.)

7.6.5 BP.06.04 - Control Assurance Evidence

Idgntify and control security assurance evidefice.

7.6.5.1 Description
Sqcurity assurance evidence is.gathered as defined in the security assurance strategy through interaction with

alll security engineering proce€ss areas to identify evidence at various levels of abstraction. This ejidence is
controlled to ensure currency with existing work products and relevancy with security assurance objgctives.

7.6.5.2 Example Work Products:

e | security assurance evidence repository - stores all evidence generated during development, tgsting, and
use. Could’'take the form of a database, engineering notebook, test results, or evidence log.

.6.5.3 Notes

mentation,

engineering process, physical development environment, and physical operational environment.
Security assurance evidence can be used to measure the efficiency, effectiveness, capacity, and impact of
security. Identifying and controlling security assurance evidence will enable collection of higher quality data

and more effective communication of the resulting analysis to a broader audience providing an objective
mechanism to continually measure and improve the performance and results of the overall security processes.

7.6.6 BP.06.05 - Analyse Evidence

Perform analysis of security assurance evidence.
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7.6.6.1 Description

Assurance evidence analysis is conducted to provide confidence that the evidence that is collected meets the
security objectives, thus satisfying the customer's security needs. An analysis of the assurance evidence
determines if system security engineering and security verification processes are adequate and complete
enough to conclude that the security features and mechanisms are satisfactorily implemented. Additionally,
the evidence is analysed to ensure that the engineering artifacts are complete and correct with respect to the
baseline system. In the event of insufficient or inadequate assurance evidence, this analysis may necessitate
revisions to the system, security work products and processes that support the security objectives.

7.6.6.2 [Example Work Products:

e assurance evidence analysis results - identify and summarize the strengths and weaknesses of-evidence
in the [repository.

7.6.6.3 Notes

Some assurance evidence can only be generated from a consolidation of other system(engdineering artifacts|or
inferred from a consolidation of other assurance.

7.6.7 BR.06.06 - Provide Assurance Argument

Provide asecurity assurance argument that demonstrates the customer's-security needs are met.

7.6.71 Description

An overall assurance argument is developed to demonstrateceompliance with security assurance objectivies
and provied to the customer. An assurance argument s ‘a set of stated assurance objectives that gre
supported| by a combination of assurance evidence that-may be derived from multiple levels of abstraction.
The assufance argument should be reviewed for deficiencies in the presentation of evidence as well as for
deficiencig¢s in meeting security assurance objectives.

7.6.7.2 |Example Work Products:

e assurmance argument with supporting.evidence - a structured set of assurance objectives supported |by
varioys pieces of assurance evidénge.

7.6.7.3 Notes

The high-|level security assurance argument might be that objectives of the relevant criteria have been miet.
Other pogsible parts ofthe assurance argument might address how threats to system assets have been
addressed. Each of.the assurance objectives is supported by relevant and sufficient evidence to meet the
applicabld standard.of proof. The assurance argument may be used by the customer, systems security
certifier, aphd users.

7.7 PA6+—CoordinateSeettity—mm——Mm————

7.7.1 Process Area

7.71.1  Summary Description

The purpose of Coordinate Security is to ensure that all parties are aware of and involved with security
engineering activities. This activity is critical as security engineering cannot succeed in isolation. This
coordination involves maintaining open communications between all project personnel and external groups.
Various mechanisms may be used to coordinate and communicate the security engineering decisions and
recommendations between these parties, including memoranda, documents, e-mail, meetings, and working
groups.
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7.71.2 Goals:

o all members of the project team are aware of and involved with security engineering activities to the
extent necessary to perform their functions; and

e decisions and recommendations related to security are communicated and coordinated.

7.71.3 Base Practice List

BP.07.01 Define security engineering coordination objectives and relationships.

BP.07.02 Identify coordination mechanisms for security engineering.
BP.07.03 Facilitate security engineering coordination.

BP.07.04 Use the identified mechanisms to coordinate decisions and recommendations [related to
security.

7.7T1.4 Process Area Notes

THis process area ensures that security is an integral part of the total engineering effort. Security [engineers
shpould be part of all major design teams and working groups. (ty\is especially important that security
engineering establishes relationships with other engineering teams’early in the life cycle when critical design
decisions are made. This process area can be equally applied to both development and gperational
organizations.

When tracking the performance of this process area, regviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Refer to PAQG.

7.7.2 BP.07.01 - Define Coordination Objectives

Dgfine security engineering coordination objectives and relationships.

7.7.21 Description

Many groups need to be aware.of and involved with security engineering activities. The objectives flor sharing
information with these groups,is determined by examining the project structure, information needs, gnd project
requirements. Relationships.and commitments with the other groups are established. Successful relationships
take many forms, but must be acknowledged by all the involved parties.

7.71.2.2 Example Work Products:

¢ | information sharing agreements - describe a process for sharing information between groups, [dentifying
the parties involved, media, format, expectations, and frequency;

e | “working group memberships and schedules - describe the organization's working groups, incliiding their
membership, roles of members, purpose, agenda, and logistics; and

e organizational standards - describe the processes and procedures for communicating security related
information between the various working groups and with the customer.

7.7.2.3 Notes

Coordination objectives and relationships should be defined as early as possible in the project to ensure that
communication lines are well established. All engineering groups should define roles for security engineers in
day to day operations (e.g., sit in on reviews, attend training, review designs). If this is not done, the risk of
missing a key aspect of security increases.
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7.7.3 BP.07.02 - Identify Coordination Mechanisms

Identify coordination mechanisms for security engineering.

7.7.31

Description

There are many ways that the security engineering decisions and recommendations can be shared with all
engineering groups. This activity identifies the different ways that security is coordinated on a project.

It is not uncommon to have multiple security personnel working on the same project. In these situations, all

security €
mechanis
each sec
engineerir
clean inte
to security

7.7.3.2

M selection, training and development efforts need to be conducted in such a way as to ensure't
irity component operates as expected when placed in the operational system. Additionally,
g teams must understand the security engineering efforts and engineering activitiest6.allow

to ensure that requirements are identified and addressed appropriately.

Example Work Products:

e communication plans - include the information to be shared, meeting times, proeesses and procedures

be uss

bd between members of working groups and with other groups;

e comnunication infrastructure requirements - identify the infrastructuré and standards needed to sha

inform

o templ
ensur

7.7.33
None.

7.7.4 BFH
Facilitate

7.7.41

Successfl

ation between working group members and with other groups)effectively; and

ates for meeting reports, message, memoranda - desc¢ribe the format for various documents,
b standardization and efficient work.

Notes

.07.03 - Facilitate Coordination

security engineering coordination.

Description

priorities may result in coenflicts. This base practice ensures that disputes are resolved in an appropriat

productivs

7.7.4.2

e  proce

manner.

Example'Work Products:

dures for conflict resolution - identify the approach for efficiently resolving conflicts within a

betw

hgineers should be working toward a commonly understood goal. Interface identification, secu;Lity

at
all
for

hration of security into the system. The customer must also be aware of events and activities related

—

(0]

| relationships rely.oh good facilitation. Communication between different groups with different

ply

nd

naraanizational entities-
A-otgatHAaHoRa-8hHHeS;

e meeting agendas, goals, action items - describes the topics to be discussed at a meeting, emphasizing
the goals and action items to be addressed; and

e action item tracking - identifies the plan for working and resolving an action item, including responsibility,

sched

7.743

None.
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ule, and priority.

Notes
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7.7.5 BP.07.04 - Coordinate Security Decisions and Recommendations

Use the identified mechanisms to coordinate decisions and recommendations related to security.

7751 Description

The purpose of this base practice is to communicate security decisions and recommendations among the
various security engineers, other engineering groups, external entities, and other appropriate parties.

7.7.5.2 Example Work Products:

Ng

7.

decisions - communication of security related decisions to affected groups via meetin
memoranda, working group minutes, e-mail, security guidance, or bulletin boards; and

recommendations - communication of security related recommendations to affected’groups s
meeting reports, memoranda, working group minutes, e-mail, security guidance;or'bulletin boar

.7.5.3 Notes

ne.

B PAO08 - Monitor Security Posture

7.8.1 Process Area

7.8.1.1 Summary Description

TH

e purpose of Monitor Security Posture is to ensure that all breaches of, attempted breaches of, o

that could potentially lead to a breach of security are identified and reported. The external ar

en

vironments are monitored for all factors thatymay have an impact on the security of the system.

7.8.1.2 Goals:

both internal and external security related events are detected and tracked;
incidents are responded to in accordance with policy; and

changes to the epérational security posture are identified and handled in accordance with th
objectives.

7.8.1.3 Base-Practice List

B

P.08:01 Analyse event records to determine the cause of an event, how it proceeded, and li
events.

J reports,

ich as via
is.

I mistakes
d internal

e security

ely future

BP.08.02 Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

BP.08.03 Identify security relevant incidents.

BP.08.04  Monitor the performance and functional effectiveness of security safeguards.

BP.08.05 Review the security posture of the system to identify necessary changes.

BP.08.06  Manage the response to security relevant incidents.

BP.08.07 Ensure that the artifacts related to security monitoring are suitably protected.
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7.8.1.4 Process Area Notes

The security posture indicates the readiness of the system and its environment to handle current threats, and
vulnerabilities and any impact to the system and its assets. This process area then involves the activities in
PAO5 and PAO3. The data gathered about both the internal and external environment is analysed both in its
own context and in relation to other data that may result from events occurring before, in parallel with, or after
an event in question. The process area addresses both the target environment intended for the system and
the environment in which the system is developed. Any particular system has to function in conjunction with
existing systems which can affect its overall security, thus these existing systems should be included in the
monitoring.

When tragking the performance of this process area, reviewing trends among different Base Practices-imay
indicate ifjan assurance argument is being satisfied. Refer to PA06.

7.8.2 BR.08.01 - Analyse Event Records

Analyse ejent records to determine the cause of an event, how it proceeded, and likely future-events.

7.8.21 Description
Examine historical and event records (compositions of log records) for security relevant information. The

events of |nterest should be identified along with the factors used to correlate“events among multiple records.
Multiple eyent records can then be fused into a single event record.

7.8.2.2 |Example Work Products:
e descrptions of each event - identify the source, impact, anddmportance of each detected event;
e constjtuent log records and sources - security related-event records from various sources;

e evenf identification parameters - describe which events are and are not being collected by various pafts
of a system;

e listing of all current single log record alarm states - identifies all requests for action based on single log
records;

o listing of all current single event alarm states - identifies all requests for action based on events which are
formef from multiple log records;

e perioglic report of all alarm states that have occurred - synthesizes alarm listings from multiple systefns
and dpes preliminary‘analysis; and

e log analysis and'summaries - performs analysis on the alarms that have occurred recently and reports the
result$ for broad consumption.

7.8.2.3 Notes

Many audit logs are likely to contain information related to a single event. This is particularly the case in a
distributed/networked environment. Often an event leaves a trace in multiple locations across the network. To
ensure that individual records are valuable and contribute to a complete understanding of the event and its
behaviour, the individual log records need to be combined or fused into a single event record.

Analysis can be performed on single records and on multiple records. Analysis of multiple records of the same
type often uses statistical or trend analysis techniques. Analysis of multiple records of different types may be
performed on log records and event (fused) records, although it is more normal to perform multiple event
record analysis on the same type of events.
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Alarms, (i.e., requests for action based on a single occurrence), should be determined for both log records
and fused event records. Log and event records from the development environment also need to be included
in the analysis.

7.8.3 BP.08.02 - Monitor Changes

Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

7.8.3.1 Description

Lgok for any changes that may impact the effectiveness of the current security posture, eithercpg

n

THe security implemented for any system should be in relation to the threats, vulnerabiliti€’s, impactg
as| they relate to its environment both internal and external. None of these are static@nd changes

atively.

sitively or

and risks
influence

bath the effectiveness and appropriateness of the system's security. All must be monitored for change and the

chianges analysed to assess their significance with regard to the effectiveness of the security.

7.

7.8.3.3 Notes

Ba
en

w
Se

7.8.4 BP.08.03 - Identify Security Incidents

Idgntify security relevant incidents.

7.8.4.1 Description

De
Se
to
lik

.3.2 Example Work Products:

report of changes - identifies any external or internal changes that may affect the security pos
system; and

periodic assessment of significance of changes - perforfas “analysis on changes in security
determine their impact and need for response.

th internal and external sources should berexamined as well as the development and g
vironments.

hen changes are noted a response should be triggered, usually a review of the risk analysis or p3
e PAO3.

termine if a seecurity relevant incident has occurred, identify the details, and make a report if 1

bls, and ‘ether system information. Since some incidents occur over a long period of time, this
bly tofinvolve comparison of system states over time.

ure of the

bosture to

perational

rt thereof.

ecessary.

curity relevant incidents may be detected using historical event data, system configuration datr integrity

nalysis is

1.842—Exampie-WorkProducts:

©l

incident list and definitions - identifies common security incidents and describes them
recognition;

for easy

incident response instructions - describes the appropriate response to security incidents that arise;

incident reports - describes what incident occurred and all relevant details, including source of the

incident, any damage, response taken, and further action required;

reports related to each intrusion event detected - describes each intrusion event detected and p
relevant details, including the source, any damage, response taken, and further action required;
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e periodic incident summaries - provides a summary of recent security incidents, noting trends, areas that
may require more security, and possible cost savings from lowering security, keeping in mind the potential
for increased risk.

7.8.4.3 Notes

Security incidents can occur in both the development and operational environment. These incidents can
impact the system being developed or the operational system in different ways. Deliberate technical attacks
by hackers or malicious code (viruses, worms, etc.) necessitate a different approach than protection against
random events. Analysis of the system configuration and state is required to detect the attacks. Appropriate
response [plans should be prepared, tested and put info action. Many fechnical attacks require ragid,
predefined response to minimize the ongoing spread of the damage. In many cases uncoordinated responsges
can make| the situation worse. In the cases that necessitate it, the response should be identified and-defined
BP.08.06.

7.8.5 BR.08.04 - Monitor Security Safeguards

Monitor the performance and functional effectiveness of security safeguards.

7.8.5.1 Description

Examine the performance of safeguards to identify changes in the performanée of the safeguard.

7.8.5.2 |Example Work Products:

e perioglic safeguard status - describes the state of the exisiing safeguards in order to detect possible

miscopfiguration or other problems; and

e perioglic safeguard status summaries - provides a_summary of the state of existing safeguards, noting
trendq, needed improvements, and possible cost savings from lowering security.

7.8.5.3 |[Notes
Safeguards protecting the development and operational environments should be monitored. Many safeguards
can be left in an inappropriate or non-effective state after use. Many safeguards provide indications of their

current stptus, effectiveness and maintenance requirements. All three aspects need to be reviewed on a
periodic basis.

7.8.6 BR.08.05 - Review Security Posture

Review thg security posiuré of the system to identify necessary changes.

7.8.6.1 Description

The security~posture of a system is subject to change based on the threat environment, operatiopal
requirem ntsand system—cot |ﬂywqtiuu. This plautiuc re-examines-thereasons vvhy ccuwity wasput Y p: ce

and the requirements security places on other disciplines.

7.8.6.2 Example Work Products:

e security review - contains a description of the current security risk environment, the existing security
posture, and an analysis of whether the two are compatible; and

e risk acceptance review - a statement by the appropriate approval authority that the risk associated with
operating the system is acceptable.
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7.8.6.3 Notes

A review of the security posture should be conducted in the light of the current operational environment and
changes that have occurred. If other events, such as changes, have not triggered a complete review of
security, a review should be triggered based on the time since the last review. Time triggered reviews should
be in compliance with appropriate policy and regulations. The review should lead to a reassessment of the
adequacy of current security and the appropriateness of the current level of risk acceptance. The review
should be based on the organizations approach to security assessment, see PA05. In the same manner that
the operational environment is reviewed, the development environment in which the systems is created should
also be periodically reviewed. In fact, the development environment can be considered as an operational

pranmpeaont for tho Ao olonoaaont of o\ oftans
envoefmenttortne T VCTOPITICTITTUT Sy STOTITSY

7.8.7 BP.08.06 - Manage Security Incident Response

Manage the response to security relevant incidents.

7.8.71 Description

In|many cases, the continued availability of systems is critical. Many events\can not be prevented, thus the
abjility to respond to disruption is essential. A contingency plan requires \the identification of the |maximum
period of non-functionality of the system; the identification of the .essential elements of the dystem for
funpctionality; the identification and development of a recovery strategy and plan; testing of the planp; and the
maintenance of the plan.

In[some cases contingencies may include incident response_and active engagement of hostile agents (e.g.,
viruses, hackers etc.).

7.8.7.2 Example Work Products:

e | system recovery priority list - contains a\description of the order in which system functions will be
protected and restored in the case of an incident causing failure;

e | test schedule - contains the dates_for periodic testing of the system to ensure that securjty related
functions and procedures are operational and familiar;

o | test results - describe the-results of periodic testing and what actions should be taken to keep the system
secure;

¢ | maintenance schedule - contains the dates for all system maintenance, both upgrades and prgventative
and is typically integrated with the test schedule;

e | incident reports - describe what incident occurred and all relevant details, including source of thg incident,
any damage, response taken, and further action required;

e | periodic reviews - describe the procedure to be performed during periodic reviews of the secyrity of the
System, including who is to be involved, what checks will be made, and what the output will contgin; and

e contingency plans - identify the maximum acceptable period of system downtime, the essential elements
of the system, a strategy and plan for system recovery, business resumption, situation management, and
procedures for testing and maintenance of the plan.

7.8.7.3 Notes
Future events can not be pre-determined but, unless they are to cause chaos, they must be managed. If the

situation falls outside the pre-identified scenarios, it is elevated to the appropriate business management
decision level.
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7.8.8 BP.08.07 - Protect Security Monitoring Artifacts

Ensure that the artifacts related to security monitoring are suitably protected.

7.8.8.1

Description

If the products of monitoring activities can not be depended upon they are of little value. This activity includes
the sealing and archiving of related logs, audit reports and related analysis.

7.8.8.2

e a listing all archived logs and associated period of retention - identifies where artifacts associated wfi
security monitoring are stored and when they can be disposed of;

e perioglic results of spot checks of logs that should be present in archive - describe any missing repo
and identifies the appropriate response;

e usag
comm
e  perio
selec
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7.8.8.3
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7.9 PA09 - Provide Security Input

7.9.1 Pr

7911

The purpg
the securi
alternative

Example Work Products:

ents; and

bring of system security.

Notes
rity of monitoring activities, including auditing, prediice output. This output may be acted up|
ly or recorded for later analysis and further action. The contents of the logs should be designed

understanding of what occurred during an incident, and to detect changes in trends. The output |
managed in compliance with applicable policy“and regulations. Logs must be reliable and protec

be required performed. Logs should.be’sealed, to prevent any changes from going undetected
archived for the proscribed period!

bcess Area

Summary Description

se of Provide Security Input is to provide system architects, designers, implementers, or users W
ly information they need. This information includes security architecture, design, or implementati

approprialle arganization members based on the security needs identified in PAO1.

=

h

Its

of archived logs - identifies the users of archived logs, including time of access, purpose, and any

ic results of testing the validity and usability of randomly selected atchived logs - analyse randomly
d logs and determine whether they are complete, correct, and useful to ensure adequate

on
to
0g
d

ering or accidental damage. When the log)is full it must be replaced with a new one or emptigd.
log is changed any records that are not required should be removed and other reduction actigns

nd

ith
on

s andssecurity guidance. The input is developed, analysed, provided to and coordinated with the

7.9.1.2

Goals:

e all system issues are reviewed for security implications and are resolved in accordance with security

goals;

e all members of the project team have an understanding of security so they can perform their functions;

and

e the solution reflects the security input provided.
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7.9.1.3 Base Practice List

BP.09.01 Work with designers, developers, and users to ensure that appropriate parties have a
common understanding of security input needs.

BP.09.02 Determine the security constraints and considerations needed to make informed engineering
choices.

BP.09.03 Identify alternative solutions to security related engineering problems.

BP.09.05 Provide security related guidance to the other engineering groups.

BP.09.06 Provide security related guidance to operational system users and administrators.

7.91.4 Process Area Notes

THis process area provides security input to support system design and impleméntation activities. The focus is
onl how security is an integral part of system development and not an €nhd unto itself. Each of| the base
practices uses input from the entire engineering organization, produces security specific results, and
communicates those results back to the entire engineering organization. The processes identified are

THis process area covers security input to both development)(designers and implementors) and| operation
(users and administrators). In addition, by combining the desigh and implementation security activities into a
sinngle process area, it emphasizes that these activities\are very similar, but are at different| levels of
abstraction. The alternative solutions range in scope from full system architectures to individual components.
Sqgme aspects of security requirements impact the environment in which the system is developed rpther than
the system itself.

All base practices within this process area can be iterative and all occur at multiple points through the system
lif¢ cycle.

When tracking the performance of this.process area, reviewing trends among different Base Pragtices may
ingiicate if an assurance argument is being satisfied. Refer to PAOG6.

7.9.2 BP.09.01 - Understand Security Input Needs

Wprk with designers, developers, and users to ensure that appropriate parties have a common undgrstanding
of [security input needs:

7.9.21 Description

Sgcurity engineering is coordinated with other disciplines to determine the types of security inpyt that are
helpful torthose disciplines. Security input includes any sort of guidance, designs, documents, or iddas related
to[security that should be considered by other disciplines. Input can take many forms, including dpcuments,
meémaranda e-mail 1r2ining and consultation

This input is based on the needs determined in PA10. For example, a set of security rules may need to be
developed for the software engineers. Some of the inputs are more related to the environment than the
system.

7.9.2.2 Example Work Products:

e agreements between security engineering and other disciplines - define how security engineering will
provide input to other disciplines (e.g., documents, memoranda, training, consulting); and

e descriptions of input needed - standard definitions for each of the mechanisms for providing security input.
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7.9.2.3 Notes
Assurance objectives may have an influence on the specific security needs, particularly in such aspects as

dependencies. They may also provide additional justification to security needs. In this case, security
engineering needs to provide the other disciplines with guidance on how to produce the appropriate evidence.

7.9.3 BP.09.02 - Determine Security Constraints and Considerations

Determine the security constraints and considerations needed to make informed engineering choices.

7.9.31 Description
The purpdse of this base practice is to identify all the security constraints and considerations needed) to make
informed gengineering choices. The security engineering group performs analysis to determine/any security
constraints and considerations on the requirements, design, implementation, configuration, and
documentption. Constraints may be identified at all times during the system's life. They may-be identified| at

many diffgrent levels of abstraction. Note that these constraints can be either positive- (alivays do this)|or
negative (hever do this).

7.9.3.2 |Example Work Products:

e secunty design criteria - security constraints and considerations that‘are needed to make decisigns
regarding overall system or product design;

e securty implementation rules - security constraints and considerations that apply to the implementation| of
a system or product (e.g., use of specific mechanisms, coding‘standards); and

e documentation requirements - identification of specifie’ documentation needed to support security
requirements (e.g., administrator's manual, user's manual, specific design documentation).

7.9.3.3 Notes

These copstraints and considerations are used to identify security alternatives BP.09.03 and to provide
security epgineering guidance BP.09.05. A major source of the constraints and considerations is the secutity
relevant r¢gquirements, identified in PA10:

7.9.4 BR.09.03 - Identify Security Alternatives

Identify sdlutions to security related engineering problems.

7.9.41 Description

The purpgse of this‘base practice is to identify alternative solutions to security related engineering problems.
This procgss is\iterative and transforms security related requirements into implementations. These solutigns
can be prpyided in many forms, such as archltectures models and prototypes Th|s base practlce mvoIves
decomposi
are identified.

7.9.4.2 Example Work Products:

e security views of system architecture - describe, at an abstract level, relationships between key elements
of the system architecture in a way that satisfies the security requirements;

e security design documentation - includes details of assets and information flow in the system and a
description of the functions of the system that will enforce security or that relate to security;
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security models - a formal presentation of the security policy enforced by the system; it must identify the

set of rules and practices that regulate how a system manages, protects, and distributes information; the

rules are sometimes expressed in precise mathematical terms [NCSC88];

e security architecture - focuses on the security aspects of a systems architecture, describing the
fundamental concepts, functions, and services as they relate to the security of the system; and

principles,

e reliance analysis (safeguard relationships and dependencies) - a description of how the security services

and mechanisms interrelate and depend upon one another to produce effective security for
system; identifies areas where additional safeguards may be needed.

the whole

4.3 Notes

rnatives should be consistent with the constraints and considerations previouslycdentified in
e alternatives are also a part of the trade-off comparisons BP.09.04. This activity.is related to
urity engineering guidance BP.09.05 insomuch as once the preferred alternative has been
idance to the other engineering disciplines is required.

.5 BP.09.04 - Analyse Security of Engineering Alternatives

alyse and prioritize engineering alternatives using security constraints and considerations.

5.1 Description

e purpose of this base practice is to analyse and prioritize engineering alternatives. Using th
straints and considerations previously identified -in” BP.09.02, security engineers can eval
ineering alternative and come up with a recommendation for the engineering group. Th
ineers should also consider the engineering guidance from other engineering groups.

ese engineering alternatives are not limited)to the security alternatives identified BP.09.03, but c
rnatives from other disciplines as well.

.5.2 Example Work Products:

e | trade-off study results (@nd recommendations - includes analysis of all engineering a
considering security constraints and considerations as provided in BP09.02; and

e | end-to-end trade-off study results - results of various decisions throughout the life cycle of

system, or process, focusing on areas where security requirements may have been reduced
meet other ebjectives (e.g., cost, functionality).

7.9.5.3 Notes

Ngne’

e solution alternatives include architecture, design, and implementation solutions.- These¢ security

BP.09.02.
providing
selected,

e security
late each
b security

an include

ternatives

A product,
n order to

7.9.6 BP.09.05 - Provide Security Engineering Guidance

Provide security related guidance to engineering groups.

7.9.6.1 Description

The purpose of this base practice is to develop security related guidance and provide it to the engineering
groups. Security engineering guidance is used by the engineering groups to make decisions about

architecture, design, and implementation choices.
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7.9.6.2

Example Work Products:

e architecture recommendations - identify principles or constraints that will support the development of a
system architecture that satisfies the security requirements;

e design recommendations - identify principles or constraints that guide the design of the system;

e implementation recommendations - identify principles or constraints that guide the implementation of the

system;

e securnty architecture recommendations - identity principles or constraints that define the security features
of the|system;

e philogophy of protection - high-level description of how security is enforced, including automated, physical,

perso

e desig
privile

e codin
7.9.6.3

The amou
of the oth
developm

7.9.7 BH

hnel, and administrative mechanisms;

h standards, philosophies, principles - constraints on how the system is designed (e.g., least

ge, isolation of security controls); and

j standards - constraints on how the system is implemented.

Notes

nt of guidance required and the level of detail depends on the knowledge, experience and familia

er engineering disciplines with security. In many cases«much of the guidance may relate to f
ent environment rather than the system under developnient.

.09.06 - Provide Operational Security Guidance

Provide sgcurity related guidance to operational system\users and administrators.

7.9.71

The purpg
administrs
configure,
developm

7.9.7.2

Description

se of this base practice is to develep security related guidance and provide it to system users a
tors. This operational guidance tells the users and administrators what must be done to inst

ity
he

nd
all,

operate, and decommissignythe system in a secure manner. To ensure that this is possible, the

ent of the operational security guidance should start early in the life cycle.

Example Work Products:

e adminpistrator's manual - description of system administrator functions and privileges for installing,

config

e user's
use;

uring, operating, and decommissioning the system in a secure manner;

manual - description of the security mechanisms provided by the system and guidelines for th

eir

e security profile - security environment (threats, organizational policy); security objectives (e.g., threats to
be countered); security functional and assurance requirements; rationale that systems developed to these
requirements will meet the objectives; and

e system configuration instructions - instructions for configuration of the system to ensure its operation will
meet the security objectives.

7.9.7.3

Notes

The development environment is considered to be an operational environment for the development of systems.
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7.10 PA10 - Specify Security Needs
7.10.1 Process Area

7.10.1.1 Summary Description

The purpose of Specify Security Needs is to explicitly identify the needs related to security for the system.
Specify Security Needs involves defining the basis for security in the system in order to meet all legal, policy,
and orgamzatlonal requirements for securlty These needs are tallored based upon the target operational
d a set of
becomes

the baseline for security within the system upon approval.

7.10.1.2 Goals:

¢ | A common understanding of security needs is reached between all parties, including the custonjer.

7.10.1.3 Base Practice List

BP.10.01 Gain an understanding of the customer's security needs;

BP.10.02 Identify the laws, policies, standards, external jnfluences and constraints that govern the
system.

BP.10.03 Identify the purpose of the system in order:te determine the security context.
BP.10.04 Capture a high-level security oriented View of the system operation.
BP.10.05 Capture high-level goals that defife the security of the system.

BP.10.06 Define a consistent set of statements which define the protection to be implemented in the
system.

BP.10.07 Obtain agreement that the specified security requirements match the customer's needs.
7.10.1.4 Process Area Notes

THis process area covers_the' activities defining all aspects of security in the entire information sygtem (e.g.,
physical, functional, procedural). The base practices address how the security needs are identified dnd refined
into a coherent baseline of security-related requirements which are used in the design, deJelopment,
verification, operation; and maintenance of the system. In most cases it is necessary to take into agcount the
exjsting environment and associated security needs. The information gained and produced by this process
area is collected, further refined, used, and updated throughout a project (particularly in PA09), in order to
ensure custemer needs are being addressed.

When‘tracking the performance of this process area, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Refer to PA0G.

7.10.2 BP.10.01 - Gain Understanding of Customer's Security Needs

Gain an understanding of the customer's security needs.

7.10.2.1 Description

The purpose of this base practice is to collect all information necessary for a comprehensive understanding of
the customer's security needs. These needs are influenced by the importance to the customer of security risk.

The target environment in which the system is intended to operate also influences the customer's needs with
regard to security.
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7.10.2.2

e custo

7.10.2.3

Example Work Products:

mer security needs statement - high-level description of security required by the customer.

Notes

The term customer may refer to a specific recipient of a product, system, or service, or may refer to a
generalized recipient based upon market research or product targeting. Different groups of customers may
need to be identified and distinguished. For example, ordinary users may have different needs from
administrators.

7.10.3 BH
Identify th
7.10.3.1

The purpg
determina

.10.02 - Identify Applicable Laws, Policies, And Constraints

b laws, policies, standards, external influences and constraints that govern the system,

Description

se of this base practice is to gather all external influences which affect the security of the system
tion of applicability should identify the laws, regulations, policies and commercial standards wh

govern the¢ target environment of the system. A determination of precedence between global and local polic

should bs
identified

7.10.3.2

e secun
syster

e secun
be co
requir

7.10.3.3

Particular

between |
of the ider

7.10.4 BF

Identify th

7.10.41

performed. Requirements for security placed on the system by ‘the system customer must
hnd the security implications extracted.

Example Work Products:

ty constraints - laws, policies, regulations, and other constraints that influence the security of
h; and

ty profile - security environment (threats, orgafizational policy); security objectives (e.g., threats

intered); security functional and assurance requirements; rationale that systems developed to the
ements will meet the objectives.

Notes
consideration is required when the system will cross multiple physical domains. Conflict may oc

bws and regulations that are applicable in different countries and different types of business. As p
tification process, conflicts.should at a minimum, be identified and resolved if possible.

.10.03 - Identify System Security Context

b purpose of the-system in order to determine the security context.

Description

A
ch
es
be

—

(0}

ur
art

se~of this base practice is to identify how the system's context impacts security. This involy

which the system is or may be subject to is required at this stage. Performance and functional requirements
are assessed for possible impacts on security. Operating constraints are also reviewed for their security
implications.

The environment might also include interfaces with other organizations or systems in order to define the
security perimeter of the system. Interface elements are determined to be either inside or outside of the
security perimeter.

60

© ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

Many factors external to the organization also influence, to varying degrees, the security needs of the
organization. These factors include the political orientation and changes in political focus, technology
developments, economic influences, global events, and Information Warfare activities. As none of these
factors are static, they require monitoring and periodic assessment of the potential impact of change.

7.10.4.2 Example Work Products:

expected threat environment - any known or presumed threats to the system assets agai

nst which

protection is needed; include threat agent (expertise, available resources, motivation), the attack (method,

vulnerabilities exploited, opportunity), the asset; and

TH
pe
wh
en
te

(0F:
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SY|
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N¢

.10.4.3 Notes

.10.5 BP.10.04 - Capture Security View of System Operation

.10.5.1 Description

.10.5.2 Example Work Products:

target of evaluation - description of the system or product whose security features are to_be
(type, intended application, general features, limitations of use) [CCEB96].

e security perimeter of the system is not necessarily identical to the system/botundary (e.g., th
ereas the system boundary may stop at the human-machine interface).-This expanded security|

ables physical measures to be considered as effective safeguards for-aecess control in addition
thnical measures.

pture a high-level security oriented view of the system opetration.

e purpose of the base practice is to develop.achigh-level security oriented view of the enterprise
es, responsibilities, information flow, assets;~tesources, personnel protection, and physical prote
scription should include a discussion of show the enterprise can be managed within the constra

ould include a high-level security \view of the system architecture, procedures, and the en
quirements related to the system development environment are also captured at this stage.

security concept of(opérations - high-level security oriented view of the system (roles, respg
assets, informatiotyflow, procedures); and

conceptualseeurity architecture - a conceptual view of the security architecture; see BP.09.03.

0.5.3 _Notes

ne,

evaluated

e security

rimeter could contain the facility in which the system resides and the personnel operating the system

perimeter
to purely

including
ction. This
nts of the

stem requirements. This view of the system is typically provided in a security concept of operations and

ironment.

nsibilities,

7.10.6 BP.10.05 - Capture High-Level Security Goals

Capture high-level goals that define the security of the system.

7.10.6.1 Description

The purpose of this base practice is to identify what security objectives should be met to provide adequate
security for the system in its operational environment. The assurance objectives of the system, determined in
PA06 may influence the security objectives.
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7.10.6.2 Example Work Products:

e operational/environmental security policy - rules, directives, and practices that govern how assets are
managed, protected, and distributed within and external to an organization; and

e system security policy - rules, directives, and practices that govern how assets are managed, protected,
and distributed by a system or product.

7.10.6.3 Notes

The security objectives should be, as far as possible, independent of any particular implementation.| If
particular |constraints are present due to the existing environment they should be addressed in PAQQ when
security cpnstraints and considerations for making informed engineering choices are determined. The secutity
objectives| should as a minimum address the availability, accountability, authenticity, confidentiality;”integfity
and reliabllity requirements of the system and information.

7.10.7 BR.10.06 - Define Security Related Requirements

Define a donsistent set of requirements which define the protection to be implemented, in the system.

7.10.7.1 |Description

The purpgse of this base practice is to define the security-related requirements of the system. The practice
should ensure each requirement is consistent with the applicable pélicy, laws, standards, requirements for
security apd constraints on the system. These requirements should:completely define the security needs|of
the system including those requirements to be provided through nén<technical means. It is normally necessary
to define r specify the boundary of the target, logical or physical, to ensure that all aspects are addressgd.
The requfrements should be mapped or related to the, objectives of the system. The security-related
requirements should be clearly and concisely stated and-should not contradict one another. Security should,
whenever|possible, minimize any impact on the system-functionality and performance. The security-related
requirements should provide a basis for evaluating the, security of the system in its target environment.

7.10.7.2 |Example Work Products:

e securnty related requirements - requirements which have a direct effect on the secure operation of a
system or enforce conformance to a‘specified security policy; and

) tracex}bility matrix - mapping\of security needs to requirements to solutions (e.g., architecture, design,
implementation) to tests and test results.

7.10.7.3 [Notes

Many reqliirements.apply to multiple disciplines, so few requirements are exclusively security. This procgss
area, thergfore,srequires a great deal of coordination with other disciplines to work out exactly what the syst¢m
requiremegnts’are. The activities associated with this interaction are described in PAQO7.

7.10.8 BP.10.07 - Obtain Agreement On Security

Obtain agreement that the specified security requirements match the customer's needs.

7.10.8.1 Description

The purpose of this base practice is to obtain concurrence between all applicable parties on the security
requirements. In cases where a generic group is identified, rather than a specific customer, the requirements
should satisfy the objectives set. The specified security requirements should be a complete and consistent
reflection of governing policy, laws, and customer needs. Issues should be identified and reworked until
concurrence is gained.
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7.10.8.2 Example Work Products:

e approved security objectives - stated intent to counter identified threats and/or comply with identified
security policies (as approved by the customer); and

e security related requirements baseline - the minimum set of security related requirements as agreed to by
all applicable parties (specifically the customer) at specified milestones.

7.10.8.3 Notes

It [s important to ensure that what is agreed is truly understood by all concerned and that all have|the same
understanding. Particular care is required to ensure that the security requirements mean the same’thing to all
these involved in the process.

7.11 PA11 - Verify and Validate Security
7.11.1 Process Area

7.11.1.1 Summary Description
THe purpose of Verify and Validate Security is to ensure that solutionstare verified and validated with respect
to| security. Solutions are verified against the security requirements, architecture, and design using

observation, demonstration, analysis, and testing. Solutions are{validated against the customer's qperational
security needs.

7.11.1.2 Goals:
e | solutions meet security requirements; and

¢ | solutions meet the customer's operational security needs.

7.11.1.3 Base Practice List

BP.11.01 Identify the solution,to be verified and validated.
BP.11.02 Define the approach and level of rigour for verifying and validating each solution.

BP.11.03 Verify _that "the solution implements the requirements associated with the highgr level of
abstraction.

BP.11.04 _\Validate the solution by showing that it satisfies the needs associated with the preyious level
of abstraction, ultimately meeting the customer's operational security needs.

BP.11.05 Capture the verification and validation results for the other engineering groups.

7.111.4 Process Area Notes

This process area is an important part of system verification and validation and occurs at all levels of
abstraction. Security architectures and designs are normally arranged hierarchically each succeeding level
providing more detail about the design that the previous one. Solutions include everything from operational
concepts to architectures to implementations and span the entire information system, including environment
and procedures.

In the interest of obtaining objective results, the verification and validation group should be a group that is
different than the engineering groups; however, the group may be working side-by-side with the engineering
groups. The results of both verification and validation may be fed back to the entire engineering groups at any
time during the solution life cycle. Verification and validation are sometimes associated with the concepts of
correctness and effectiveness.
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When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA06.

7.11.2 BP.11.01 - Identify Verification and Validation Targets

Identify the solution to be verified and validated.

7.11.2.1 Description

The purpose of this base practice is to identify the targets of the verification and validation activities.
Verification demonstrates that the solution is correctly implemented, while validation demonstrates that.the
solution ig| effective. This involves coordination with all the engineering groups throughout the life cycle.

7.11.2.2 |Example Work Products:

e verifigation and validation plans - definition of the verification and validation effort (includes resourcgs,
schedule, work products to be verified and validated).

7.11.2.3 [Notes

Many work products can be verified and validated, spanning a wide rangeXof abstraction and complexity.
These indlude requirements, designs, architectures, implementations, hatdware items, software items, and
test plans| Work products associated with operation and maintenancefja system can also be verified and
validated, [including system configuration, user documentation, trainingumnaterials, and incident response plans.

7.11.3 BR.11.02 - Define Verification and Validation Approach

Define thg approach and level of rigour for verifying and validating each solution.

7.11.3.1 |Description

The purpdse of this base practice is to define th€ approach and level of rigour for verifying and validating each
solution. Ifentifying the approach involves sélecting how each requirement is verified and validated. The leyel
of rigour $hould indicate how intense the*scrutiny of the verification and validation effort should be and|is
influenced by the output of the assurance strategy from PAO6. For example, some projects may requirq a
cursory inspection for compliance-with the requirements and others may require much more rigorqus
examinatipn.

The metHodology should also“include a means to maintain traceability from the customer's operational
security ngeds to securityrequirements to solutions to validation and verification results.

7.11.3.2 |Example-Work Products:

o test, analysis; demonstration, and observation plans - definition of the verification and validation methgds
to be pised (e.g., testing, analysis) and the level of rigour (e.g., informal or formal methods);

e test procedures - definition of the steps to be taken in the testing of each solution; and

e traceability approach - description of how verification and validation results will be traced to the
customer's security needs and requirements.

7.11.3.3 Notes
The security verification and validation approach should be compatible with the overall system verification and

validation approach. This will require significant coordination and interaction. Activities related to coordination
are described in PAQ7.
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7.11.4 BP.11.03 - Perform Verification

Verify that the solution implements the requirements associated with the higher level of abstraction.

7.11.4.1 Description

The purpose of this base practice is to verify that the solution is correct by showing that it implements the
requirements associated with the higher level of abstraction including the assurance requirements identified
as a result of PAO6. There are many methods of verifying requirements, including testing, analysis,
observation, and demonstration. The method to be used is identified in BP.11.02. Both the individual
refluirements and the overall system are examined.

7.11.4.2 Example Work Products:

e | raw data from test, analysis, demonstration, and observation - results from any-approachgs used in
verifying that the solution meets the requirements; and

¢ | problem reports - inconsistencies discovered in verifying that a solution mgetsthe requirements
7.11.4.3 Notes
Ngne.

7.11.5 BP.11.04 - Perform Validation

Vdlidate the solution by showing that it satisfies the needs associated with the higher level of apstraction,
ultimately meeting the customer's operational securitygeeds.

7.11.5.1 Description

THe purpose of this base practice is to validate that the solution satisfies the needs associated with fthe higher
leyel of abstraction. Validation demonstratés that the solution meets these needs effectively. Therelare many
ways to validate that these needs~have been met, including testing the solution in an opefational or
representative test setting. The method to be used is identified in BP.11.02.

7.11.5.2 Example Work Products:
e | problem reports - incensistencies discovered in validating that a solution meets the security neef;
¢ | inconsistenci€s)="areas where the solution does not meet the security needs; and

¢ | ineffectivelsolutions - solutions that do not meet the customer's security needs.

7.11.53¢ Notes

This practice is related o tfraceabllity.
7.11.6 BP.11.05 - Provide Verification and Validation Results
Capture the verification and validation results for engineering groups.

7.11.6.1 Description

The purpose of this base practice is to capture and provide the verification and validation results. The
verification and validation results should be provided in a way that is easy to understand and use. The results
should be tracked so that the traceability from needs, to requirements, to solution, and to test results is not lost.
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7.11.6.2 Example Work Products:
e test results - documentation of outcome of testing; and

e traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture, design,
implementation) to tests and test results.

7.11.6.3 Notes

None.
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Annex A
(normative)

Generic Practices

Generic Practices are specified in ISO/IEC 15504-2. The original contents of this Annex have been moved to
a new Annex D. which is informative. It is retained for backwards compatibility purposes.
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B.1 General

The SSE-
process a

Each prog
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process a

B.2 Gemneral Security Considerations

In additio
sections
Organizat

B.2.1 Pr|

The Proje
is risk relg
systems

Annex B
(normative)

Project and Organizational Base Practices

CMM® includes the Project and Organization process areas adapted from the SE-CMM®:.\Fhe
rfeas are an important part of the SSE-CMM® and for interpreting the generic practices.

ess area includes a “security considerations” section that indicates some considerations for applyi
5s area in the context of security engineering. This section also references related SSE-CMN
[eas.

 to the specific considerations on the interpretation sheet for each process area, the followi
nclude general considerations with respect to security engineering for all of the Project a
on process areas.

pject Risk vs. Security Risk

ct and Organization process areas use the term frisk.” In these cases, the reference to “Project Ri
ted to the successful completion of a project,addressing issues related to cost and schedule. T
ecurity engineering process areas address “Security Risk” activities as determining wheth

provide input to, and influence project risk management activities, though project and Organization proce

operation}l impacts due to residual security risks™are tolerable. Results of security risk assessments m
areas do mot address management of security risks referenced in the Engineering process areas.

B.2.2 Af

Although

developm
The proce
the proce
considera

B.2.3 Se

The term

plicability to Operational’Phase

the wording of the Project and Organization process areas seems to imply applicability to o
bnt aspects, the process’ areas apply equally to the operation and maintenance phase of a life cyg
ss areas will need to be interpreted for assessment or improvement purposes based on the view
5s areas that @re”applicable to an organization. The few exceptions are noted in the secu
ions area.

curity"Engineering vs. Systems Engineering

ng
1®

ng
nd

bK”
he
er
ay
Ss

nly
le.
of

ity

Systems Engineering” is used throughout the Project and Organization process areas (for examp

le,

“Improve

rganization’'s sysiems kEngineering Frocesses”). 1he use O these process areas, however,

is

broadly applicable. The term “Systems Engineering” should be substituted with the term “Security
Engineering” when the process areas are applied in the context of security engineering. Process areas also
need to address the security engineering perspective by ensuring the integration of security engineering with

other engi

neering disciplines.

B.2.4 Engineering Relationships

Systems engineering and security engineering relationships are indicated for each process area. Note there
are many relationships between the various process areas (in these sections only the major relationships are

identified)
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B.3 PA12 - Ensure Quality
B.3.1 Process Area

B.3.1.1 Security Considerations

PAO6 is related to ensure quality. Assurance can be considered a specific type of security related quality.

B.3.1.2 Summary Description

THe purpose of Ensure Quality is to address not only the quality of the system, but also the~quality of the
process being used to create the system and the degree to which the project follows the defined prqcess. The
underlying concept of this process area is that high-quality systems can only be consistently profuced if a
prpcess exists to continuously measure and improve quality. In addition, this process must be gddhered to
throughout the system life cycle. Key aspects of the process required to develop high-quality systems are
measurement, analysis, and corrective action.

B.p.1.3 Goals:

e | process quality is defined and measured; and
e | expected work product quality achieved.
B.p.1.4 Base Practice List

THe following list contains the base practices that are essential elements of good systems engineering:
BP.12.01 Identify quality requirements for.each work product.
BP.12.02 Ensure the defined systemcengineering process is adhered to during the system life cycle.
BP.12.03 Evaluate work produgct-measures against the requirements for work product quality.
BP.12.04 Measure the quality of the systems engineering process used by the project.

BP.12.05 Analyse duality measurements to develop recommendations for quality improyement or
corrective-action as appropriate.

BP.12.06 Obtain employee participation in identifying and reporting quality issues.
BP.12.07 Initiate activities that address identified quality issues or quality improvement oppdrtunities.

BP.12:08 Establish a mechanism or a set of mechanisms to detect the need for corrective|actions to
processes or products.

B.3.1.5 Process Area Notes

A successful quality program requires integration of the quality efforts throughout the project team and support
elements. Effective processes provide a mechanism for building in quality and reduce dependence on end-
item inspections and rework cycles.

This is not meant to imply that those managing and/or assuring the quality of work products and processes
are solely responsible for the quality of the work product outputs. On the contrary, the primary responsibility
for “building in” quality lies with the builders. A quality management process helps to ensure that all aspects of
quality management are seriously considered and acted upon by the organization and reflected in its products.
This increases the confidence of developers, management, and customers in the system's quality.
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The kinds of quality variances that may be addressed by this process area include technical content, such as
the particular values of derived or allocated requirements; and form issues (e.g., such as whether the
customer prefers instructions on product use to be in paper or electronic form). Higher than planned costs and
delays in the schedule can also be considered defects and would be dealt with as are other defects.

Organizations may wish to determine the variances, from expected values, of technical and other issues in
increments that correspond to the schedule commitments of the organization (e.g., if the organization has
committed to deliver or roll-out a product during a given week, then it would be wise to measure or determine
its progress, by measuring variances, on a weekly basis).

Wh t A ralet 4l £, £ Ll H H 4+ pu | H A £+ D D '
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indicate ifjan assurance argument is being satisfied. Refer to PA06.

The topic$ and content of Process Area 12 Ensure Quality are addressed in the Project Contro), Pracess|of
ISO/IEC 1]5288.

B.3.2 BR.12.01 - Identify the requirements for work product quality
Identify qyality requirements for each work product.

B.3.2.1 Pescription

Different types of work products and different specific work products may.Have different quality requirements.
These quality requirements should be identified when the work productis.defined.

B.3.2.2 Example Work Products:

e work product quality requirements; and

e genetlic work product quality requirements lists.
B.3.2.3 Notes

None.
B.3.3 BR.12.02 - Monitor Conformance to the Defined Process

Ensure thé¢ defined system engineering process is adhered to during the system life cycle.

B.3.3.1 Pescription

Ensure thiat the project's execution follows the defined system engineering process. Compliance should pe
checked at regularintervals. Deviations from the defined process and the impact of the deviation should pe
assessed jand.recorded.

B.3.3.2 Example Work Products:
e recorded deviations from defined systems engineering process;
e recorded impact of deviations from defined systems engineering process; and

e quality handbook (paper or on-line).
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B.3.3.3 Notes
The defined process can be monitored in a number of ways (e.g., a designated auditor/reviewer can

participate in or observe all (or a sample percentage of) process activities, or an auditor/reviewer may inspect
all (or a sample percentage of) in-process work products).

B.3.4 BP.12.03 - Measure Quality of the Work Product

Evaluate work product measures against the requirements for work product quality.

B.3.4.1 Description
Measuring the characteristics of the work product, related to conformance with requirements and $tandards,
correctness and timeliness, provides an indication of the quality of the system. MeaslUrements should be

dgsigned to assess whether the work product will meet customer and engineering(requirement$. Product
measurements should also be designed to help isolate problems with the system development process.

B.3.4.2 Example Work Products:

¢ | assessment of the quality of the product; and

e | product quality certification.

B.3.4.3 Notes

EXample approaches to measurement of work product quality include:
o | statistical process control of product measureménts at various points in the development proceds; and
e | measurement of a complete set of process results against requirements such as:
e specification value,

e planned value,

e tolerance band,

e demonstrated-value,

e demonstrated technical variance,

e current estimate, and

o ¢ \predicted technical variance.

B.3.5 BP.12.04 - Measure Quality of the Process

Measure the quality of the systems engineering process used by the project.

B.3.5.1 Description

The process that is used to create a quality product is as important as the quality of the product. It is important
to have a system development process that is checked by measurement so that degrading conditions are
identified early, before the final work product is produced and found to not meet requirements. Thus, having a
process that is measured may lead to less waste and higher productivity.
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B.3.5.2 Example Work Products:

e process quality certification.

B.3.5.3 Notes

Examples of tools to use in measuring the process include:

e process flow chart: can be used to determine which characteristics should be measured and to identify
potential sources of variation, in addition to defining the process;

e statistical process control on process parameters; and

e desigh of experiments.

B.3.6 BR.12.05 - Analyse Quality Measurements

Analyse quality using the measurements to develop recommendations for quality impfovement or correctjve
action, as|appropriate.

B.3.6.1 Pescription

Careful examination of all of the available data on product, process,{and project performance can reveal
causes of|problems. This information will then enable improvement of the process and product quality.

B.3.6.2 Example Work Products:

e analypis of deviations;

o failurg¢ analysis;

e defect reports;

e system quality trends;

e corregtive action recommendations; and
e causeg and effect diagrams.

B.3.6.3 Notes

Examples|of measdréments that support quality improvement include:

e trend|analysis, such as the identification of equipment calibration issues causing a slow creep in the
produgtparameters; and

e standards evaluation, such as determining if specific standards are still applicable due to technology or
process changes.

B.3.7 BP.12.06 - Obtain Participation

Obtain employee participation in identifying and reporting quality issues.
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B.3.7.1 Description
The development of a quality work product, using a quality process that is adhered to, requires the focus and

attention of all of the people involved. Ideas for improving quality need to be encouraged, and a forum needs
to exist that allows each employee to raise process quality issues freely.

B.3.7.2 Example Work Products:

¢ environment that promotes quality; and

e | captured inputs and resolutions from workers.
B.B.7.3 Notes

A fguality environment can be fostered by:

e | process action teams;

e | a quality assurance group with a reporting chain of command that is independent of the project; [and
¢ | an independent channel for reporting quality issues.

B3.8 BP.12.07 - Initiate Quality Improvement Activities

Inifiate activities that address identified quality issues or qualtity improvement opportunities.

B.3.8.1 Description

Inforder to continuously improve quality, specificdctions must be planned and executed. Specific aspects of
th¢ system development process that jeopardize product or process quality need to be identified and
corrected. This would include minimizing cumbersome or bureaucratic systems.

B.3.8.2 Example Work Products:

e | recommendations for impraving the systems engineering process;
e | quality improvement-plan; and

e | process revisions,

B.3.8.3 Notes

Effective_implementation of quality improvement activities requires input and buy-in by the work product team.

B39’ BP.12.08 - Detect Need for Corrective Actions

Establish a mechanism or a set of mechanisms to detect the need for corrective actions to processes or
products.

B.3.9.1 Description

Such a mechanism must be available throughout the life cycle of the product (development through
manufacturing through customer use). Mechanisms may include online reporting systems, workshops,
periodic reviews, customer focus groups, etc. Mechanisms must be available to all affected groups, including
design, manufacturing, customers, customer support, etc.
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B.3.9.2 Example Work Products:

B.3.9.3 Notes

ongoing database or repository containing identified needs, process improvements, and product
improvements;

clearly described processes, methods, and avenues for getting identified needs into a database or
repository;

identified needs for process improvement;

identified needs for product improvement; and

trouble reports.

This base] practice is critical to the effective use of systems engineering in the produgction; operations, and

maintenarjce life-cycle phases.
Needs for|corrective action are detected in this base practice. Corrective actions are-directed in PA15.

Trouble rgports also flow into this base practice from PA11.

B.4 PA13 - Manage Configurations
B.4.1 Prpcess Area

B.4.1.1 Becurity Considerations

In BP.13.02 the determination of the level of configuration units identified for a system/project should consider

the level df detail required by the assurance objectives in PAO6.

Manage CQonfigurations provides evidence to PA06. Also, the configuration management system selected

should its¢lf be managed according to PAO1.

B.4.1.2 Summary Description

The purpgse of Manage Cenfigurations is to maintain data on and the status of identified configuration units,
and to apalyse and coftnol changes to the system and its configuration units. Managing the system
configuratjon involves “providing accurate and current configuration data and status to developers and

customerg.

This process area is applicable to all work products that are placed under configuration management. An

example getofwork products that may be placed under configuration management could include hardwgre

B.4.1.3 Goals:

Control over work product configurations is maintained.

B.4.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

74

BP.13.01 Decide on an appropriate method for configuration management.

© ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

BP.13.02 Identify the indivisible units for configuration management.
BP.13.03 Maintain a repository of work product baselines.

BP.13.04 Control changes to established configuration units.

BP.13.05 Communicate status of configuration data, proposed changes, and access information to

affected groups.

B.4.1.5 Process Area Notes

TH

e configuration management function supports traceability by allowing the configuration to-be)tr

through the hierarchy of system requirements at any point in the configuration life cyclé.-Traqg

eS|

W
ne

W
ing

TH
B

De

tablished as part of the practices in PA10.

hen the practices of this process area are used to manage requirements, changes. to those req
ed to be iterated through PA10 to communicate the impact of changes to the customer or their su

hen tracking the performance of this process area, reviewing trends among-different Base Prad
icate if an assurance argument is being satisfied. Refer to PAQG.

e topics and content of PA 13 addressed in the Configuration Management Process of ISO/IEC 1

4.2 BP.13.01 - Establish Configuration Management Method

cide on an appropriate method for configuration management.

B.4.2.1 Description

TH

ree primary trade-off considerations will have an impact on the structure and cost of co

management, including:

the level of detail at which the configuration units are identified;
when the configuration units are placed under configuration management; and

the level of formalization fequired for the configuration management process.

B.4.2.2 Example Work Products:

guidelines for-identifying configuration units;
timeline for-placing configuration units under configuration management;

selected configuration management process; and

aced back
eability is

uirements
rogate.

tices may

b288.

hfiguration

selected configuration management process description.

B.4.2.3 Notes

Example criteria for selecting configuration units at the appropriate work product level include:

©l

need to maintain interfaces at a manageable level,
unique user requirements such as field replaceable units;
new versus modified design; and

expected rate of change.
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These criteria will affect the level of visibility into the design effort.

Example criteria for determining when to place work products under configuration management include:

e portio

n of the development life cycle that the project is in;

e if system element is ready for test;

e degre

e of formalization selected;

e cost3
e custo
Example ¢
e portio
e impa
e impa

e impa

nd schedule limitations; and

mer requirements.

riteria for selecting a configuration management process include:

n of the development life cycle;

t of change in system on other work products;

t of change in system on procured or subcontracted work products;

t of change in system on program schedule and funding; and

e requitements management.

B.4.3 BF

Identify th

B.4.3.1

A configu
managem|
establishe

level that
burden on

B.4.3.2
e work

e denti

.13.02 - Identify Configuration Units

e indivisible units for configuration management:

Description

ration unit is one or more work products that are treated as an indivisible unit for configurati
ent. The selection of work products for configuration management should be based on crite]
d in the selected configuratien®management strategy. Configuration units should be selected a

benefits the developers and)customers, but that does not place an unreasonable administrat
the developers.

Example Work Products:
product configuration; and

fied configuration units.

B.4.3.3

Notes

Configuration units in the area of requirements management could vary from individual requirements to

groupings

of requirements.

Configuration units for a system that has requirements on field replacement should have an identified

configurat

ion unit at the field-replaceable unit level.

B.4.4 BP.13.03 - Maintain Work Product Baselines

Maintain a repository of work product baselines.
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B.4.4.1 Description

This practice involves establishing and maintaining a repository of information about the work product
configuration. Typically, this consists of capturing data or describing the configuration units. This could also
include an established procedure for additions, deletions, and modifications to the baseline, as well as
procedures for tracking/monitoring, auditing, and the accounting of configuration data. Another objective of
maintaining the configuration data is to provide an audit trail back to source documents at any point in the
system life cycle.

B.4.4.2 Example Work Products:

B.#.4.3 Notes

In
trg
an

Sq
an

B,

Cq

B.4.5.1 Description

Cantrol is maintained over the work product configuration baseline. This includes tracking the config
each of the configuration units, approving a new configuration, if necessary, and updating the baseli

th
pr

idgntified for incorporating the change into the work product and other affected areas.

Changed configuration units are released after review and formal approval of configuration changes

ar

B

B.

IdIntified problems with the work product or requests to change the work product are analysed to

4.5.2 . Example Work Products:

decision database;
configuration baseline; and

traceability matrix.

the case of hardware configuration units, the configuration data would consist of specifications,
de study data, etc. Optimally, configuration data can be maintained in ‘electronic format to facilitaf
d changes to supporting documentation.

ftware configuration units typically include source code files; requirements and design data, and
d results.

4.5 BP.13.04 - Control Changes

ntrol changes to established configuration units:

impact that the change will have on the work product, program schedule and cost, and g
bducts. If, based upon Janalysis, the proposed change to the work product is accepted, a s

b not officiakuntil they are released.

drawings,
e updates

test plans

yuration of
he.

determine

ther work
thedule is

Changes

new work-product baselines

4.5.3 Notes

Change control mechanisms can be tailored to categories of changes (e.g., the approval process should be

sh

orter for component changes that do not affect other components).

B.4.6 BP.13.05 - Communicate Configuration Status

Communicate status of configuration data, proposed changes, and access information to affected groups.

©l
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B.4.6.1

Description

Inform affected groups of the status of configuration data whenever there are any status changes. The status
reports should include information on when accepted changes to configuration units will be processed, and
the associated work products that are affected by the change. Access to configuration data and status should
be provided to developers, customers, and other affected groups.

B.4.6.2

Example Work Products:

e status reports.

B.4.6.3
Examples
e proviq

° make

B.5 PA]
B.5.1 Pr|

B.5.1.1

Manage H
related tg
determinir
activities r

PAO7 sho

B.5.1.2

The purpg
the systen
life of the
systems €
project ca

B.5.1.3

e risks

Notes
of activities for communicating configuration status include:
e access permissions to authorized users; and

baseline copies readily available to authorized users.

4 - Manage Project Risks
pcess Area

Security Considerations
roject Risks refers to risk related to the successful completion of the project, addressing issu
cost and schedule. The Engineering process areas address “Security Risk” activities,
g whether operational impacts due to residual-security risks are tolerable. Results of security r

nay provide input to and influence project risk management activities.

Lld be taken into account to ensure that)security issues are addressed.

Summary Description

es
by
sk

se of Manage Project Risks-is to identify, assess, monitor, and mitigate risks to the success of b

ngineering activities\and the overall technical project effort, as the systems engineering effort on
hnot be considered successful unless the overall technical effort is successful.

Goals:

o the program are identified, understood, and mitigated.

th

s engineering activitiessand the overall technical effort. This process area continues throughout the
project. Similar to PA16"and PA15 process areas, the scope of this process area includes both the

he

B.5.1.4

Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.14.01

mitigating, and monitoring risks for the life of the project.

BP.14.02 Identify project risks by examining project objectives with respect to the alternatives a

constraints, and identifying what can go wrong.

BP.14.03 Assess risks and determine the probability of occurrence and consequence of realization.

78

Develop a plan for risk management activities that is the basis for identifying, assessing,

nd
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BP.14.04 Obtain formal recognition of the project risk assessment.

BP.14.05 Implement the risk mitigation activities.

BP.14.06  Monitor risk mitigation activities to ensure that the desired results are being obtained.

B.5.1.5 Process Area Notes

All system development efforts have inherent risks, some of which are not easily recognized. Especially early

on, the likelihood of known risks and the existence of unknown risks should be sought out.

Poor risk

management is often cited as a primary reason for unsatisfied customers, and cost or schedule
Egrly detection and reduction of risks avoids the increased costs of reducing risks at a more advanc
syptem development.

It js important to note the distinction among risk types, analysis, and management, approach.

minagement operates on all three dimensions (e.g., analysing developer risk. primarily deals
management approach, i.e., profit and market building; whereas analysing user. risk primarily is

with types and analysis, i.e., mission and goal satisfaction).

When tracking the performance of this process area, reviewing trends among different Base Prag
indicate if an assurance argument is being satisfied. Refer to PAQG.

THe topics and content of PA14 are addressed in the Risk Management Process of ISO/IEC 1

important to understand that neither PA14 nor the Risk Management Process of ISO/IEC 15288
Sqcurity Risk, but are exclusively focused on the risks that arisé.to the performance of the project.

BJ5.2 BP.14.01 - Develop Risk Management Approach

Degvelop a plan for risk management activities that is the basis for identifying, assessing, mitig
monitoring risks for the life of the project.

B.p.2.1 Description

THe purpose of this base practice is o develop an effective plan to guide the risk management activ

overruns.
bd state of

Good risk
with the
concerned

tices may

b288. It is
deal with

ating, and

ties of the

project. Elements of the plan should-include identification of members of the risk management team and their

regponsibilities; a schedule of-regular risk management activities, methods, and tools to be emplo
identification and mitigation;"and methods of tracking and controlling risk mitigation activities. The p
algo provide for the assessment of risk management results.

B.p.2.2 Example Work Products:

¢ | risk management plan.

B.p.2.3 - Notes

bed in risk
an should

Examples of risk management approaches include:

e use a spiral management approach where the objectives for the next cycle and the objectives for the

overall project are clarified and documented periodically;

o formally identify and review risks at the beginning of each cycle and develop mitigation approaches; and

e atthe end of each cycle, review progress made in reducing each risk.
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B.5.3 BP.14.02 - Identify Risks

Identify project risks by examining project objectives with respect to the alternatives and constraints, and
identifying what can go wrong.

B.5.3.1 Description

Examine the project objectives, the project plans (including activity or event dependencies), and the system
requirements in an orderly way to identify probable areas of difficulties and what can go wrong in these areas.
Sources of risk based on past experience should be considered to identify potential risks. This activity is
enacted during PA16. Establishing critical development dependencies and providing tracking and correctjve
action is performed in PA15.

e list of|identified risks.

Examples|of activities to identify risks include:

e develpp a common risk classification scheme or risk taxonomy te, categorize risks. This taxonomy
contains the history of risks for each category, including probabilities of occurrence (which system
elemgnts contribute most to risk), estimated cost of occurrence, and mitigation strategies. This practicq is
very yseful in improving risk estimates and in reusing successfultisk-mitigation [Charette 89].;

e focus|mitigation resources and controls on system elements-which contribute most to risk;

e colleqgt all the information specifying project and .systems engineering objectives, alternative technical
strategies, constraints, and success criteria. Ensure’ that the objectives for the project and the systefns
engingering effort are clearly defined. For each. alternative approach suggested to meet the objectives,
document items that may prevent attainment of the objectives: these items are risks. Following this
proceflure results in a list of risks per alternative approach. Note that some risks will be common acrossiall
the alfernatives; and

e interview technical and management personnel to uncover assumptions and decisions leading to rigk.
Use hjstorical data from similar(projects to find out where problems have arisen in similar contexts.

B.5.4 BR.14.03 - Assess Risks

Assess ridks and determine the probability of occurrence and consequence of realization.

B.5.4.1 Pescription

Estimate the chance of potential loss (or gain) and the consequence if the prewously |dent|f|ed r|sks occyr.
Analyse t
risks. The anaIyS|s methodology should take into account factors such as the probab|I|ty of failure due to the
maturity and complexity of the technology.

B.5.4.2 Example Work Products:

e risk assessment.
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B.5.4.3 Notes

Examples of activities to assess risks include:

e develop standards for estimating the probability and cost of risk occurrence. Possible standards range
from a simple high-moderate-low qualitative scale to quantitative scales in dollars and probability to the

nearest tenth of a percent; and

o establish a practical standard based on the project's size, duration, overall risk exposure, system domain,
and customer environment [Charette 89].

BJ5.5 BP.14.04 - Review Risk Assessment

Obtain formal recognition of the project risk assessment.

B.p.5.1 Description

Rgview adequacy of the risk assessment and obtain a decision to proceed, maédify, or cancel the effort based
onfrisks. This review should include the potential risk mitigation efforts and their'probability of succegs.

B.p.5.2 Example Work Products:

o | risk mitigation strategy.

B.p.5.3 Notes

EXamples of activities to review the risk assessment include:
¢ | hold a meeting of all stakeholders of the project internal to the company to present the risk assessment.
To help communicate a sense of control over the risks, present possible mitigation strategies plong with

each risk; and

e | obtain agreement from the attendees that the risk estimates are reasonable and that np obvious
mitigation strategies are being everlooked.

BJ5.6 BP.14.05 - Execute'Risk Mitigation

Implement the risk mitigation activities.

B.p.6.1 Description

Risk mitigation' activities may address lowering the probability that the risk will occur or lowering the extent of
thé damage*the risk causes when it does occur. For risks that are of particular concern, several risk{ mitigation
adtivitiesimay be initiated at the same time.

B.5.6.2 Example Work Products:

e risk mitigation plan.

B.5.6.3 Notes

Examples of activities to mitigate risks include the following:

o to address the risk that the delivered system will not meet a specific performance requirement, build a
prototype of the system or a model that can be tested against this requirement. This type of mitigation
strategy lowers the probability of risk occurrence;
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e to address the risk that the delivery schedule will slip due to a subsystem not being available for
integration, develop alternative integration plans with different integration times for the risky subsystem. If
the risk occurs (i.e., the subsystem is not ready on time), the impact of the risk on the overall schedule will

be les

e usep

s. This type of mitigation strategy lowers the consequence of risk occurrence; and

redetermined baselines (risk referents) to trigger risk-mitigation actions [Charette 89].

B.5.7 BP.14.06 - Track Risk Mitigation

Monitor risk mitigation activities to ensure that the desired results are being obtained.

B.5.7.1

On a regu
results, ar

B.5.7.2
e risks
e risk t3
B.5.7.3

For a proj

B.6 PA
B.6.1 Pr|

B.6.1.1

PAO8 and
the systen

PAO7 sho

B.6.1.2

The purpg

risks. Visibility,encourages timely corrective action when performance deviates significantly from plans.

Description

lar basis, examine the results of the risk mitigation that have been put into effect, to-measure f{
d determine whether the mitigation have been successful.

Fxample Work Products:
atus; and

xonomy.

Notes

5 - Monitor and Control Technical Effort
pcess Area

Security Considerations

PAO1 need to be taken intd account both during the development effort and during the operation
.

Lld be taken into account to ensure that security issues are addressed.

Summary Description

se of Menitor and Control Technical Effort is to provide adequate visibility of actual progress a

Monitor a

he

pct with a development schedule of about six months, re-assess risks every two weeks. Re-estimate
the probability and consequence of each risk occurrence.

of

nd

ts,

results, and risks against its documented estimates, commitments, and plans. A documented plan is used as
the basis for tracking the activities and risks, communicating status, and revising plans.

B.6.1.3 Goals:

° the te

82

chnical effort is monitored and controlled.
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6.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

B.

Si

Pr

pl
th
re

W

BP.15.01 Direct technical effort in accordance with technical management plans.
BP.15.02 Track actual use of resources against technical management plans.

BP.15.03 Track performance against the established technical parameters.

BP.15.04  Review performance against the technical management plans.

BP.15.05 Analyse issues resulting from the tracking and review of technical parameters to
corrective actions.

BP.15.06 Take corrective actions when actual results deviate from plans.

p.1.5 Process Area Notes

actual accomplishments and replanning the remaining:work, or taking actions to improve perfo
juce risks.

determine

milar to PA16, this process area applies to the project's technical activities as well as to the¢ systems
engineering effort.

bgress is primarily determined by comparing the actual effort, wotk product sizes, cost, and schedlule to the
plan when selected work products are completed and at selected’milestones. When it is determingd that the
ins are not being met, corrective actions are taken. These\actions may include revising the plans to reflect

fmance or

hen tracking the performance of this process arga, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Refer to PAQG.

THe topics and content of PA15 are_addressed in two processes of ISO/IEC 15288, namely Project

Adsessment Process and Project Control Process.

B,

Di

.b6.2.1 Description

.p.2.2 . Example Work Products:

6.2 BP.15.01 - Direct Technical Effort

rect technical effort in aceordance with technical management plans.

rry out the teghnical management plans created in the Plan Technical Effort process area. Th
olves technigal direction of all of the engineering activities of the project.

s practice

matrix of responsibilities:

B.

work authorizations.

6.2.3 Notes

Effective technical direction includes the use of appropriate communication mechanisms and timely
distribution of technical information to all affected parties. All technical direction must be captured to preserve
the basis for decisions and actions.

©l
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B.6.3 BP.15.02 - Track Project Resources

Track actual use of resources against technical management plans.

B.6.3.1 Description

Provide current information on the use of resources during the project to help adjust the effort and plans when
needed.

B.6.3.2

o resource usage.

Tracking ¢ost includes comparing the actual costs to the estimates documented in the project plan to identify
potential qverruns and underruns.

B.6.4 BR.15.03 - Track Technical Parameters

Track performance against the established technical parameters.

establish in the technical management plan. These meaSurements are compared to the thresholds
established in the technical management plan so that warnings of problems can be communicated |to
B.6.4.2 xample Work Products:

e profil¢ of technical performance management.
B.6.4.3 Notes

Example Practice: For each technical parameter, define a bench marking activity that will be used to obtain
the measyrement. Use personsfroam outside the control of the project manager to perform the bench marking
activities tp ensure objective mheasurements. Periodically perform the bench marking activity and compare the
actual mepsurement with the-planned values of the parameters.

B.6.5 BR.15.04 - Review Project Performance

Review pgrformance against the technical management plans.

B.6.5.1 Description

The performance of the project and its products is reviewed periodically and when technical parameter
thresholds are exceeded. The results of analysing the measurements of technical performance are reviewed,
along with other indicators of technical performance, and corrective action plans are approved.

B.6.5.2 Example Work Products:
e change requests for the technical management plan; and

e approved corrective actions.
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B.6.5.3 Notes
Examples of reviewing performance include:

¢ holding a meeting of all stakeholders of the project internal to the organization to present analyses of
performance and suggested corrective actions; and

e writing a status report which forms the basis of a project review meeting.

B.6.6 BP.15.05 - Analyse Project Issues

Analyse issues resulting from the tracking and review of technical parameters to determine corréective actions.

B.6.6.1 Description

Ngw project issues surface frequently and continuously through the project life cycle. Timely identification,
analysis, and tracking of issues is crucial to controlling project performance.

B.p.6.2 Example Work Products:
e | analysis of project performance issues; and

e | approved corrective actions.

B.6.6.3 Notes

Ngw information is integrated with historical project:data. Trends that are hurting the project arelidentified,
along with new issues that indicate risks to the project's success. Obtain more detailed data, as ngeded, for
isgues and trends that are inconclusive. Analysisfrequently requires modelling and simulation tools [as well as
outside expert opinions.

Bl6.7 BP.15.06 - Take Corrective:Action

Tdke corrective actions when technical parameters indicate future problems or when actual results deviate
frgm plans.

B.6.7.1 Description
When corrective attions are approved, take the corrective actions by reallocating resources,| changing

méethods and procedures, or increasing adherence to the existing plans. When changes to thg technical
management plan-are necessary, employ the practices of PA16 to revise the plan.

B.6.7.2 . ‘Example Work Products:

e | “fesource reallocation;

e changes to methods and procedures; and
e change orders.

B.6.7.3 Notes

This base practice covers whatever actions are needed to prevent anticipated problems or to correct the
problems discovered. The possible actions taken under this base practice are varied and numerous.
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B.7 PA16 - Plan Technical Effort

B.7.1 Process Area

B.7.1.1

Security Considerations

PAOQ7 should be taken into account, particularly during the performance of BP.16.05 for the entire life cycle of
the project, and BP.16.06 to support effective interaction with the customers and suppliers.

B.7.1.2 fummwy'nwmp\'ibn
The purpgse of Plan Technical Effort is to establish plans that provide the basis for scheduling, costing,

controlling
developm

, tracking, and negotiating the nature and scope of the technical work involved in syst%m
bnt, manufacturing, use, and disposal. System engineering activities must be integrated into

comprehensive technical planning for the entire project.

Plan Technical Effort involves developing estimates for the work to be performed,{obtaining necessary

commitmgnts from interfacing groups, and defining the plan to perform the work.

B.7.1.3 [Goals:

e all aspects of the technical effort are planned.

B.7.1.4 PBase Practice List

The following list contains the base practices that are essential €lements of good systems engineering:
BP.16.01 Identify resources that are critical to the t&chnical success of the project.

BP.16.02 Develop estimates for the factorscthat affect the magnitude and technical feasibility of the

BP.16.03 Develop cost estimates for all technical resources required by the project.
BP.16.04 Determine the techpical process to be used on the project.

BP.16.05 Identify technigal activities for the entire life cycle of the project.

project.

BP.16.06 Define specific processes to support effective interaction with the customer(s) and

BP.16.07 Develop technical schedules for the entire project life cycle.

BP.16.08 Establish technical parameters with thresholds for the project and the system.

supplier(s).

BP.1

.09 Use the information gathered in planning acfivities to develop technical management plans
that will serve as the basis for tracking the salient aspects of the project and the systems
engineering effort.

BP.16.10 Review the technical management plans with all affected groups and individuals, and obtain

86

group commitment.
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B.7.1.5 Process Area Notes

Planning begins with an understanding of the scope of the work to be performed, along with the constraints,
risks, and goals that define and bound the project. The planning process includes steps to estimate the size of
work products, estimate the resources needed, produce a schedule, consider risks, and negotiate
commitments. Iterating through these steps may be necessary to establish a plan that balances quality, cost,

an

d schedule goals.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA0G.

TH

B,

e topics and content of PA16 are addressed in the Project Planning Process of ISO/IEC 15288.

7.2 BP.16.01 - Identify Critical Resources

Identify resources that are critical to the technical success of the project.

B.

Cr
fo
re
Siff

B.

B.

EX

7.2.1 Description
tical resources are resources that are essential to the success of the project and that may not be
the project. Critical resources may include personnel with special, skills, tools, facilities, or da

sources can be identified by analysing project tasks and schedulés, and by comparing this p
hilar projects.

7.2.2 Example Work Products:
identified critical resources.

7.2.3 Notes

ample practice: Examine the project schedules and think of the types of resources required at ea

time. List resources that are not easjly-obtainable. Cross check and augment this list by t

en

B,

De

B.

Th
sin
co

Hi

gineering skills that are required to-synthesize the system and work products.

7.3 BP.16.02 - Estimate Project Scope

velop estimates for the factors that affect the magnitude and technical feasibility of the project.

7.3.1 Description

e project's scape and size can be estimated by decomposing the system into component elemen
hilar to those of other projects. The size estimate can then be adjusted for factors such as diff
mplexity or'other parameters.

stofical sources often provide the best available information to use for initial size estimates. These

b available
a. Critical
oject with

ch point in
hinking of

ts that are
prences in

estimates

Wi

| be' refined as mare information on the current system becomes available

B.7.3.2 Example Work Products:

©l

estimates of the scope of the system;
number of source lines of code;
number of cards of electronics;
number of large forgings; and

number of cubic yards of material to be moved.
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B.7.3.3 Notes
Example practice: Analyse the available project documentation, and interview project personnel to determine
the main technical constraints and assumptions. Identify the possible highest level technical approaches and

the factors that may keep the project or the systems engineering effort from being successful. Identify the
major technical parameters and estimate the acceptable range for each parameter.

B.7.4 BP.16.03 - Estimate Project Costs

Develop cost estimates for all technical resources required by the project.

B.7.4.1 Pescription
A detailed estimate of project costs is essential to good project management, whether or not a ‘customer
requires it. Estimates of project costs are made by determining the labour costs, matetial’ costs, and
subcontragtor costs based on the schedule and the identified scope of the effort. Both direct-costs and indirg¢ct
costs (su¢h as the cost of tools, training, special test and support items) are included, For labour costs,
historical parameters or cost models are employed to convert hours to dollars based an job complexity, todls,

available [skills and experience, schedules, and direct and overhead rates. /Appropriate reserves 4re
established, based on identified risks.

B.7.4.2 Example Work Products:

o total Inbour cost by skill level and schedule;

e cost of material by item, vendor, and schedule;
e cost g9f subcontracts by vendor and schedule;
e cost gf tools;

e cost of training; and

e  suppgrting rationale.

B.7.4.3 Notes

A considefable amount of project data such as scope, schedule, and material items must be collected prior|to
estimatingd costs. Checklists.and historical data from other projects can be used to identify cost items that may

otherwise|be overlooked. Mariance reports and “lessons-learned” documents are typically good sources of this
type of infprmation.

B.7.5 BR.16.04.=.Determine Project's Process

Determing the technical process to be used on the project.

B.7.5.1 Description
At the highest level, the technical process should follow a life-cycle model based on the characteristics of the
project, the characteristics of the organization, and the organization's standard process. Typical life-cycle

models include waterfall, evolutionary spiral, and incremental. In the process definition, include process
activities, inputs, outputs, sequences, and quality measures for process and work products.

B.7.5.2 Example Work Products:

e selected systems engineering process for the project.
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B.7.5.3 Notes
Establish and maintain an integrated management plan that defines the project's interaction with all internal

and external organizations (e.g., the subcontractor) performing the technical effort. Include the planned project
life-cycle model for the project and specific project activities.

B.7.6 BP.16.05 - Identify Technical Activities

Identify technical activities for the entire life cycle of the project.

B.7.6.1 Description

Prpject and systems engineering activities may be selected from applicable standards, known best practice
within the industry segment, reference models such as the SSE-CMM®, or the organization's| historical
experience.

B.7.6.2 Example Work Products:

¢ | identified technical activities.

B.f.6.3 Notes

Uge historical records from similar projects, where possible,.40) develop the list of activities and to gain
confidence that the list is complete. Use the “rolling wave” paradigm for planning. The “rolling wave’| paradigm
is psed to define near-term activities more precisely than activities that start later in the project.

ExXample Practice: The systems engineering activities"would be decomposed into activities planned for the
neixt three months until each activity is approximately two weeks in duration. Activities 3 to 12 mopths away
shpould be planned at approximately a month incduration. Activities starting more than a year away can be
dgscribed at a very high level, approximatelystwo months in duration. For the non systems engineering
te¢hnical activities, use this same method while working with other disciplines according to the prgcess area
PAQ9.

BJ7.7 BP.16.06 - Define Project Interface

Dgfine specific processes to.support effective interaction with customer(s) and supplier(s).

B.7.7.1 Description

Prpject interfaces(include all those with organizations and individuals who are necessary to succesgful project
execution, whether they are inside or outside the project group. Types of interaction include ipformation
exchange, tasking, and deliveries. Methods and processes (including controls) for interaction are established
as| appropriate for the parties that are interacting.

B.f{Z2° Example Work Products:

o defined processes for project interfaces.

B.7.7.3 Notes

For the project, identify the groups internal and external to your organization that the project needs to interact
with in order to be successful. For each group, perform the base practices of PA09 to define and implement
each interface in terms of interaction mechanisms, interaction frequency, and problem resolution mechanisms.
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B.7.8 BP.16.07 - Develop Project Schedules

Develop technical schedules for the entire project life cycle.

B.7.8.1 Description

Project schedules include system and component development, obtaining procured items, training, a

nd

preparing the engineering support environment. Schedules are based on verifiable effort models or data for
identified tasks, and they must allow for task interdependencies and the availability of procured items.

Schedules should also include slack time appropriate for identified risks. All affected parties must review a

nd

commit to|the schedule.

B.7.8.2 Example Work Products:

e proje¢t schedules.

B.7.8.3 Notes
Scheduleg typically include both customer and technical milestones.

Example Practice: Within project constraints (contractual, market timing, customer-provided inputs, et
define system increments consistent with the overall technical approach. Each’increment should provide md
system cgpability from the user's point of view. Estimate the additional/staff hours required to develop ed
increment

2,
re
ch

To create| a schedule that uses resources at a level rate, select”dates for completion of each increment

proportional to the amount of work required to develop the increment. Derive detailed schedules for techni

cal

activities yithin each increment by sequencing the activities\from the start of the increment and taking into

account dependencies between activities.

For an eyent-driven schedule, the loading is typically not level. For non critical path activities, it may
necessary to adjust the activity duration, activity_sequencing, or activity start dates to avoid unaccepta
resource peaking.

B.7.9 BR.16.08 - Establish Technical Parameters

Establish fechnical parameters with thresholds for the project and the system.

B.7.9.1 escription

Establish key technical’ parameters that can be traced over the life of the project and that will serve as
progress indicators _forrmeeting the ultimate technical objectives. Key technical parameters can be identifi
through interaction.with the customer, customer requirements, market research, prototypes, identified risks,
historical experience on similar projects. Each technical parameter to be tracked should have a threshold
tolerance [beyond which some corrective action would be expected. Key technical parameters should ha

be
ble

n_
ed
or
or
ve

pre-planngdassessments scheduled at useful points in the project schedule.

B.7.9.2 Example Work Products:

e technical parameters; and

e technical parameter thresholds.
Examples of technical parameters include:
e payload capacity of cargo aircraft;

e sensor resolution;
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e portable stereo weight;

e automobile gas mileage; and
e video monitor distortion.
B.7.9.3 Notes

Example Practice: Identify aspects of the system that are primary drivers of system performance. Develop a
metric for each aspect that can be tracked over time while the system is being developed.

B)7.10 BP.16.09 - Develop Technical Management Plan

Uge the information gathered in planning activities to develop technical management plans that will serve as
the basis for tracking the salient aspects of the project and the systems engineering effort.

B.7.10.1 Description

Edtablish and maintain an integrated management plan that defines projéct ‘interaction with all infernal and
external organizations (e.g., the subcontractor) performing the technical €ffort.

B.7.10.2 Example Work Products:

e | technical management plan.

B.[.10.3 Notes

Tgchnical management plans typically include:

e | plans for developing the system; and

~

¢ | plans for interacting with other organizations (e.g., subcontractors) performing the technical effo

BJ7.11 BP.16.10 - Review and Approve Project Plans

Rgview the technical mahagement plans with all affected groups and individuals, and obthin group
commitment.

B.7.11.1 Description

THe objective\of project plan reviews is to ensure a bottom-up, common understanding of thg process,
resources,schedule, and information requirements by affected groups and individuals throughout the project.
Inputs oen>the project plan are solicited from all responsible organizational elements and prgject staff.
Whernever possible, these inputs are incorporated to build team ownership of the plans. If an input |s rejected
or|madified, feedback is provided to the individual who gave the input. Interim and completed project plans are
distributed for review. A commitment to the project plans should be obtained from all groups comprising the
project team.

B.7.11.2 Example Work Products:
e interface issues between disciplines/groups;
e  risks;

e project plan inputs;
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e project plan comments; and

e project plan issues and resolutions.

B.7.11.3 Notes

Affected g

roups and individuals typically include:

e software engineering;

e hardv
e mand
° mang
e custo
e users|
e partn
e subcg
Example §
be differe
technical
commentg

B.8 PAS

B.8.1 Pr|

B.8.1.1

This proce
the term
organizati

Base praqg
engineerir
security e

are engineering;
facturing;
gement;

mers;

brs; and

ntractors.

Practice: ldentify questions that each group should answer:as part of their review (the questions m

management plans to the groups and, at the pre-arranged time, meet with them to discuss th

7 - Define Organization's Systems Engineering Process
pcess Area

Security Considerations

ss area uses the term~“Systems Engineering”. However, this process area is broadly applicable a
Systems Engineering:-Can be replaced with the term “Security Engineering” when assessing
bn's security engineering capability.

tices need todaddress the integration of security engineering with systems engineering and oth
g disciplines. Therefore, PA07 should be taken into account when defining the organizatio
Ngineeringprocess.

nt for different groups.) Communicate to the groups how. the review will be conducted. Provide the

. Produce a list of issues from the reviewers' comments and work on each issue until it is resolved.

ay

el

d

=}

er
n's

B.8.1.2

Summary Description

The purpose of Define Organization's Systems Engineering Process is to create and manage the
organization's standard systems engineering processes, which can subsequently be tailored by a project to

form the u

nique processes that it will follow in developing its systems or products.

Define Organization's Systems Engineering Process involves defining, collecting, and maintaining the process
that will meet the business goals of the organization, as well as designing, developing, and documenting
systems engineering process assets. Assets include example processes, process fragments, process-related
documentation, process architectures, process-tailoring rules and tools, and process measurements.
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B.8.1.3 Goals:

o A standard systems engineering process is defined for the organization.

B.8.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.17.01 Establish goals for the organization's systems engineering process from the organization's
business goals.

BP.17.02 Collect and maintain systems engineering process assets.
BP.17.03 Develop a well-defined standard systems engineering process for the organization.

BP.17.04 Define guidelines for tailoring the organization's standard systems engineering process for
project use in developing the project's defined process.

B.B.1.5 Process Area Notes
THis process area covers the initial activities required to collect and ‘maintain process assets, induding the
organization's standard systems engineering process. The improvement of the process asset$ and the
organization's standard systems engineering process are covered-in PA18.

When tracking the performance of this process area, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Referto’PA0G.

THe topics and content of Process Area 17 Define Organization's Systems Engineering Prpcess are

addressed in two Processes of ISO/IEC 15288, -namely System LifeCycle Management (part the¢reof) and
some of the activities of the Resources Management Process.

B{8.2 BP.17.01 - Establish Process Goals
Edtablish goals for the organization!s'systems engineering process from the organization's business|goals.
B.B.2.1 Description
THe systems engineering _process operates in a business context, and this must be explicitly recpgnized in

ordler to institutionalize the organization's standard practice. The process goals should consider the financial,
quality, human reselrce, and marketing issues important to the success of the business.

B.B.2.2 Example Work Products:

e | goals-of the organization's systems engineering process;

o fequirementsforthe-organization's-standard-systems-engineering-process:
e requirements for the organization's process asset library; and

e process asset library.

B.8.2.3 Notes

Establishing goals may include determining the tradeoff criteria for process performance based on time-to-
market, quality, and productivity business issues.
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B.8.3 BP.17.02 - Collect Process Assets

Collect and maintain systems engineering process assets.

B.8.3.1 Description

The information generated by the process definition activity, both at the organization and project levels, needs
to be stored (e.g., in a process asset library), made accessible to those who are involved in tailoring and
process design efforts, and maintained so as to remain current.

B.8.3.2 xample Work Products:
e instructions for use of a process asset library;
e desigh specifications for a process asset library; and

e  procegss assets.

B.8.3.3 otes
The purpgse of a process asset library is to store and make available process assets that projects will find
useful in defining the process for developing the system. It should contain, examples of processes that hgve
been defiped, and the measurements of the process. When the organization's standard systems engineering

process has been defined, it should be added to the process asset library, along with guidelines for projects|to
tailor the grganization's standard systems engineering process when defining the project's process.

Process assets typically include:

e the ofjganization's standard systems engineering process;

e the approved or recommended development life(cycles;

e proje¢t processes together with measurements collected during the execution of the processes;
e guidelines and criteria for tailoring the organization's standard systems engineering process;

e process-related reference docimentation; and

e measurements of the project's process.
B.8.4 BR.17.03 - Develop Organization's Systems Engineering Process
Develop g well-defined standard systems engineering process for the organization.

B.8.4.1 Pescription

The organization's standard systems engineering process is developed using the facilities of the process
asset library. New process assets may be necessary during the development task and should be added to the
process asset library. The organization's standard systems engineering process should be placed in the
process asset library.

B.8.4.2 Example Work Products:

e organization's standard systems engineering process;
e inputs to training; and

e inputs to systems engineering process improvement.
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B.8.4.3 Notes

The standard systems engineering process should include the interfaces to the organization's other defined
processes. In addition, references used to define the systems engineering process (e.g., military standards,
IEEE standards) should be cited and maintained.

To develop the standard systems engineering process, an organization can identify all the process elements
or activities of the organization's system engineering process. The organization must evaluate the process

elements for consistency of inputs and outputs, redundant activities, and missing activities. Inconsistencies
must be resolved between process elements and provision made for appropriate sequencing and verification

featares—Fheresultingprocess—shotutd-beweltdefired——m

A ell-defined process includes:

e | readiness criteria;

e | inputs;

e | standards and procedures; and
e | verification mechanisms:

e  peer reviews,

e outputs, and

e completion criteria [SPICE94].

Bi8.5 BP.17.04 - Define Tailoring Guidelines

Dgfine guidelines for tailoring the organization's standard systems engineering process for projgct use in
dgveloping the project's defined process.

B.B.5.1 Description
Since the organization's standard systems engineering process may not be suitable for every project's
sitpiation, guidelines for tailaring it are needed. The guidelines should be designed to fit a variety of situations,

while not allowing projects to bypass standards or substantial and important practices predgcribed by
organization policy that-must be followed.

B.B.5.2 Example/Work Products:
¢ | tailoring.guidelines for the organization's standard systems engineering process.

B.B.5.3.  Notes

Guidelines should enable the organization's standard systems engineering process to be tailored to address
contextual variables such as the domain of the project; the cost, schedule, and quality tradeoffs; the
experience of the project's staff; the nature of the customer; the technical difficulty of the project, etc.
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B.9 PA18 - Improve Organization's Systems Engineering Processes
B.9.1 Process Area

B.9.1.1 Security Considerations

In Improve Organization's Systems Engineering Processes, the term “Systems Engineering” is used. This
process area however, is broadly applicable and the term Systems Engineering is substituted with the term
“Security Englneermg when assessmg an organlzatlons securlty engineering capablllty In addltlon base
practices peed-to-address-the integrationof secu engineesring S

B.9.1.2

The purpg
continuous
organizati
organizatipn's business goals, analysing the performance of the processes, and explicitly planning and
deployinglimprovements to those processes.

B.9.1.3 [Goals:

e Imprdvements to the standard systems engineering process are planned and implemented.

B.9.1.4 PBase Practice List

The foIIovling list contains the base practices that are essential glements of good systems engineering:

BP.18.01 Appraise the existing processes being-performed in the organization to understand their

strengths and weaknesses.

BP.18.02 Plan improvements to the organization's processes based on analysing the impact|of
potential improvements on achieving the goals of the processes.

BP.18.03 Change the organization's standard systems engineering process to reflect targefed
improvements.

BP.18.04 Communicate/process improvements to existing projects and to other affected groups, fas
appropriate.

B.9.1.5 Process Area,;Notes

This process areadcovers the continuing activities to measure and improve the performance of systems
engineering processes in the organization. The initial collection of the organization's process assets and the
definition of the 6rganization's standard system engineering process is covered in PA17.

Guidance on improving the standard process may be obfained from several sources, including lessons
learned, application of the generic practices, and appraisals of the standard process against the SE-CMM®.
The resulting profile of capability levels against process areas will point to the most needed areas for
improvement. Incorporating the generic practices in these process areas will be useful.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA06.

The topics and content of PA18 are addressed in the remaining activities of System LifeCycle Management
Process of ISO/IEC 15288.
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B.9.2 BP.18.01 - Appraise the Process

Appraise the existing processes being performed in the organization to understand their strengths and

weaknesses.

B.9.2.1 Description

Appraise the existing processes being performed in the organization to understand their strengths and

weaknesses.

B.p.2.2 Example Work Products:

e | process maturity profiles;

e | process performance analyses;

e | appraisal findings; and

e | gap analyses.

B.p.2.3 Notes

An example appraisal scenario: Appraise the organization's current’'systems engineering processes
SE-CMM® and its associated appraisal method. Use the.results of the appraisal to establish
process performance goals.

If gdelays and queues occur in the execution of the existing systems engineering process, then an or|

may focus on them as starting points for cycle-time, reduction. Recheck such process features as
criteria, inputs, and verification mechanisms.

B)9.3 BP.18.02 - Plan Process Improvements

Plan improvements to the organization's' processes based on analysing the impact of potential imp
on achieving the goals of the processes.

B.p.3.1 Description

Appraising the process.provides momentum for change. This momentum must be harnessed b
improvements that will.-provide the most payback for the organization in relation to its business ¢
improvement plansyprovide a framework for taking advantage of the momentum gained in appr
planning should.include targets for improvement that will lead to high-payoff improvements in the prg

Ornganizations may take this opportunity to “mistake-proof” the process and eliminate wasted ¢
importafitto make the process stable (i.e., performed consistently by everyone). Deployment is co
chillenge. In making improvements, be careful to avoid optimizing locally, and thereby creating p

using the
or update

ganization
readiness

ovements

planning
joals. The
pisal. The
cess.

ffort. It is
mmonly a
oblems in

otherareas
B.9.3.2 Example Work Products:
e process improvement plan.

B.9.3.3 Notes

Perform tradeoffs on proposed process improvements against estimated returns in cycle time, productivity,

and quality. Use the techniques of PAQ9.
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B.9.4 BP.18.03 - Change the Standard Process

Change the organization's standard systems engineering process to reflect targeted improvements.

B.9.4.1 Description

Improvements to the organization's standard systems engineering process, along with necessary changes to
the tailoring guidelines in the process asset library, will preserve the improved process and encourage
projects to incorporate the improvements for new products.

B.9.4.2 Example Work Products:
e organization's standard systems engineering process; and

e tailoring guidelines for the organization's standard systems engineering process.

B.9.4.3 Notes

As improyements to the standard systems engineering process are impleménted and evaluated, :l:e
organizatipn should adopt the successful improvements as permanent changes to the standard systefns
engineering process.

B.9.5 BR.18.04 - Communicate Process Improvements

Communigate process improvements to existing projects and to othér affected groups, as appropriate.

B.9.5.1 Pescription

Some prgcess improvements may be useful to existing projects, and they can incorporate the useful
improvemgnts into their current project's process depending upon the status of the project. Others who are
responsible for training, quality assurance, measurement, etc., should be informed of the procgss
improvemgents.

=

B.9.5.2 Example Work Products:

e instructions for use of the process-asset library;

e tailoring guidelines for theCorganization's standard systems engineering process;

e enumeration and ratienale for changes made to the systems engineering process; and

e schedule for inCorporating the process changes.

B.9.5.3 Notes

Process improvements, as well as the rationale and expected benefits of the changes, should be
communicated to all affected projects and groups. The organization should develop a deployment plan for the
updated processes and monitor conformance to that deployment plan.
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B.10 PA19 - Manage Product Line Evolution
B.10.1 Process Area

B.10.1.1 Security Considerations

Product lines consisting of security products have special requirements which include: stringent configuration
management practices; personnel clearance requirements for the development of secure code; and obtaining
certification and accreditation of secure products. All of these requirements add to the length of the product

developmentcvele and life cvcle costs
1 Y Y

PAOG6 is also relevant in order to ensure that new or modified products continue to meet-the ¢ustomer's
security needs.

B.[10.1.2 Summary Description
THe purpose of Manage Product Line Evolution is to introduce services, equipment, and new technology to
achieve the optimal benefits in product evolution, cost, schedule, and performance over time as the product
line evolves toward its ultimate objectives.
An organization must first determine the evolution of a product. Then the organization has to decide|how it will

dgsign and build those products including critical components, cost-effective tools, and efficient angd effective
prpcesses.

B.[10.1.3 Goals:

e | Product lines are evolved towards their ultimate objectives.

B.[10.1.4 Base Practice List
THe following list contains the base practices-that are essential elements of good systems engineering:
BP.19.01 Define the types of products to be offered.

BP.19.02 Identify new.product technologies or enabling infrastructure that will help the organization
acquire, develop, and apply technology for competitive advantage.

BP.19.03 Make.-the necessary changes in the product development cycle to support the deyelopment
of new products.

BP.19.04 Ensure critical components are available to support planned product evolution.

BP.19:05 Insert new technology into product development, marketing, and manufacturing.

B.10:1.5 Process Area Notes

The Manage Product Line Evolution process area is needed “...to ensure that product development efforts
converge to achieve strategic business purposes, and to create and improve the capabilities needed to make
research and product development a competitive advantage over the long term.” [Wheelwright 92].

This process area covers the practices associated with managing a product line, but not the engineering of the
products themselves.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA0G.
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The topics and content of PA19 are addressed in two Processes of ISO/IEC 15288, namely some of the
activities of Environment Management and Operation.

B.10.2 BP.19.01 - Define Product Evolution
Define the types of products to be offered.

B.10.2.1 Description

Define the_praduct lines that support the organization's strategic vision

Consider the organization's strengths and weaknesses, the competition, potential market size, and available

technologles.
B.10.2.2 Example Work Products:
e  prodyct line definition.

B.10.2.3 Notes

Defined pfoduct lines enable a more effective reuse approach and allow investments with high potential paypoff.

B.10.3 BP.19.02 - Identify New Product Technologies

Identify ngw product technologies or enabling infrastructure that‘will help the organization acquire, develgp,
and apply[technology for competitive advantage.

B.10.3.1 Pescription
Identify new product technologies for potential introduction into the product line. Establish and maintain

sources dnd methods for identifying new technology and infrastructure improvements, such as facilities|or
maintenarjce services.

B.10.3.2 Example Work Products:
e reviews of product-line technology; and
e imprgvements recommendéd by process teams.

B.10.3.3 Notes

This pracfjce involves identifying, selecting, evaluating, and pilot testing new technologies. By maintaining gn
awarenesg of technology innovations and systematically evaluating and experimenting with them, the
organizati
its enging :
technologies before they are incorporated into the product line. Infrastructure improvements such as facilities
upgrades or enhancements to the service of the distribution chain may also provide opportunities for evolving
a product line toward its future objectives.

B.10.4 BP.19.03 - Adapt Development Processes

Make the necessary changes in the product development cycle to support the development of new products.
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B.10.4.1 Description

Adapt the organization's product development processes to take advantage of components intended for future

use.

B.10.4.2 Example Work Products:

e adapted development processes.

B.10.4.3 Notes

THis practice can include establishing a library of reusable components, which includes the mech
idgntifying and retrieving components.

B10.5 BP.19.04 - Ensure Critical Component Availability

Ensure critical components are available to support planned product evolution.

B.10.5.1 Description

THe organization must determine the critical components of the produetline and plan for their availa
B.[10.5.2 Example Work Products:

e | product-line components.

B.[10.5.3 Notes

THe availability of critical components can be.ensured by incorporating considerations for the fut
thgése components into the product line requirements. Appropriate resources must be allocats
organization to maintain the components-on a continuous basis.

B/10.6 BP.19.05 - Insert Product-Technology
Insert new technology into preduct development, marketing, and manufacturing.

B.10.6.1 Description

Manage the introduction of new technology into the product lines, including both modifications
product-line components and the introduction of new components. Identify and manage risks asso
product designsehanges.

B.[10.6.2-Example Work Products:

hnisms for

bility.

ire use of
ed by the

bf existing
iated with

B.10.6.3 Notes

The objective of this practice is to improve product quality, increase productivity, decrease life-cycle cost, and

decrease the cycle time for product development.
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B.11 PA20 - Manage Systems Engineering Support Environment

B.11.1 Process Area

B.11.1.1 Security Considerations

The development of products in the communications security and trusted software development environments
will present unique requirements in BP.20.02, BP.20.03 and BP.20.04, such as assurance needs, cleared

personnel

and chain of custody.

The Secu

affirmed through a properly managed Security Engineering Support Environment.

B.11.1.2

The purpg
needed to
the envirg
technolog

The techr]

must be r¢-executed as the needs evolve.

B.11.1.3

e Thes

B.11.1.4

ity Engineering Support Environment should be included in the activities of PA03. PA06 should

Summary Description

se of Manage Systems Engineering Support Environment is to provide the technalogy environm
develop the product and perform the process. Development and process techhology is inserted i
nment with a goal of minimizing disruption of development activities whilerupgrading to make n
y available.

ology needs of an organization change over time, and the efforts*described in this process ar

Goals:

ystems engineering support environment maximizes process effectiveness.

Base Practice List

The foIIov]:ng list contains the base practices that are-essential elements of good systems engineering:

BP.2

.01 Maintain awareness of the technologies that support the organization's goals.

be

nt
to
bW

BP.2(.02 Determine requirements for the organization's systems engineering support environment
based on organizational needs.
BP.2(.03 Define, develpp .or create a systems engineering support environment that meets the

BP.2(.04 Tailorthe systems engineering support environment to individual project's needs.

BP.2(.05 InSert new technologies into the systems engineering support environment based on #

requirements-established in Determine Support Requirements by using the practices in f
Analyse Candidate Solutions process area.

organization's business goals and the projects' needs.

he

he

BP.20706 Vialntaln the systems endineering support environment to continuously SUpport the proje

dependent on it.

BP.20.07 Monitor the systems engineering support environment for improvement opportunities.
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11.1.5 Process Area Notes

This process area addresses issues pertaining to the systems engineering support environment at both a
project level and at an organizational level. The elements of a support environment consist of all the

su

rroundings of the systems engineering activities, including:
computing resources;

communications channels;

W
ing

Th
Pr

B

analysis methods;

the organization's structures, policies and procedures;
machine shops;

chemical process facilities;

environment stress facilities;

systems engineering simulation tools;

software productivity tools;

proprietary systems engineering tools; and

work space.

hen tracking the performance of this process area, reviewing trends among different Base Prad
icate if an assurance argument is being satisfied. Refer to PA0G.

e topics and content of PA20 are addressed in the remaining activities of the Environment Ma
bcess of ISO/IEC 15288.

111.2 BP.20.01 - Maintain Technical Awareness

Maintain awareness of the techinologies that support the organization's goals.

B.
AV
im

pr

B.

11.2.1 Description

bareness of thevcurrent state of the art or state of the practice is a necessary element for
provement options. Therefore, to insert new technology, a sufficient awareness of new technolog
psent in the)organization. Such awareness may be maintained internally or acquired.

11.2:2° Example Work Products:

tices may

nagement

assessing
y must be

B.

reviews of support environment technology.

11.2.3 Notes

Maintaining awareness may be accomplished by reading industry journals, participating in professional

SO

B.

cieties, and establishing and maintaining a technical library.

11.3 BP.20.02 - Determine Support Requirements

Determine requirements for the organization's systems engineering support environment based on
organizational needs.
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B.11.3.1 Description
An organization's needs are primarily determined by assessing competitiveness issues. For example, does
the organization's support environment hinder the organization's competitive position? Does each major

element of the organization's support environment allow systems engineering to operate with sufficient speed
and accuracy?.

B.11.3.2 Example Work Products:

e requirements for systems engineering support environment.

B.11.3.3 Notes

Determing the organization's needs for computer network performance, improved analysis methods, computer
software, and process restructuring.

B.11.4 BP.20.03 - Obtain Systems Engineering Support Environment
Define, develop or create a systems engineering support environment that meets the requirements

established in Determine Support Requirements by using the practices in the Analyse Candidate Solutigns
process afea.

B.11.4.1 Pescription

Determing the evaluation criteria and potential candidate solutions for the needed systems engineering
support epvironment. Then, select a solution using the practices"in process area PAQ9. Finally, obtain and
implement the chosen systems engineering support environment:

B.11.4.2 Example Work Products:
e systems engineering support environment.

B.11.4.3 Notes

The systems engineering support envitenment may include many of the following: software productivity todls,
tools for sjmulating systems engineering, proprietary in-house tools, customized commercially available todls,
special test equipment, and new facilities.

B.11.5 BP.20.04 - Tailorr'Systems Engineering Support Environment

Tailor the systems engineering support environment to individual project's needs.

B.11.5.1 Pescription

The total [support environment represents the needs of the organization as a whole. An individual projgct,
however, may have unique needs for selected elements of this environment. In this case, tailoring the
elements of the systems engineering support environment elements can allow the project to operate more
efficiently.

B.11.5.2 Example Work Products:

e tailored systems engineering support environment.
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B.11.5.3 Notes

Tailoring allows an individual project to customize its systems engineering support environment. For example,
project A does not involve signal processing, so signal processing automation tools are tailored out of (i.e., not
provided to) this project's automation tool set. Conversely, project B is the only project in the organization that
has a need for automated requirements tracing, so the appropriate tools are tailored into (i.e., provided in
addition to) this project's automated tool set.

B.11.6 BP.20.05 - Insert New Technology

Ingert new technologies into the systems engineering support environment based on the organization's
business goals and the projects' needs.

B.11.6.1 Description

THe organization's systems engineering support environment must be updated with-new technologiges as they
emerge and are found to support the organization's business goals and the projeets’ needs.

Trpining in the use of the new technology in the systems engineering support.environment must be provided.
B.11.6.2 Example Work Products:

¢ | new systems engineering support environment.
B.[11.6.3 Notes

Ingerting new technologies into the organization's,;support environment presents several diffigulties. To
minimize these difficulties, follow the steps below:

o | test the new technology thoroughly;

e | decide whether to insert the improyement across the entire organization or in selected portipns of the
organization;

e | provide early notification of.the impending change to those who will be affected;
e | provide any necessary‘“how to use” training for the new technology; and

e | monitor the accepiance of the new technology.

Bl11.7 BP.20:06 - Maintain Environment

Maintain the'systems engineering support environment to continuously support the projects dependent on it.

B.11:7.1 Description

Maintain the systems engineering support environment at a level of performance consistent with its expected
performance. Maintenance activities could include computer system administration, training, hotline support,
availability of experts, evolving/expanding a technical library, etc.

B.11.7.2 Example Work Products:

e performance report for the systems engineering support environment.
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B.11.7.3 Notes

Maintenance of the systems engineering support environment could be accomplished several ways, including:
e hire or train computer system administrators;

e develop expert users for selected automation tools;

e develop methodology experts who can be used on a variety of projects; and

e develpp process experts who can be used on a variety of projects.

B.11.8 BP.20.07 - Monitor Systems Engineering Support Environment
Monitor the systems engineering support environment for improvement opportunities.

B.11.8.1 Pescription

Determing the factors that influence the usefulness of the systems engineering support environment, including
any newly inserted technology. Monitor the acceptance of the new technology-and of the entire systems
engineering support environment.

B.11.8.2 Example Work Products:
e reviews of the technology used in the systems engineering support environment.

B.11.8.3 Notes

Design mst monitoring to be an automated, background<activity, so that users of the support environment do
not need |to provide data consciously. Also provide a way for users of the systems engineering suppprt
environmgnt to consciously provide inputs on the\usefulness of the current systems engineering suppprt
environment and to suggest improvements.

B.12 PJA21 - Provide Ongoing:Skills and Knowledge
B.12.1 Pfocess Area

B.12.1.1 Security Consjderations

Training needs to be provided in the organization's security engineering process.

B.12.1.2 Summary Description

The purpgse: of Provide ﬁngr\ing Skills and Knn\nllndgn is-to ensure that prnjnr\fe and-the r\r'goni-lgﬁr\n have

the necessary knowledge and skills to achieve project and organizational objectives. To ensure the effective
application of these critical resources that are predominantly available only from people, the knowledge and
skills requirements within the organization need to be identified, as well as the specific project's or
organization's needs (such as those relating to emergent programs or technology, and new products,
processes, and policies).

Needed skills and knowledge can be provided both by training within the organization and by timely
acquisition from sources external to the organization. Acquisition from external sources may include customer
resources, temporary hires, new hires, consultants, and subcontractors.

106 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

B.12.1.3 Goals:

e The organization has the skills necessary to achieve project and organizational objectives.
B.12.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.21.01 Identify needed improvements in skills and knowledge throughout the organization using
the projects' needs, organizational strategic plan, and existing employee skills as guidance.

BP.21.02 Evaluate and select the appropriate mode of acquiring knowledge or skills-With [respect to
training or other sources.

BP.21.03 Ensure that appropriate skills and knowledge are available to the systems engineefring effort.
BP.21.04 Prepare training materials based upon the identified training needs"
BP.21.05 Train personnel to have the skills and knowledge needed-te\perform their assignef roles.
BP.21.06 Assess the effectiveness of the training to meet the identified training needs.
BP.21.07 Maintain records of training and experience.

BP.21.08 Maintain training materials in an accessible repository.

B.f12.1.5 Process Area Notes

THe choice of training source, internal or externalfor the needed skills and knowledge is often detgrmined by
the availability of training expertise, the project's schedule, and business goals. Successful internal training
programs result from an organization's ceramitment. In addition, they are administered in a manner that
optimizes the learning process, and that is-repeatable, assessable, and easily changeable to meet new needs
of the organization. Training is not limited-to “classroom” events: it includes the many vehicles that sjupport the
enhancement of skills and the building of knowledge. When internal training is not a viable approach due to
schedule or availability of trainingwresources, external sources of the needed skills and knowledge are pursued.

When tracking the performance of this process area, reviewing trends among different Base Pragtices may
indicate if an assurance argument is being satisfied. Refer to PAQG.

THe topics and content of PA 21 are addressed in the some of the activities of the Resource Mgnagement
Prpcess of ISO/IEC)15288.

Bl12.2 BP:.21.01 - Identify Training Needs

Idgntify. needed improvements in skills and knowledge throughout the organization using the projegts' needs,
orEanizationaI strategic plan, and existing employee skills as guidance.

B.12.2.1 Description

This base practice determines the improvements that are needed in skills and knowledge within the
organization. The needs are determined using inputs from existing programs, the organizational strategic plan,
and a compilation of existing employee skills. Project inputs help to identify existing deficiencies which may be
remedied through training or acquisition of skills and knowledge by other means. The organizational strategic
plan is used to help identify emerging technologies, and the existing skills level is used to assess current
capability.
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Identification of skills and knowledge needs should also determine training that can be consolidated to achieve
efficiencies of scale, and increase communication via the use of common tools within the organization.
Training should be offered in the organization's systems engineering process and in tailoring the process for
specific projects.

B.12.2.2

Example Work Products:

e organization's training needs; and

e project skills or knowledge.

B.12.2.3

The orga
identified

Notes

hization should identify additional training needs as determined from appraisal findings and
Dy the defect prevention process. The organization's training plan should be developed/and revis

as
ed

according|to a documented procedure. Each project should develop and maintain a training-plan that specifies
its training needs.

B.12.3 BP.21.02 - Select Mode of Knowledge or Skills Acquisition

Evaluate gnd select the appropriate mode of acquiring knowledge or skills with respect to training or other
sources.

B.12.3.1 Pescription

The purpdse of this practice is to ensure that the most effective-method is chosen to make needed skills and
knowledgé available to projects in a timely manner. Project,and organizational needs are analysed, and the
methods Iof PAO9 are employed to choose among alterhatives such as consultants, subcontractors,
knowledgé¢ acquisition from identified subject matter expefts, or training.

B.12.3.2 Example Work Products:

e survey of needed skills or knowledge; and

e tradetstudy results indicating the most effective mode of skills or knowledge acquisition.

B.12.3.3 Notes

Example ¢riteria which may_be used to determine the most effective mode of acquiring knowledge or skijlls
acquisition include:

e time available to prepare for project execution;

e busingssobjéctives

e availabiity of tTh-house expertise; and

e availability of training.
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12.4 BP.21.03 - Assure Availability of Skills and Knowledge

Ensure that appropriate skills and knowledge are available to the systems engineering effort.

B.12.4.1 Description

This practice addresses acquisition of the full range of skills and knowledge which must be made available to
the project systems engineering effort. Through deliberate assessment and preparation, plans can be
developed and executed to make available the range of required knowledge and skills, including functional
engineering skills, application problem-domain knowledge, interpersonal skills, multi disciplinary skills, and

pr
kn

B.

B.
Aq
kn
br

A

owledge or skills acquisition can be used to select the most effective approach.

12.4.2 Example Work Products:

assessment of skills types needed by skills category;
project knowledge acquisition plan;

training plan; and

list of identified and available subject matter experts.
12.4.3 Notes

propriate coverage of the full range of skills and knowledge types can be addressed with a ¢
owledge types (e.g., functional engineering, problem domain, etc.) against each element of]
pakdown structure.

example of ensuring the availability of the"appropriate application problem domain knowle

satellite weather data processing), would be @plan to interview identified subject matter experts in g

Wi
or
bu

B

Pr

De
or

h requirements interpretation or system design. Such an approach would be appropriate

siness).

112.5 BP.21.04 - Prepare Training Materials

epare training materials based upon the identified training needs.

J12.5.1 Description

velop the-fraining material for each class that is being developed and facilitated by people
janization;-or obtain the training material for each class that is being procured.

B

pbcess-related skills. After the needed skills have been identified, evaluations of the appropriat¢ mode of

hecklist of
the work

dge (e.g.,
onnection
when an

janization does not have the required expertise available (as with the first program in a ne¢w line of

within the

12:5.2 Example Work Products:

B.

course descriptions and requirements;

training material.

12.5.3 Notes

Course description should include:

©l

intended audience;

preparation for participation;
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training objective;

length of training;

lesson plans; and

criteria for determining the students' satisfactory completion.

Prepare:

procedures for periodically evaluating the effectiveness of the training and special considerations, sugh
piloting and field testing the training course;

need

mate

mate

mate

for refresher training, and opportunities for follow-up training;
ials for training a specific practice to be used as part of the process (e.g., method technique);
ials for training a process;

ials for training in process skills such as statistical techniques, statistical process control, qua

tools and techniques, descriptive process modelling, process definition, and process measurement; and

as

ity

lot

=

e

to

e reviey the training material with instructional experts, subject matters.éxperts, and students from the p
programs, as appropriate.

B.12.6 BP.21.05 - Train Personnel

Train pergonnel to have the skills and knowledge needed toperform their assigned roles.

B.12.6.1 Pescription

Personnel are trained in accordance with the training plan and developed material.

B.12.6.2 Example Work Products:

e traingd personnel.

B.12.6.3 Notes

Offer the fraining in a timé&ly manner (just-in-time training) to ensure optimal retention and the highest possi

skills level:

e a propeduresshould exist to determine the skills level of the employee prior to receiving the training
:;tzlr;;igee);if the training is appropriate (i.e., if a training waiver or equivalent should be administered to the

a process exists to provide incentives and motivate the students to participate in the training; and

online training/customized instruction modules accommodate different learning styles and cultures, in
addition to transferring smaller units of knowledge.
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B.12.7 BP.21.06 - Assess Training Effectiveness

Assess the effectiveness of the training to meet the identified training needs.

B.12.7.1 Description

A key aspect of training is determining its effectiveness. Methods of evaluating effectiveness need to be
addressed concurrent with the development of the training plan and training material; in some cases, these
methods need to be an integral part of the training material. The results of the effectiveness assessment must
be reported in a timely manner so that adjustments can be made to the training.

B.12.7.2 Example Work Products:
e | analysis of training effectiveness; and
¢ | modification to training.

B.[12.7.3 Notes

A procedure should exist to determine the skills level of the employee aftefreceiving the training to [determine
thé success of the training. This could be accomplished via formal testing, on-the-job skills demongtration, or
assessment mechanisms embedded in the courseware.

BJ12.8 BP.21.07 - Maintain Training Records
Maintain records of training and experience.

B.12.8.1 Description

Records are maintained to track the trainingthat each employee has received and the employee's| skills and
capabilities.

B.[12.8.2 Example Work Products:
e | training and experience records.

B.[12.8.3 Notes

Regcords are kept of-all students who successfully complete each training course or other approved training
activity. Also, records of successfully completed training are made available for consideratipn in the
assignment ofithe staff and managers.

B/12.9:BP.21.08 - Maintain Training Materials

Maintain training materials in an accessible repository

B.12.9.1 Description

Courseware material is maintained in a repository for future access by employees and for maintaining
traceability in changes in course material.

B.12.9.2 Example Work Products:
e baseline training materials; and

e revisions to training materials.
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B.12.9.3 Notes

Maintain a repository of training materials and make it available to all employees (e.g., the organization's
library could make books, notebooks, videotapes, etc., available; soft-copy training materials could be
maintained in a public file server.) Incorporate lessons learned into training materials and the training program.
Update process training materials with all process changes and improvements.

B.13 PA22 - Coordinate with Suppliers

B.13.1 Pfocess Area

B.13.1.1 Security Considerations

The assegsed organization acts as the customer when the supplier executes PA10.

B.13.1.2 Summary Description

The purpgse of Coordinate with Suppliers is to address the needs of organizations o effectively manage the
portions of product work that are conducted by other organizations. Decisions made as a part of this procdss
area shodld be made in accordance with a defined process. The general term.supplier is used to identify fan
organizatipn that develops, manufactures, tests, supports, etc., a companhent of the system. Suppliers may
take the fgrm of vendors, subcontractors, partners, etc., as the businessorganization warrants.

In additiof to coordination of schedules, processes, and deliveries.of work products, affected organizatigns
must haye a shared vision of the working relationship. Relationships can range from integrated
developerfsupplier product teams, to prime contractor/subcantractor, to vendors, and more. A successful

relationsh|p between an organization and a supplier depends on the capability of both organizations, and o a
mutual understanding of the relationship and expectations:

B.13.1.3 Goals:

o effective suppliers are selected and used:

B.13.1.4 Base Practice List
The following list contains the base practices that are essential elements of good systems engineering:

BP.22.01 Identify needed system components or services that must be provided by other/outside
organizations.

BP.22.02 Idenitify suppliers that have shown expertise in the identified areas.

BP.22.03 Choose suppliers in accordance with a defined process.

BP.22:04—Providetosupptiers—theTreeds; expectations, andTeasures of effectiveresstretdbythe

organization for the system components or services that are to be delivered.

BP.22.05 Maintain timely two-way communication with suppliers.

B.13.1.5 Process Area Notes
When suppliers deliver products that do not meet an organization's needs, the organization has the option to

change to another supplier, lower its standards and accept the delivered products, or help the supplier or
vendor meet the organization's needs.
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The organization acts as the customer when the supplier executes the process area PA10. The organization
should help the supplier to achieve full understanding. If the supplier does not have the processes to execute
this process area, the organization should coach the supplier in getting the necessary information.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PAQG.

The topics and content of PA22 is spread over three Processes of ISO/IEC 15288, specifically the Acquisition
Process, some of the activities of the Supply Process and some of the activities of the Project Planning
Process.

B/13.2 BP.22.01 - Identify Systems Components or Services

Idéntify needed system components or services that must be provided by other/outside organization

U7

B.13.2.1 Description

Rarely does an organization make every component of the system. Make v§< buy analyses and|decisions
dgtermine which items will be procured. System needs that will be satisfied outside the organigation are
ggnerally those in which the organization has little expertise or interest.

B.[13.2.2 Example Work Products:

e | make vs. buy tradeoff study;

e | list of system components;

e | sub set of system components for outside organizations to address;
e | list of potential suppliers; and

e | beginnings of criteria for completion of-needed work.

B.13.2.3 Notes

Example practices include:

e | Perform trade study;.and

¢ | Examine own-organization to determine missing expertise needed to address system requiremgnts.

Bl13.3 BP:22.02 - Identify Competent Suppliers or Vendors

Idgntify sUppliers that have shown expertise in the identified areas.

B.13.3.1 Description

The capabilities of the supplier should be complementary and compatible with those of the organization.
Issues that may be of concern include competent development processes, manufacturing processes,
responsibilities for verification, on-time delivery, life-cycle support processes, and ability to communicate
effectively over long distances (video teleconferencing, electronic file transfers, e-mail and the like).

© ISO/IEC 2008 — All rights reserved 113


https://standardsiso.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

B.13.3.2 Example Work Products:

e listof

suppliers;

e advantages and disadvantages of each supplier; and

e poten

tial ways of working over physical distances with suppliers.

B.13.3.3 Notes

Example ﬂ)ractices include:

e Read
e Uses

e Used

B.13.4 B

Choose suippliers in accordance with a defined process.

B.13.4.1

Suppliers
supplier th
identified.

B.13.4.2
e organ
e charg
e suppl
e custo
e selec
e captu

B.13.4.3

trade journals;
vailable library services; and

rganizational knowledge-base (perhaps an online system).

P.22.03 - Choose Supplier or Vendors

Description

are selected in a logical and equitable manner to meet product objectives. The characteristics o
at would best complement the organization's abilities-are determined, and qualified candidates 3
Example Work Products:

ization weaknesses which might be mitigated by a supplier;
cteristics of the desired working relationships with the supplier;
er requirements;

mer requirements to be-provided to supplier;

ed supplier; and

red rationale_for selected supplier.

Notes

An importahticonsideration in the selection of the supplier is the expected working relationship. This co

fa

hld

range from a highly integrated product team to a classical “meet the requirements” relationship. The selection
criteria are likely different, depending of the desired relationship.

B.13.5B

P.22.04 - Provide Expectations

Provide to suppliers the needs, expectations, and measures of effectiveness held by the developing
organization for the system components or services that are to be delivered.
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B.13.5.1 Description

The contracting organization must clearly identify and prioritize its needs and expectations, as well as any
limitations on the part of the suppliers. The organization works closely with suppliers to achieve a mutual
understanding of product requirements, responsibilities, and processes that will be applied to achieve program
objectives.

B.13.5.2 Example Work Products:

needs statement;

EX
su

B

Maintain timely two-way communications with suppliers.

B.

TH

CH
op
re
fo
dig

B.

.13.5.3 Notes

113.6 BP.22.05 - Maintain Communications

technical performance parameters; and

verification specifications.

amples of techniques and forums for providing needs, expectations, andimeasures of effect
ppliers or vendors include:

trade studies;
formal contracts;
in-process reviews;
joint meetings; and

payment milestones.

13.6.1 Description

aracteristics of communications that are established include the types of information that are g
en and subject(to no restrictions, the types of information subject to restrictions (e.g., policy or @
ationships), the-expected timeliness of information requests and responses, tools and methods {
communications, security, privacy, and distribution expectations. The need for “face-to-face” ve
tance” cemmunications, and the need and mechanism for archiving communications are also con

13.6.2 Example Work Products:

veness to

e organization and supplier establish a mutual understanding of expected and needed communications.

onsidered
ontractual
o be used
rsus “at-a-
sidered.

©l

contractually required communication;
communications tools;
communications plans; and

communications distribution lists.
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