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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Introduction

This part of ISO 15782 adopts ISO/IEC 9594-8 for the financial services industry and defines certificate
management procedures and data elements.

Detailed requirements for the financial industry for the individual extensions are given in ISO 15782-2.
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initigting a business relationship between legal entities (€ntities).

par(lcular implementation is secure. It is the responsibility of the financial institution to put,an‘overa

e the techniques specified in this part of ISO 15782 are designed to maintain the integrity
sages and support the service of non-repudiation, this part of ISO 15782 does not,guara

e with the necessary controls to ensure that the process is securely implemented, with thg
ding the application of appropriate audit tests in order to validate compliance.

binding association between the identity of the owner of a public key and that key is documen
rove the ownership of the corresponding private key. This binding is called a public key certifi
certificates are generated by a trusted entity known as a Certification Authority (CA).

proper implementation of this part of ISO 15782 is intended to{provide assurances of the bi
tity of an entity to the key used by that entity to sign documents, including wire transfers and cq

part of ISO 15782 defines a certificate management: framework for authentication, in
entication of keys for encryption. The techniques specified by this part of ISO 15782 can be
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| process in
se controls

ted in order
cate. Public

nding of the
ntracts.

cluding the
used when

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=35e86f30a113d37cf51a8ce787181f15



https://standardsiso.com/api/?name=35e86f30a113d37cf51a8ce787181f15

INTERNATIONAL STANDARD ISO 15782

-1:2009(E)

Certificate management for financial services —

Part 1:
Public key certificates

1

Thig
pers

This
acc

Wh
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Scope

part of ISO 15782 defines a certificate management system for financial industry,use for legal
ons that includes

credentials and certificate contents,

Certification Authority systems, including certificates for digital signatures and for enc
management,

certificate generation, distribution, validation and renewal,
authentication structure and certification paths, and

revocation and recovery procedures.

part of ISO 15782 also recommends some useful operational procedures (e.g. distribution m
bptance criteria for submitted credentials).

ementation of this part of ISO 15782 will ‘also be based on business risks and legal requiremer
part of ISO 15782 does not include

the protocol messages used between the participants in the certificate management process,
requirements for notary and.time stamping,

Certificate Policy and(Certification Practices requirements, or

Attribute Certificates.

e this part of ISO 15782 provides for the generation of certificates that could include a public k
'yption key'management, it does not address the generation or transport of keys used for encry

ementers wishing to comply with ISO/IEC 9594-8 can utilize the certificate structures defi
‘mational Standard. Those wishing to implement compatible certificate and certificate revocatio

and natural

ryption key

echanisms,

ts.

ey used for
ption.

ned by that
n structures

N OO

but

defined in

ISO 15782-2. ISO 15782-2 can also be referred to for a financial services profile of certificate and CRL
extensions.

ISO 21188 provides additional information for implementers on Certificate Policies, Certification Practice
Statements, and PKI controls. 1ISO 21188 sets out a framework of requirements to manage a PKI through
Certificate Policies and Certification Practice Statements and to enable the use of public key certificates in the
financial services industry. It also defines control objectives and supporting procedures to manage risks.

NOTE The use of a bold sans serif font, such as CertReqData or CRLEntry, denotes the use of ab
notation (ASN.1), as defined in ISO/IEC 8824-1 to ISO/IEC 8824-4 and ISO/IEC 8825-1 and ISO/IEC 8825-2. Where it
makes sense to do so, the ASN.1 term is used in place of normal text. Refer to ISO 15782-2 for related ASN.1 modules.
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2 Norm

ative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic

notation —

Part 1

ISO/IEC 8824-2, Information technology — Abstract Syntax Notation One (ASN.1): Information object
specification — Part 2

ISO/IEC 88
Part 3

ISO/IEC 88
specificatio

ISO/IEC 88
(BER), Canj

ISO/IEC 88
(PER) — P,

ISO/IEC 95
attribute ce

ISO/IEC 15
ISO 15782
ISO 16609,
ISO 21188:

3 Terms and definitions

For the purposes of this document, the/following terms and definitions apply.

3.1
ASN.1 mog
identifiable

3.2
attribute

P4-3, Information technology — Abstract Syntax Notation One (ASN.1): Constraint specificatio
P4-4, Information technology — Abstract Syntax Notation One (ASN.1): Parameterization of AS
ns — Part 4

P5-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding R
onical Encoding Rules (CER) and Distinguished Encoding Rules (DER) -+ Part 1

P5-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding R
rt 2

D4-8, Information Technology — Open Systems Interconnection — The Directory: Public-key
tificate frameworks — Part 8

P:2001, Banking — Certificate Management — Part 2: Certificate extensions
Banking — Requirements for message authéntication using symmetric techniques

D006, Public key infrastructure for finangial services — Practices and policy framework

ule
collection of ASN/1 types and values

characterisilic of.an entity

108 (all parts), Information technology — Security techhiques — Evaluation criteria for IT securi

BN 1

Lles

Lles

and

~

y

3.3
audit journ

al

chronological record of system activities which is sufficient to enable the reconstruction, review and
examination of the sequence of environments and activities surrounding or leading to each event in the path
of a transaction from its inception to the output of the final results

3.4

authorization
granting of rights

3.5

CA certificate
certificate whose subject is a CA, and whose associated private key is used to sign certificates

© 1SO 2009 - All rights reserved
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3.6

certificate hold

certificate suspension

temporary interruption of the validity of a certificate by the CA

3.7
certificate information
information in a certificate which is signed

3.8

certificate policy
nanjeéd set of rules that indicates the applicability of a certiicate 10 a particular community and/or class of
application with common security requirements

EXAMPLE A particular Certificate Policy might indicate the applicability of a type of certificate to the authentication of
elecfronic data interchange transactions for the trading of goods within a given price range.

NOTE 1 The Certificate Policy should be used by the user of the certificate to decide/whether or not fo accept the
bindjng between the subject (of the certificate) and the public key. Some of the compenents in the Certificate Policy
framework are given concrete values and represented by a registered object identifier in‘the X.509, Version 3 certificate.
Thelobject owner also registers a textual description of the policy and makes it available' to the Relying Partieg.

NOTE 2  The Certificate Policy object identifier can be included in the following extensions in the X.509, Version 3
certificates: Certificate Policies, policy mappings, and policy constraints. The object identifier(s) may appear in none, some,
or all of these fields. These object identifiers may be the same (referring to~the same Certificate Policy) or maly be different
(refgrring to different Certificate Policies).

3.9
cerfificate policy framework
conjprehensive set of security- and liability-related compoenents that can be used to define a Certificate Policy

NOTE A subset of the components in the Certificate Policy framework are given concrete values| to define a
Certficate Policy.

3.1¢
cerlificate re-key
pro¢ess whereby an entity with an existing key pair and certificate receives a new certificate for a|new public-
key] following the generation of a_ new key pair

3.11
cerfificate renewal
progess whereby an entity,is issued for a new instance of an existing certificate with a new validity period

3.14
cerLificate requestdata
credlentials

sigred information in a certificate request, including the entity's public key, entity identity and other{information
inclyided in"the certificate

3.13
certificate revocation list
CRL

list of revoked certificates

3.14
certification
process of creating a public key certificate for an entity

3.15

certification authority

CA

entity trusted by one or more entities to create, assign, and revoke or hold public key certificates

© 1SO 2009 - All rights reserved 3
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3.16
certificatio

n authority system

set of entities, including a CA, that manages certificates throughout the life of the certificate

NOTE The entities are responsible for

— generation,

submission,
registration,

certification,

— distribu

on
T

— use,
— renewa
— re-key,
— revocat
— expiry.
3.17
certificatio

ordered seq
can be prog

3.18
certificatio
CPS
statement g
their life cyq

3.19

compromige

violation of
information

3.20

on or hold, and

h path
uence of certificates of entities which, together with the public key.of the initial entity in the p
essed to obtain the public key of the final entity in the path

h practice statement

f the practices which a Certification Authority employs’in issuing and managing certificates thrg
le

the security of a system such that;an unauthorized disclosure or modification of sens|
may have occurred

confidentiglity

property tha

3.21

t information is not made.available or disclosed to unauthorized individuals, entities, or process

CRL distribution point

directory en

NOTE A
set of certific|

3.22
cross-certi
process by

try or other distribution source for CRLs

CRL distributed through a CRL distribution point may contain revocation entries for only a subset of th
htes issued\by one CA or may contain revocation entries for multiple CAs.

ath,

ugh

itive

€S

B full

fication

which two CAs mutually certify each other's public keys

cf. policy mapping (3.44)

3.23

(cryptographic) key
parameter that determines the operation of a cryptographic function

NOTE Cryptographic functions include the following:

— thetran

sformation from plain text to cipher text and vice versa;

— synchronized generation of keying material;

— digital s

ignature generation or validation.
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3.24

cryptographical hash

mathematical function which maps values from a large (possibly very large) domain into a smaller (fixed)
range

NOTE It satisfies the following properties:

— it is computationally unfeasible to find any input which maps to a pre-specified output (i.e. pre-image resistant);

— it is computationally unfeasible to find any two distinct inputs which map to the same output (i.e. collision-resistant).
3.25

cry| phic module
dev|ce wherein cryptographic functions (e.g. encryption, authentication, key generation) are performed

3.2

cryptography
disdipline which embodies principles, means and methods for the transformation of*data in ordef to hide its
infofmation content, prevent its undetected modification, prevent its unauthorized wuse or a combingtion thereof

3.27
cryptoperiod
timg span during which a specific key is authorized for use or in which the keys for a given system may remain
in effect

crypgtographic transformation of data which, when associated with a data unit, provides the serviges of origin

disfinguished name
glohally<urique name for an entity

NOTE 2  An entity may be issued for more than one certificate with the same distinguished name.

3.33

dual control

process of utilizing two or more separate entities (usually persons), who are operating in concert, to protect
sensitive functions or information

NOTE 1 Both entities are equally responsible for the physical protection of materials involved in vulnerable transactions.
No single person is able to access or to utilize the materials (e.g. cryptographic key).

NOTE 2 For manual key and certificate generation, conveyance, loading, storage, and retrieval, dual control requires
split knowledge of key among the entities. Also see split knowledge (3.52).

© 1SO 2009 - All rights reserved 5
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3.34
end entity

certificate subject, other than a CA, which uses its private key for purposes other than signing certificates

3.35
entity

legal (e.g. a corporation, labour union, state or nation) or natural person

EXAMPLE

3.36

CA, RA or end entity.

financial message

communication containing information which has financial implications

key agreement

method for
EXAMPLE
3.38

key fragme

part of a p
entities suc

3.39

hegotiating a key value without transferring the key, even in an encrypted form

The Diffie-Hellman technique.

nt
ivate key which has been divided into pieces (also called shares). that are distributed amo
h that the pooled fragments of specific subsets of entities can reconstitute the key

key management

handling of

3.40
key pair
(public key

3.4
keying ma
data, such

3.42
non-repud
service whi

NOTE 1

keying material throughout its life cycle in accordance withya security policy

Cryptography) public key and its corresponding@rivate key

rial

e
ls keys, certificates and initialization\wectors, necessary to perform cryptographic operations

ation
Ch provides proof of the integrity and origin of data which can be verified by a third party

[he non-repudiation service ‘protects against the signing entity falsely denying the action and can prdg

rebuttable presumption. It requires7that appropriate processes and procedures (registration, audit journals, contra

arrangement

3.43
out-of-ban
notification

5, personnel, etc.) bein place.

i notification
Lising aseemmunication means independent of the primary communications means

3.44

policy mapping

ngst

vide
ctual

recognition that, when a CA in one domain certifies a CA in another domain, a particular Certificate Policy in
the second domain may be considered by the authority of the first domain to be equivalent (but not

necessarily

identical in all respects) to a particular Certificate Policy in the first domain

cf. cross-certification (3.22)

3.45

policy qualifier

policy-depe
3.46

ndent information that accompanies a Certificate Policy identifier in an X.509 certificate

private key
(asymmetric (public) key cryptosystem) key of an entity's key pair which is known only by that entity

© 1SO 2009 - All rights reserved
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3.47
public key
(asymmetric (public) key cryptosystem) key of an entity's key pair which is publicly known

3.48

public key certificate

public key and identity of an entity together with some other information, rendered unforgeable by signing the
certificate information with the private key of the certifying authority that issued that public key certificate

3.49

public key validation
PKY
prog¢ess that does arithmetic tests on a candidate public key to provide assurance that it eonfprms to the
spegifications of the standard

NOTE 1 Attacks may be possible on the owner and/or user if a non-conforming public key is used.

NOTE 2  Public key validation can include arithmetic property tests (range, order, primality;_etc.), canonicpl generation
testg and consistency tests between components of a public key. Methods for public key{validation are typi¢ally found in
financial industry signature standards.

3.5(
registration authority
RA
entity that is responsible for identification and authentication of subjects of certificates, but is ngt a CA and
henfe does not sign or issue certificates

NOTE An RA may assist in the certificate application processyrevocation process or both.
3.51

relying party

us

recipient of a certificate who acts in reliance on-that certificate

3.5%
split knowledge
conflition under which two or more: entities separately have key fragments which, individually,| convey no
knowledge of the resultant cryptographic key

3.53
subjject
entity whose public key.iscertified in a public key certificate

3.54
subjject CA
CA [hat is certified by the issuing CA

3.56
trusted CA public key
public key used to validate the first certificate in a chain of certificates as a part of certification path processing

EXAMPLE The root key in a centralized trust model or a local CA key in a decentralized trust model (see Annex B).

NOTE If an end entity validates a chain of certificates from a trusted CA public key to the end certificate, then the end
certificate is considered valid.

3.57
zeroize
active destruction of electronically stored data, such as by degaussing, erasing or overwriting

© 1SO 2009 - All rights reserved 7
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4 Symbols and abbreviations

Symbols Meaning

X{information} Signing of “information” by X

Xp X's public key. (e.g. X1p is X4's public key)

Xs X's private key

X1«Xo» Xo's certificate issued by the CA, X,

X4 «Xo» Xy« R3w X, 7<X 5 Certificate path. Each item XIRXF1>1n the path 15 the certificate for the CA Which

produced the next item. This path is of arbitrary length and is functionally equivglent
to X1«X». Possession of X, allows a user to extract the authenticated public key of

n

x1p~x1«x2> Unwrapping of a certificate or path. The public key of the leftmost EA(X) is usgd to
extract the authenticated public key of the rightmost certificate (X, «X,») by working
through the path of intervening certificates. This example extracts sz.

NOTE The notation used in this part of ISO 15782 is a variant of the X.509 notation forcertificates, certification gaths

and related ipformation.

Abbreviatipns Meaning

ASN.1 Abstract syntax notation

BER Basic encoding rules

CA Certification Authority

CPS Certification Practice Statement
CRL Certificate Revocation List

DER Distinguished encoding rules
DSA Digital signature algorithm
ECDSA Elliptic curve digital signature algorithm
PKI Public key infrastructure

RA Registration Authority

RSA Rivest"Shamir Adleman algorithm
SHA-1 Secure hash algorithm-1

URI Uniform resource identifier

5 Publi¢ Key infrastructure

5.1 Overview

Public key infrastructure (PKI) is a term used to describe the technical, legal and commercial infrastructure
that enables the wide deployment of public key technology.

Public key technology is used for creating digital signatures and for managing symmetric keys. With public key
cryptography, two keys are used: one is kept private with the user, the other is made publicly available. That
which is signed or processed with one key (public or private) may be validated with its complement (public or
private). Revealing the public key does not in any way compromise the private key.

The authentication of public keys is an essential requirement and, for this reason, public keys are housed in
public key certificates. A certificate contains the public key and its identifying data and is digitally signed by a

8 © 1SO 2009 — All rights reserved
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Certification Authority (CA). This part of ISO 15782 is based on the ISO/IEC 9594-8 format for public key
certificates.

As described in ISO 21188, the term “Certification Authority” reflects the aggregate of the following PKI roles
including

Certificate Issuer,
Certificate Manufacturer,

Reqistration Authority.

In th

5.2

The
follg

The

Repository,
Certificate Validation Service Provider, and
Subject Cryptographic Mechanism Provider.

is part of ISO 15782, we focus on the CA as a whole and on the RA function.

Public key management infrastructure process flow

responsibilities, services and procedures required by a public key management infrastrug
WS:

key generation;
registration;
certification;
distribution;
usage;
revocation hold;
expiry;

renewal;

re-key.

maijn\steps involved in certification are shown in Figure 1.

ture are as

5.3

—CertificatiomAuthority {CA)

A CA has a public/private key pair and uses a digital signature algorithm to produce certificates.

The binding of the entity's public key to its identity is accomplished by having the CA generate the certificate,
thereby attesting to the relationship of the information therein and providing assurances of its integrity.

The binding of an entity's public key and identity is validated by using the public key of one or more CAs as
described in 6.3.1. The certificate(s) and proof of validation shall be maintained by the validator in an audit
journal. A CA may issue certificates to any entities, including CAs.

Entities (including CAs) can use these certificates to authenticate themselves to Relying Parties. Hence,
authentication may involve a chain of certificates. The verification of a chain of certificates begins with the

© 1SO 2009 - All rights reserved
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trusted CA public key and ends with the certificate being validated. The trusted CA public key shall be
obtained and authenticated by some means other than by the use of certificates. This is to ensure that the
process begins securely. See 6.3.1, Annex C and ISO/IEC 9594-8.

Once a certificate has been generated, the integrity of its contents is protected. This part of ISO 15782 does
not require that certificates be given confidentiality protection. A valid copy of the CA's public key is required
by the Relying Party in order to validate a certificate. Given that the CA is a trusted entity, this permits the

validation o

f the binding between an entity's public key, its identity, and other information needed.

Two general architectures may be configured for certification paths: hierarchical and non-hierarchical. In a
hierarchical architecture, authorities are arranged under a “root” CA that issues certificates to subordinate CAs.

These subg
architectursg
Any entity's
from the ce
root CA is g

To commur
Certification
by way of th

In a non-h
certificates

the public key of the root CA functions as the trusted CA public key and is known to evefyef
certificate may be validated by validating the certification path of signature certificatesythat Ig
rtificate being validated back to the trusted CA public key of the root CA. In this architecture,
mutual point of trust for all entities.

icate outside the root CA's domain, the root CA shall cross-certify with the desired remote dom
path validation then involves building a chain of certificates from the remote*entity to the roof
e cross-certified remote CA.

erarchical architecture, independent CAs may cross-certify eachyother by issuing public
o each other. This results in a general network of trust relationships between CAs and allows ¢

rdinate CAs may issue certificates to CAs subordinate to them or to end entities. In a hierarchical

tity.
ads
the

ain.
CA

key
ach

group (such as a retail credit authorization network, a clearing houses~a, financial institution or a subgfoup

thereof) to
certification

CA of the Relying Party.

In a bridge
other CAs.
trusted CA
Subject's tn
certificates.

A comprom
of that priv.
Failure to

financial ne

Figure 1 su

5.4 Regi

An RA is af entity_that'is responsible for identification and authentication of the subjects of certificates, b

nota CA, a
revocation

5.5 End

An end enti

have its own CA. An entity uses the public key of a selected“CA for its trusted CA public key.
path consists of those certificates that chain back from the certificate being validated to the tru

architecture, which is a common non-hierarchical,architecture, a central CA cross-certifies to
[he public key of the central bridge CA is knowito all other trusted CAs and the public key of e
is known to the bridge CA. The certification path consists of two certificate chains, Subjeq
usted CA and Relying Party to Relying«Party's trusted CA, interconnected by the bridge

ise of the private key of a CA compromises all users of certificates of the CA, because the hg
hte key can generate fraudulent certificates and then masquerade as one or more end enti
provide compensating controls to deal with the possibility of compromise of transactions
work can have catastrophic effects on financial institutions and their customers.

mmarizes the life cycle of an end-entity certificate.

istration Authority (RA)

nd henee does not sign or issue certificates. An RA may assist in the certificate application prog
process, or both. The RA does not need to be a separate body, but can be part of the CA.

The
sted

the
ach
t to
CA-

Ider
ties.
n a

Ut is
ess,

entities

ty is a certificate subject which uses its private key for purposes other than signing certificates.

6 Certification Authority systems

6.1

General

A CA and one or more RAs may be configured as a CA system, and the functional allocation between CAs

and RAs wi

10

Il vary, based on implementation.
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RAs may be appointed to look after the secure registration of entities or this function may be part of the
services provided by the CA. Each RA is responsible for a specific RA domain.

When an RA is used, communications between the RA and the CA shall be authenticated. A digital signature

may be used for this process.

Public Key Certificate

Process

1
Key Generation

2
Entity

3
Submission of
Identification
and Public Key

4
Registration

Public/Private
Key Pair

Entity's Public Key

5
Certification

[ EndEntity |

|Acknowiedgement|

Distribution

—————

—»I_ Relying Party

Usage

Hold

Revocation or

Expiry

NOTE The numbers correspond to the process steps detailed in Figures 2 and 3.

Figure 1 — Typical public key management infrastructure process flow
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6.2 Responsibilities in CA systems

6.2.1

6.2.1.1

Sole responsibilities and best practices of a CA

Sole responsibilities of a CA

The CA shall be solely responsible for

a) securing the private key associated with the public key contained in the CA's certificate,

b) ensurigthatpubtic keys certified by the CAare unique withimthe CA's domaim,

c) ensurirjg that there is no duplication of the requester's distinguished name with that of any ether e
certifiedl by the CA,

d) generating certificates by applying a signature to the certificate information,

e) maintalning a revocation-checking mechanism appropriate for Relying Parties,

f)  creating, maintaining and distributing Certificate Revocation Lists (see Annex\F);

g) generating key pairs in accordance with a detailed CA key generation ceremony script and
requirements (see ISO 21188:2006, 7.3.1 “CA key generation” for more)details),

h) producjng the CPS and making it available to all appropriate parties,

i) ensurirg it owns and controls its private keys, and

j)  changing the CA's public/private key pair at intervals-appropriate to the business risk.

A CA systein shall ensure that the responsibilities of the CA and RA are assigned.

The operatipn of a CA shall be in accordance-with prudent business practices, the CA's Certification Praq

Statement (CPS), and applicable Certificate Policies (CP).The CA shall be responsible for certification

shall be able to print the information contained in certificates in human-readable form.

Certification] path constraints are defined in 1ISO 15782-2. Examples of their use are given in Annex
ISO 15782:2001.

Distribution

6.2.1.2

requirements for.a CA's public key are defined in 6.3.5.

Best practices of a CA system

It is recommended-that the CA system possess the following attributes.

a)

b)

c)

d)

12

It shou

ntity

CPS

tice
and

A\ of

d have sufficient resources to maintain its operations in conformity with its duties

It should be reasonably able to bear its risk of liability to end entities and persons relying on certificates

issued

It shou

by the CA, as dictated by its policy.

Id employ personnel practices which provide reasonable assurance of trustworthiness.

It should use standardized (ISO or national) cryptographic techniques and cryptographic modules
designed to meet the requirements for financial institution use based on one of the four progressive

assura

nce levels of module security defined as follows.
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Security Level 1 provides the lowest level of security. It specifies basic security requirements for a

cryptographic module, but it differs from the higher levels in several respects. No physi
mechanisms are required in the module beyond the requirement for production-grade equ

cal security
ipment.

Level 1 allows software cryptographic functions to be performed in a general purpose personal
computer (PC). Such implementations are often appropriate in low-level security applications. The
implementation of PC cryptographic software may be more cost-effective than hardware-based
mechanisms. This will enable organizations to avoid the situation that exists today whereby the

decision is often made not to cryptographically protect data because hardware is con

sidered too

2)

3)

4)

E
| S) or securitysfunctional levels (FCNs), or with levels of trust that may be defined in a CA's Certificate Po

expensive.
Level 2 cryptographic module (tamper evident)

Level 2 provides physical security by including requirements for tampe-evidént coatings
for pick-resistant locks. Tampe-evident coatings or seals would be placed/onja cryptograf

or seals, or
bhic module

so that the coating or seal would have to be broken in order to attain physical access to the plain-text

cryptographic keys and other critical security parameters within the module. Pick-res
would be placed on covers or doors to protect against unauthorized physical acc
requirements provide a low cost means for physical security and\avoid the cost of the hig
protection involving hard opaque coatings or significantly more expensive tamper de
zeroization circuitry.

Level 3 cryptographic module (tamper protected)

istant locks
ess. These
her level of
tection and

Level 3 attempts to prevent the intruder from gaining access to critical security parameters held

within the module. For example, a multiple-chip embedded module shall be contained
enclosure, and if a cover is removed or_a, door is opened, the critical security parg
zeroized. As another example, a module.shall be enclosed in a hard, opaque potting mate
access to the contents.

Level 4 cryptographic module(tamper enveloped)

Level 4 physical security provides an envelope of protection around the cryptograp
Whereas the tamper-detection circuits of lower level modules may be bypassed, the inter
protection is to detect(a penetration of the device from any direction. For example, if one
cut through the enclosure of the cryptographic module, the attempt should be detected ar
security parameters’should be zeroized. Level 4 devices are particularly useful for op
physically unprotéected environment where an intruder could possibly tamper with the devi

These Jevels are not to be confused with ISO/IEC 15408's common criteria evaluation assy

It should*make its own certificates, public key and Certificate Revocation Lists (CRL) readily
available to Relying Parties.

in a strong
meters are
rial to deter

nic module.
t of Level 4
attempts to
d all critical
pration in a
Ce.

rance levels
icy/CPS.

and reliably

It should utilize trustwortny systems In perrorming ItS services.

It should define and document internal operation policies for the CA system domain.

It should ensure that it complies with all appropriate regulations.

© 1SO 2009 - All rights reserved
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6.2.2 Responsibilities to be allocated to either a CA or an RA

The following requirements are applicable to the CA or RA.

a)

b)

c)

d)

f)
g)
h)

It shall validate the identity of the entity requesting the certificate as being that of the subject of the
certificate.

It shall validate the identity of the entity requesting a certificate if the requesting entity will not be the
subject of the certificate.

It shall, if appropriate, advise the party identified in the certificate that a certificate has been issued.

A validated means shall be used to convey this advice, and that means shall be independent.ef|any
method used to convey the certificate to the entity. Examples of validated means include normakmail for
low-risk (retail) systems and registered mail for private banking systems. The implementation of|this
functiopality is determined by business risk.

It shalll keep records supporting the certificate issuance process for the length of, time determined by
records-retention requirements.

It shallregister authenticated entities securely.
It shall [provide guidance to its end entities on the secure management of the'end entity's private key.

It shall inform the end entity that the integrity of the end entity's operation will be considered compromjsed
if the pfivate key of the end entity is ever revealed to, or used by, any unauthorized entity.

It shalll use any appropriate means to ascertain that the end ‘entity understands the responsibilities of
6.2.3. 4nd is able to comply with them.

It shall inform Relying Parties in the domain when the €A private key has been compromised.

It shall manage certificate renewal, re-key, reyocation, suspension and re-instatement requests from
entitied.

Annex C cdntains suggested requirements for the acceptance of certificate request data. See 6.4 for seclrity

quality assyrance and audit requirements.

6.2.3 Responsibilities of an end éntity

The followinyg requirements are ‘applicable to the end entity.

a)

b)

c)

14

It shalllensure that the‘end entity's private key is
— kept within.the 'secure confines of a cryptographic module, and

— uspd-6nly by the authorized person with proper access controls (e.g. user password or PIN), in
acfordance with the relevant CPS.

It shall understand the requirements for business continuity as specified in the CPS.

It shall ensure that the private key, when stored in a backup environment, is kept within the secure
confines of the cryptographic module, where the cryptographic modules are kept in secure storage.

Security requirements for the backup of private keys should be based on 6.3.1.2, except that Level 2
cryptographic modules may be used. In low-risk applications, a Level 1 cryptographic module may be
used. The private key shall be exported in a secure manner.

NOTE Both Levels 1 and 2 of key management allow a single individual access to an un-split encryption key.
This practice might be acceptable in certain perceived “low-risk” situations (such as home banking), but might not be
acceptable within commercial financial institutions, which have traditionally required dual control of keying material.
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d) It shall undertake that the private key is kept under its exclusive control, with due care being exercised to
prevent unauthorized use throughout the life of the key.

e) It shall undertake that the CA System is notified as soon as possible if the end entity knows or suspects
that its private key has been lost, disclosed, revealed or otherwise compromised.

f) It shall ensure that, following the compromise or withdrawal of an end entity's private key, the use of that
private key is immediately and permanently discontinued.

g) It shall ensure that any end-entity private key, that has been previously lost or compromised and later
recovered, will be destroyed.

h) |It shall ensure that, if the end entity ceases to exist, there exists a designated responsible party which will
ensure that the end entity's key is destroyed and which will notify the CA System.

i) |It shall provide the level of security required by the CPS and in accordance with_ah’end-entity agreement
(e.g. Subscriber Agreement).

j) |t shall provide accurate and complete data for the certificate request.

k) [It shall report to the RA/CA any inaccuracy or changes to the certificate content (e.g. change of names
after marriage, etc.).

6.3| Certificate life cycle requirements
6.3. Generation

6.3.11.1 General

Thig subclause addresses the requirements for.the generation of public/private key pairs.

6.3.1.2 Security requirements for a:CA's certificate-signing private key

Singe the certificate generated by a.CA shall be used to provide proof of the identity and intggrity of the
entify's public key, the part ofithe CA which performs private key cryptographic operations shall be
implemented in a cryptographic’ module not controlled or accessed by any subscribing entity} Since the
crypgtographic module employs’ the private key of the CA that issues the entity certificate, this Key shall be
givgn a high level of protection, as its possession would enable an intruder to masquerade as the CA and
gengrate forged certificates.

Theysecurity requirements for a CA's signing private key are the following.

a) |The private key shall be generated internally to a cryptographic module that, as a minimum|, meets the
requitements of a Level 3 cryptographic module.

b) The Inl|h|ir‘/pri\mh:- l(ny gnnnrni‘inn process. shall ensure that the l(nying materialis nrifhmnfir‘nllll consistent
with the requirements of a valid public key for the algorithm specified.

c) The public/private key pair shall be at least as strong as any key that it will be used to certify.

d) Neither the private key, nor any part thereof, shall exist in plain text outside of a cryptographic module
that, as a minimum, meets the requirements of a Level 3 cryptographic module.

e) A CA shall have exclusive control over its own private key.

f)  If copies of the CA's certificate-signing private key are required, the private key shall be securely exported
using one of the following methods:
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under at least dual control with split knowledge; or

afforded the same high level of protection as a CA signing private key.

encrypted using a key of at least equivalent strength of the public/private key pair which itself is

g) After key expiry, all copies of the CA private key (and fragments if they exist) must remain securely
protected or be securely destroyed.

6.3.1.3

The generaf

Key-pair ge
requiremen
private key.

Generation
manageme
cryptograph

a) Thece

b) The cg

disclos

The ce
that ke

c)

d) The us

The de

EXAMPLE 1
in another ag

EXAMPLE 2

EXAMPLE 3

The end en
key corresp

End-entity key-pair generation requirements

occur in
s for the backup of private keys should provide the same level of trust as for the operati
of the end entity's key may take place in the end-entity cryptographic module or.im a central
ic module. The following additional requirements apply if the key pair is centrally generated.

htral key generation authority shall generate the key inside at least a Lével 3 cryptographic mo

ntral key generation authority shall ensure that the end-entity digital signature private key is
bd to any entity other than the owner of the key.

ntral key generation authority shall not maintain a copy ofiany digital signature private key, ¢
y is delivered to the end entity.

e of centralized key generation requires a secure,channel to deliver the key pair to the end e
ivery of the end-entity's private key requires confidentiality and integrity protection.

Delivery in a Level 1 cryptographic module under dual control with split knowledge as defined in 6.3
propriate International Standard on banking;

Delivery under dual control with split.knowledge.

Delivery in a PIN Mailer for low-risk systems.

ity may need to interact with the certificate management system to prove possession of the pri
onding to the public key'in the request using the process known as key validation.

6.3.2 Su

An end en
provides th
the CPS. T

mission of certificate request data

ty shall compile its certificate request data and submit it to an RA. The certificate request
RA withsufficient information to allow the RA to verify the identity of the end entity as require
is includes the distinguished name of the end entity.

Jule.
Lirity
bnal

key

ht infrastructure. It is strongly recommended that signature keys be generated\in”the end enliity's

dule.

not

nce

tity.

5or

vate

Hata
d by

Annex C for suitable forms of identity verification), and the RA or CA shall validate the signature on the
certificate request data to ensure

a)

process using the private key,

b)

c)

16

that the public key in the certificate request data corresponds to the entity's private key, and

that there has been no failure in the key generation and transmission process.

the integrity of the entity's distinguished name, public key, and other information during the application
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compile the certificate request data, including the end entity's distinguished name and newly generated

public key,

digitally sign the certificate request data using the private key that relates to the public key contained in

the certificate request data, and

— submit the signed certificate request data and other information required by the CPS to an RA or a CA.

6.3.3—Registration

When the RA or a CA performing RA functions applies for a certificate on behalf of the end entity, the CA or

RA Bhall

a) |validate the identity of the requesting end entity, according to the CPS of the CAc(suggested re¢quirements
for accepting certificate request data are contained in Annex C),

b) |validate the end entity's possession of the private key corresponding fo the public key for which a
certificate is requested,

c) |accept certificate request data from the end entity whose identity’has been validated (if the certificate
request data was generated by the end entity),

d) |check the certificate request data for errors or omissions,

e) |validate the end entity's digital signature on the certificate request data,

f) |deliver a copy of the CA's public key in accordance with the requirements of 6.3.5, and a copy of the end
entity's certificate to the end entity,

g) |provide a notification to the end entitylconfirming successful registration and issuance of thg certificate
using an out-of-band method, and

h) |depending on business, record.its actions in an audit journal.

Se€ 6.4.1 and Annex A.

Figyre 2 summarizes a_process for issuing a certificate using a CA alone. Figure 3 summarizes orje approach

for ipsuing a certificate-by a CA using an RA.

© 1SO 2009 - All rights reserved
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Notification out-of-band

Key Entity submits Certificate L, .
Generation Certificate Request (302)3 distributed to Entity Entity's Alljd't
(1)? Data to CA (2)° ’ (5)° Journa
(1) The public/private keys (Es, E;) are generated.
(2) The Entity prepares the Certificate Request Certificate Relying
Data submission, signs it with its private key, distributed to Party's Audit
ang-stbmits-the—Certificate chucat Pata Re‘l‘y‘iTTg‘Pal'[y (5)2 Journat

subbmission to the CA in a secure manner.
(3) The CA validates the Certificate Request
D3ta submission.
(4) The CA prepares Certificatelnfo, signs CA's Audit
it with the CA's private key. Certificate to Journal Journal
(5) The CA distributes the certificate to the Entity
and the Relying Party.

@  The numlbers in the boxes refer to process steps in Figure 1.

Figure 2 — Issuance of certificate by a CA"alone

CA System
Notification out-of-band
Notification out-of-band
Certificate
Request
Key Entity submits to CA
- RA CA
Generatjon Certificate Request (3)° (4)
(1?2 Data to RA (2)%
Certificate
(1) The puiblic/private keys (Es;Ey) are generated. toRA
(2) The entity prepares the Eertificate Request
Data qubmission, signs-it-with its private key, Certificate
and sybmits the Cettificate Request Data distributed to Entity
submisgsion to the,RA in a secure manner. (5)
(3) The R validates’the Certificate Request
Data submission, signs it with its
private key; and submits it to the CA in Certificate
a sechre-manner Entity's Audit
distributed o
(4) The CA validates the request for a Journal Relying Party (5)
Certificatelnfo, signs it with the CA's
private key.
(5) The CA distributes the certificate to the Entity Relying
ia the RA) and to the Relying Party. ' i
(via the ) and to the Relying Party Party's Audit CA's Audit
Journal
Journal

a8  The numbers in the boxes refer to process steps in Figure 1.

Figure 3 — Issuance of certificate by a CA using an RA
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6.3.4 Certification

For
a)

b)

CA
sha

For

6.3.f5 Distribution of CA public keys

requests for new public key certificates (X.509, v3), the CA shall
verify the authenticity of the submission by the RA,
validate the signature on the certificate request data submission,

ensure that there is no duplication of the requester's distinguished name with that of any
certified by the CA,

other entity

ensure the uniqueness of the public key submitted for certification within the CA's domain, and
when duplicate public keys are detected, the CA shall

1) revoke all certificates that contain the duplicated public key, and

2) reject the request for a certificate.

Systems shall perform public key validation based on business risk. df-any of these checks
| reject the certificate request.

certificate requests, the CA shall
ensure that the elements of the certificate information sprovided in the certificate request
compliance with the CA's CPS and, if appropriate, “complete or modify those elements

compliance,

generate or obtain additional data elements to*complete the certificate information (Cert
depending on the type of certificate requested

use one or more CA private keys to sign’ the Certificatelnfo, thereby creating one or more
depending upon the business model.in’operation,

verify its own signature on theicertificate prior to issuing the certificate,

deliver a copy of the CA[s public key or keys, in accordance with the requirements of 6.3.5, ar
the end-entity certificate(s) to the RA 1) or directly to the end entity, depending on the business

securely notify the-RA, using an out-of-band means if necessary, that one or more certificates
generated, and

record its actions in an audit journal.

fail, the CA

data are in

to achieve

ficatelnfo),

certificates

d a copy of
model,

have been

The CA system shall provide its entities and Relying Parties with one or more trusted CA public keys and
associated parameters, which these entities can use to validate the first certificate in a path.

The CA may distribute multiple public keys to provide for the replacement of a public key upon the expiration
of the cryptoperiod of a given public/private key pair and for backup and recovery purposes.

1)

subject at the time of submission.

© 1SO 2009 - All rights reserved
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The integrity of a CA's public key and any associated parameters is essential. When a single CA or a
certification path is employed, the integrity of the certification path depends on the integrity of the public key
and the confidentiality of the private key of every CA in that path.

The CA shall distribute its public key, associated parameters including the validity period and the CA's
distinguished name, and ensure the integrity and authenticity of that key during distribution.

The method of distribution will depend upon the business-risk model employed, and the reason for distribution,
but shall be one of the following.

a) Trusted CA public keys may be initially distributed using

— mzl:chine readable media (e.g. IC card),

— embedding in an entity's cryptographic module,

— a self-signed certificate, which contains the trusted public key, signed with the cerresponding prijate
kel (note that the signature does not, in itself, prove the identity of the signer, this’being done viaout-
of{band means), or

— noph-automated means.

b) if a Supscriber or Relying Party already has an authenticated copy-ef.a trusted CA public key, a hew
trusted|CA public key may be distributed by

rect electronic transmission from the CA,
— placing in a remote cache or directory,

— loading into a cryptographic module, or
— anjy of the methods for initial distribution.

Regardless|of the method of transmission, the-integrity and authenticity of the trusted CA public key shall be
ensured. This may be achieved by using one of the following, or an equivalent method.

— Distribgte media under dual control with split knowledge and obtain receipts. This method is| not
applicable to direct electronic/tfransmission.

— Sign a|new trusted CA ‘public key using an existing trusted CA private key. If this method is used,| the
recipiept shall validate the signature on receipt. This option is not available if the CA private key is
(suspetted) compremised.

— Compyte a message authentication code (MAC) in accordance with ISO 16609 over the CA public key. If
this mdthod. is used, the recipient shall validate the MAC on receipt.

A CA's key may be confained in a certificate signed by another CA and be a part of a certification path, in
which case, the key may be validated using the public key from the previous certificate in the path.

To validate a path that includes multiple CA certificates, the initial certificate in a path is validated by a trusted
CA public key that shall be distributed by one of the methods described in this part of ISO 15782.

The validator shall ascertain that this trusted CA public key is currently valid. Annex D describes a method for

extracting a CA's public key from a cross-domain certification path (a path that includes one or more CAs
using two or more digital signature algorithms, e.g. DSA and RSA).
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6 Distribution of certificates

Certificates may be distributed to Relying Parties using one or both of the following methods:

certificates are explicitly included with the electronic message;

-1:2009(E)

certificates are implicitly in the electronic message and are contained in a remote cache or repository.

The RA may also distribute the certificate to Relying Parties. Note that the means for distribution are not

the Relying

bn business

riate status
cate status

the trusted
cope of the

repudiated,

date signed
ated before

e message.
ssibility that

specified in this part of ISO 15782.

6.3.f Usage of certificates

The|usage of certificates shall meet the requirements in 6.3.7.1 and 6.3.7.2.

6.3./.1 In order to validate a certificate and obtain a validated public key for immediate use,

Par{y shall check

a) |the validity period of the certificates (note that synchronization and secUre maintenance of the clocks of
the sender, recipient and all CAs in the path is an issue and that solutions should be based
risk).

b) |the revocation status of all certificates in the certification path,*using CRLs or other approq
mechanisms (e.g. Online Certificate Status Protocol (OGSP) or another standard certif
protocol), and

c) |the validity of the signatures on all certificates in the-céttification path:

— if the system uses a trusted time mechanism and the certificate was revoked beforg
time parameter contained in the signed message then the certificate shall be treated as invalid,
and any business decision that(¢ontradicts this requirement will be outside the s
certification system and will imdplicitly accept the possibility that the message may be
or
— if the system does nat use a trusted time mechanism, then it may be possible to vali
messages using a-certificate that has been revoked but that appears to have origin
the revocation took place.
A business decision-shall be made by the Relying Party as to whether to accept or reject th
This will depend@ipon the business-risk profile of the system and will take into account the pog
the message. may be repudiated.

6.3.f.2 \Whenever a validation failure occurs, the following action shall be taken:

a) [forhigh-risk applications, Relying Parties shall record validation failures in an audit journal;

b)

law, regulation, or prudent business practice, and these records shall include
the message that failed validation,

the certificate chain associated with the message, and

protocol.

A certificate shall be used only for the purposes outlined in the Certificate Policy.

© 1SO 2009 - All rights reserved
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See ISO/IEC 9594-8 and ISO 15782-2 for detailed certificate path processing requirements.

The integrity of any public key and associated parameters retained for future use shall be ensured. One
method is to store the entire certificate and validate the certificate as required. Another method is to extract
the public key for operational use, while protecting the key from accidental or deliberate modification.
Regardless of the method, the Relying Party shall allow re-validation of the public key. This includes the
validation of the time span during which the key is authorized for use and any possible certificate revocations

or holds.

In accordance with 6.3.3 and 6.3.4, it is required that an entity be provided with either

the put

the pu
inform3

If the publig

Relying Party's CA to the originator's CA to the originator.

If the publig
would need
used, allow

Relying Party to the topmost CA. Some examples of these alternative trust models are presented in Annex

6.3.8 Revpcation and hold or expiry

6.3.8.1 (

1IC Key Or the UA WHICH SIgNsS the entity’'s certicate, or

blic key of any CA in a possible certification path between the originator and receiver(of-sig
tion.

key of the Relying Party's CA is used to unwrap a certification path, the pathcextends from

key of another CA in this path is trusted, the path may be shortened because fewer certific
to be validated. For example, the trusted public key of the topmost €A in a hierarchy coulq
ng the path to extend from that topmost CA to the originator, withcno need for a path from

seneral

ned

the

ates

| be
the
B.

A certificatg¢ has a lifetime that is indicated by a validity period stated in the certificate but may be funther

constrained

A CA may place a temporary hold on a certificate without permanently revoking it. Reasons for such an ag

include

a) a desir

there is
b) other &
investig

A certificat
associated
and RA pol

authenticatgd. In this,case, a digital signature may be used.

Certificates
reasons:

by the CA as defined in the Certificate Policy.

e to reduce liability for erroneous ‘revocation when a revocation request is not authenticated
inadequate information to determine whether the revocation request is valid, and

usiness needs, such as~temporarily disabling the certificate of an entity pending an aud
ation.

»)

7

revocation or heold“may be requested on an entity's certificate by that entity or by an
with that entity¢RA association is established at the time of a certificate request according to
cy. Where the~prevention of denial of service is required, the revocation or hold request sha

may be'revoked or held only by the CA that issued the certificate. This may occur for a numbsg

tion

and

t or

RA
CA
| be

pr of

cessati
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end-entity private key compromise;
CA private key compromise;
change of affiliation (e.g. to a different CA);

a public key being superseded with another;

on of operations;

certificate hold; or

unspecified reasons.
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However, the reason code CRL entry extension should be absent instead of using the unspecified reason
code value.

A CA (or RA) shall validate the identity of an entity requesting the revocation or holding of a certificate,
according to commercially reasonable procedures corresponding to the relative risk of an unauthorized
revocation or hold.

A procedure and means of rapid communication shall be in place to facilitate the secure and authenticated
revocation or holding of

— one or more certificates of one or more entities,

— |the set of all certificates issued by a CA based on a single public/private key pair used py a CA to
generate certificates, and

— |all certificates issued by a CA, regardless of the public/private key pair used.

Whether certificates expire, are revoked or are held, copies of old certificates and’CRLs shall be|retained by
the Jssuing CA for the period of time required by law, prudent business practice and regulations. Npte that this
is a|records-retention requirement. Requirements for keeping CRL entries for-expired certificates gre stated in
6.3.8.2.

In the case of revocation of a certificate, all certificates containing-the same public key shall be immediately
revgked.

6.3.8.2 Certificate revocation process

Cerjificates that have been revoked or held may be distributed in time-stamped Certificate Revdcation Lists
(CRLs). Time-stamping is critical for indicating thestime at which the binding between an entity's public key
and| identity has been terminated (or held). Uponh“revocation, the entity whose certificate is revgked cannot
gengrate signatures with the private key correSponding to the public key in the revoked certificatg, which can
be yerified to be valid.

When Certificate Revocation Lists are‘used, these lists shall be

— |created and signed by the €A'so that Relying Parties can validate the integrity of the CRL and the date of
issuance,

— |issued by the CA at'regular intervals, even if no changes have occurred since the last issuanceg, and
— |accessible to-all entities and Relying Parties of the system.
Thel| frequencyand timing of CRL issuance is defined in the CPS. However, the online distributipn of CRLs
neef not be-made to all entities. CRLs may also be made available by a Directory Service. As A minimum,

CRIL entries identifying revoked certificates shall remain on the CRL until the end of the validity period of that
cerffficate.

See ISO/IEC 9594-8 and ISO 15782-2 for a discussion of ways to partition CRLs (e.g. delta CRLs and
distribution points).

6.3.8.3 Certificate hold and release

A certificate may be placed on hold by issuing a CRL entry with a reason code of certificatehold. An optional
hold instruction code may also be included to convey additional information to Relying Parties.

The duration of a certificate hold will vary according to the purpose of the hold. In the case of an

unauthenticated revocation request where the CA is unsure of the identity of the requester, the hold might last
for a few days or even only a few hours, as needed to investigate and validate the authenticity of the request.
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If the certificate of a substantial enterprise is placed on hold, the CA will wish to complete its investigation as

quickly as p

ossible. Holds issued for other business purposes might apply for a longer time.

Once a hold has been issued, the hold shall be handled in one of three ways:

a)

b)

standard reasons for revocation and the optional instruction code extension field shall not appear;

c)

be released and the entry removed from the CRL.

remain on the CRL with no further action, causing validation of the certificate to fail during the hold period;

be replaced by a revocation, for the same certificate, in which case, the reason shall be one of the

The certifithe may be used after the release of the hold. The hold is released by not putting the certificat

the next CR

6.3.8.4 A

6.3.8.4.1

The actions
to be taken

6.3.8.4.2

During the
a) verify t
b)
c)
d)
e)
f)

The CA sh
distribute th

ensure

record

When the R

verify t

L.
\ctions taken when a certificate is revoked or held

General

that shall be taken when a certificate is revoked or held are defined inPable 1. Additional act
for each reason code are defined in Tables 2 to 6.

Actions taken during certificate revocation
ertificate revocation process, the CA shall

ne identity and authority of the entity requesting revoeation of a certificate,

validat¢ the revocation request,
prepar¢ the revocation notice, sign it with its private key and (optionally) send it to the requesting entit

prepar¢ the CRLInfo and sign it with its private key,

availability to all entities of information on certificate status, and
ts actions in an audit journal.

puld provide an authenticated acknowledgement of the revocation to the entity, and may
e revocation noticeto other Subscribers and Relying Parties.

A assists anventity in the certificate revocation process, the RA shall

ne identity and authority of the entity requesting revocation of a certificate,

elp

ons

also

submit

certificate revocation requests to the CA in an authenticated manner as required by the CPS

secure

ensure

record

24

receive and verify the confirmation that the CA has received the revocation request,

that part of the revocation process for which the RA assumes responsibility,

provide an authenticated acknowledgement of the revocation to the requesting entity,

availability to all Subscribers and Relying Parties of information on certificate status, and

its actions in an audit journal.
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It should also provide an authenticated acknowledgement of the revocation to the entity as required by the
CPS.

When the RA assists a requesting entity in the certificate hold process, the RA shall

verify the identity and authority of the entity requesting the hold of a certificate, and

submit the certificate hold request to the CA in an authenticated manner,

provide a written acknowledgement of the hold.

Alsd

6.3.

See

Furt

B.4.3 Additional actions to be taken

her additional actions that may be taken by an entity or RA requesting a hold\are the following.

An entity or RA may request that the CA that issued a certificate to be“held place a hold on th
giving the CertificateSerialNumber to identify the certificate, and‘an optional CRLEntry r¢asonCode
value of certificateHold.

see Table 1.

Tables 2 to 6.

e certificate

If the certificate to be held is that of a CA, the Certificate Revocation List of the CA performing the

revocation shall contain entries for all revoked and held certificates of the subject CA.

Table 1 — Actions to be taken whenever a certificate is revoked or held for any reason

Entity Actions to be taken
Certified The certified entity or RA may:
entity or RA 1. request that the CA“irevoke, hold, or release the hold on a certificate, [giving the
CertificateSerialNumiber to identify the certificate, and the optional CRLEntry R¢asonCode
requested,
2. send a message to notify other entities and Relying Parties and identify the certificate for the
CRLEnNtry,
3. update the’audit journal to reflect the actions taken and the reasons for the actions. Revoked or
held (certificates shall be journalized.
CA The SA.shall ascertain the validity of the revocation or hold request, according to the CAls CPS and

perferm the following actions.

certificate (whichever comes first).

Relying Parties. A revocation notice may be used for this purpose.

held certificates shall be journalized.

1/~ Update the CRL. In the case of a certificate revocation, the certificate shall rempain on the
revocation list until the first CRL issued following the expiration date of the certificate, as a
minimum. In the case of a certificate hold, the certificate shall remain on the CRL until either the
explicit release of the hold, the expiration of the hold, or the expiration of the| underlying

2 Send (optionally) a signed message (out-of-band) containing the CRI Entry to all entities and

3. Update the audit journal to reflect the actions taken and the reasons for the actions. Revoked or

Users of the | The user shall:
certificate 1

held certificates shall be journalized.
Optionally, other entities may be notified.

symmetric algorithm key exchanges are revoked or held.

reject any message signed after the revocation date requiring the use of the revoked certificate,
2. update the audit journal to reflect the actions taken and the reasons for the actions. Revoked or

Table 6 defines additional requirements when certificates for public keys that are used to protect
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Table 2 — Additional actions taken on the compromise or suspected compromise

of an entity's private key

Entity

Additional actions to be taken

Certified entity
or RA

The certified entity or RA may request that the entity's CA revoke the certificate, giving the
CertificateSerialNumber to identify the certificate and with an optional CRLEntry reasonCode value
of keyCompromise or caCompromise.

If the entity is a CA, all the suspected certificates shall be revoked, and the CertificateRevocationList
of the CA itself may contain entries for all certificates of the suspect CA, with an optional reasonCode
value of caCompromise.

CA The issuing CA shall update the Certificate Revocation List (CertificateRevocationList). [The
CRLENtry in the CertificateRevocationList may optionally contain a reasonCode value of
keyCompromise or caCompromise, as appropriate.

Users of the Discontinue the use of all keying material ever sent and protected by that certificate.

certificate

Table 3 — Additional actions taken because of cessation of opérations
Entity Additional actions to be taken

Certified entity
or RA

The certified entity or RA may request that the entity's CA/revoke the certificate, giving |the
CertificateSerialNumber to identify the certificate and a CRLEntry and optional reasonCode valug of
cessationOfOperation. If the entity is a CA, it shall revoke all'Certificates that the CA has issued.

The request may be submitted by the entity or its legal répresentative.

CA

—

The issuing CA shall update the Certificate Revocation List (CertificateRevocationList) giving|the

optional reasonCode value of cessationOfOperation.

The business issues regarding the management and ownership of the entity or CA that has ceased
operations shall be addressed.

Table 4 — Additional actions taken because of change of affiliation of entity

Entity

Additional actions to be taken

Certified entity
or RA

The certified entity or{RA may request that the entity's CA revoke the certificate giving |the
CertificateSerialNumber to identify the certificate with a optional requested CRLEnNtry reasonCpde
value of affiliationChanged.

If the entity is,a ‘€A, the CertificateRevocationList of the CA itself may contain entries for all revgked
certificates.

CA The CA.shall update the Certificate Revocation List (CertificateRevocationList), giving the optipnal
reasonCode value of affiliationChanged.
Table § —= Additional actions taken when certificates are revoked for reasons other than for key
ompromise.—cessation-ofoperations-o chAaRge-o t'c"‘
Entity Additional actions to be taken

Certified entity
or RA

The entity or RA may request that the entity's CA revoke the certificate giving the
CertificateSerialNumber to identify the certificate and an optional Certificate Revocation List entry
(CRLEnNtry) reasonCode value of superseded or unspecified.

If the entity is a CA, the CertificateRevocationList of the CA itself shall contain entries for all revoked
certificates, with a reasonCode value of superseded or unspecified.

CA

The CA shall update the Certificate Revocation List (CertificateRevocationList) giving the optional
reasonCode value of superseded or unspecified, as appropriate.

26
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Table 6 — Additional actions taken when certificates for public keys used to protect symmetric

algorithm key exchanges are revoked or held

Reason for revocation or hold Additional actions to be taken by users of the certificate

Compromise or suspected compromise of an [ The use of all keying material ever sent and protected by th
entity's private key (without regard to type) shall be discontinued.

If the entity whose certificate is revoked or held is a CA, a
shall be used in the process of replacing keying material.

at certificate

different CA

Certificate expires or is revoked for reasons

Replace all keying material sent and protected by that certificate (without
other than actual or suspected compromise |regard to type) as soon as it is operationally convenient.

act

Ce:I:ificate is held for reasons other than|When a certificate is held for reasons other than actual or suspected
al or suspected compromise compromise, optionally suspend the use of, or replace,call-keying material
sent and protected by that certificate (without regard fo| type) as soon as it

is operationally convenient.

6.3.
6.3.

Bef

D Renewal of certificates

D.1 A certificate has a lifetime indicated by the validity period stated in.the certificate.

pre this validity period has expired, an end entity may request the renewal of a certificate by requesting an

extgnsion of its validity period (i.e. requesting a notAfter date later than the existing certificatg's notAfter
date). However, the start date (notBefore date) must be the samg in the renewed certificate ag it is in the

orig
Cerl

An

and
cert
end

.p.2 For renewing public key certificates, the CA shall

nal certificate. The renewed certificate will have the same key pair as the original certificate.

ificates may be renewed only by the CA that issued the, certificate.

ficate renewal data provides the RA with sufficient information to allow the RA to verify the id
entity and to identify the certificate to renew. This includes

the distinguished name of the end-entity,
the serial number of the certificate, and
the requested validity period.

end entity shall digitally sign the certificate renewal data.

validate.the signature on the certificate renewal data submission,

verify'the existence and validity of the certificate to be renewed,

end entity requesting the renewal of a currently walid certificate shall compile its certificate rgnewal data
submit it to the RA, or the CA performing RA functions, that had previously generated this cetrtificate. The

entity of the

d)

verify that the request of the validity period includes the same notBefore date as the notBefore date in
the original certificate, and that the notAfter date is later than the notAfter date in the original certificate,

and

verify that the request, including the extension of the validity period, meets the requirements defined in

the Certificate Policy.

If none of these checks fails, the CA shall generate and sign a new instance of the certificate, differing from
the previous certificate only by the validity period, certificate serial number and the CA signature. If a check

fails

, then the CA shall reject the certificate renewal request.
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The CA shall make the new certificate available to the end entity in accordance with the CP. A certificate

renewal res

ults in two certificates with the same public key. This implies that

renewal of a certificate does not require revocation of the previous instance of the certificate, and

when the validity periods overlap, any of the different instances of a certificate may be used.

6.3.10 Certificate Re-key

A

6.3.10.1
in the certi

IH L o Lfot: 1 + HPo | | PN pUH <o £ o Lt HP | +
A PUUNC ATy Tido A THTUTTTS, RTTUWIT do Uy JLUPTTIUU, WitiolTTriay Ul Ut Uute vdiidily porlTiuu ot

icate. Before the end of the validity period, or whenever there is a risk that the key coulg

ted
be

compromisgd, an end entity may request a re-key, that is to say to produce a new certificate for a_new’pdblic

key followi
accordance
and placed

An end ent
submit it to)
certificate r
end entity g

a) thedis

b) the ser|
c) thereq

6.3.10.2

key data, and the RA or CA shall validate the signature on'the certificate re-key data to ensure

application process using the new private key;

compil¢ the certificatenre-key data, including the end entity's distinguished name and newly gener

ng the generation of a new key pair. This new certificate will have a validity period se
with the CP. If a re-key was requested due to compromise, the old certificate shouldbe revg
on the CRL.

ty requesting the re-key of a currently valid certificate shall compile its certificate re-key data
the RA, or the CA performing RA functions, that had previously generated this certificate.
b-key data provides the RA with sufficient information to allow the RA-to verify the identity of
nd to identify the certificate to re-key. This includes
inguished name of the end entity,

al number of the certificate, and

Lested validity period.

The certificate re-key request process shall use*the entity's private key to sign the certificate

egrity of the entity's distinguished namle, the new public key, and other information during

public key in the certificate re<key data corresponds to the entity's new private key, and
re has been no failure inthekey generation and transmission process.

Subsequent to key @eneration and prior to key usage, the end entity shall

ey,

sign_the certificate re-key data using the new private key that relates to the new public
ed.if the certificate re-key data, and

t in
ked

and
The
the

the

hted

key

a) the int
b) that the
c) thatthe
6.3.10.3
public
— digitally
contair
— submit
6.3.10.4

the signed certificate re-key data and other information as required by the CPS to an RA or a

For re-keying public key certificates, the CA shall

a) validate the signature on the certificate re-key data submission,

b) verify the existence and validity of the certificate to be re-keyed, and

c)

Certificate Policy.

28

A.

verify that the request, including the requested validity period, meets the requirements defined in the
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If none of these checks fails, the CA shall generate and sign a new certificate (with a new certificate serial
number). If a check fails, then the CA shall reject the certificate re-key request.

The CA shall process a re-key request only if the previous certificate is valid (neither expired nor revoked).

Certificates may be re-keyed only by the CA that issued the certificate.

6.4 Security quality assurance and audit requirements

6.4.1 General

CAg and RAs shall maintain sound management and control practices confirmed via security quality-
assyrance processes and procedures, and compliance audits.

6.4.2 Audit journal requirements

CA |systems are required to keep audit journals that provide sufficient detail tosreconstruct evepts, provide
“‘due care” requirements and meet legal requirements. All entries in audit journals shall be daje and time
stammped. While audit journals will normally be created and maintained by the.CA management system, some
audjt journals may out-of-necessity be manual. The audit requirements” shall be specified ih the CA's
Ceriification Practice Statement.

CA pudit journal entries shall include all certificate and key management operations, such as key|generation,
backup, recovery and destruction, together with the identity. of the person authorizing the opgration and

perg
Chd
sha
but
pub

A lis
Aud
aud
may

In g
reag

6.4.

Doad

inte

ons handling any key material (such as key fragmenis)or keys stored in portable devices
nges in the custody of private keys and associated jparameters, and of devices or media h
| be recorded in the audit journals. Audit journals shiall not record the plain text values of any
may hold hash values as a means of identifying.keys and validating their correctness, as we
ic keys derived from private keys by means of @one-way function.

t of audit journal contents is provided in Annex A.

it journals shall be maintained in a-form that prevents unauthorized modification or destruction
t journals shall be protected from ‘modification or substitution. The use of a hash and a digit
be used. The private key pairiused for signing the audit journal shall not be used for any oth

ddition, the audit journal shall only be retrieved by authorized individuals for valid business
ons.

B Security quality assurance

umented security quality-assurance processes and procedures are required as part of the

'nal security.control over certificate management. The audit journal shall be reviewed regularly
security guality-assurance function. In some organizations, this function may be fulfilled K

or media).
olding keys
brivate keys
Il as that of

Automated
al signature
er purpose.
or security

system of

(e.g. daily)
y the audit

ification and

g at unusual

The extent and frequency of review and management escalation requirements should be determined by a
threat/risk evaluation. In high-risk applications or for legal purposes or both, CA systems may require end
entities and Relying Parties to maintain an audit journal.

6.4.4 CA and RA audit

Compliance reviews shall be performed by an independent audit function (internal, external or both) at a
frequency (e.g. annually) to be determined by the audit function. The audit should include compliance with the
Certificate Policy and Certification Practice Statement, procedures manuals and configuration specifications.
Audit results shall be formally documented and provided to the auditee for follow-up.
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6.4.5 End-entity audit

In high-risk

6.5 Busi

applications, end entities and Relying Parties may also be audited.

ness continuity planning

The requirements for business continuity planning depend on the availability and continuity needs of the
business applications supported by the CA. In general, high-risk, high-availability applications require more
robust business continuity processes and techniques than low-risk, low-availability applications.

component
more of the

Disaster re
certificates,

Disaster re
the compro
signed with
be revoked
ensure that

In the even

3 of a CA system |nclud|ng the hardware software and keys in the event of a fallure of on
5e components.

covery options may include the re-installation of the CA system and the re-issuance o
the use of a fully redundant system, or a “hotsite”.

covery processes are also required if a critical security component is compromised. In partic
Mise or suspected compromise of a CA's private key shall be considered aydisaster. All certific
that key after the compromise date (where available) shall be considered suspect and therg
The security measures implemented at the CA in order to protect the*private key of the CA 5
the probability of a compromise of that key is negligible.

that a CA has to replace or recover its private key, procedures shall be in place for the secure

authenticatéd revocation of all certificates issued by the CA using thisXprivate key.

Examples g

An entity m
certificates
key is comq

7 Data

The authen
hierarchical
framework

request dat
request dat

f disaster recovery procedures are described in Annex(E.

ay have one or more valid certificates in anticipation of a need for transition or recovery. Th
provide continuity of service when a certificate “expires, a cryptographic module fails or a pri
romised.

blements and relationships

tication framework defined in:this part of ISO 15782 provides for either a hierarchical or

structure for point-to-p@int connections and is based on ISO/IEC 9594-8. The authenticg
s based on providing assurances that the public key of an entity is contained in the certifi
h of that entity. In tufm) this assumes that there are assurances that the entity presenting certifi
h to be signed is_theentity holding the private key corresponding to the public key contained in

certificate r¢équest data. Refer to ISO 15782-2 for associated ASN.1 structures.

8 Publi

ISO/IEC 95

c key.certificate and Certificate Revocation List extensions

e or

[ all

llar,
ates
fore
hall

and

ese
vate

non-
tion
Cate
Cate
the

D4-8 provides the syntax _and semantics for a public key certificate. Version 3 (V3) public

key

certificates provide a mechanism for CAs to append additional information about the entity's public key,
issuer's public key and issuer's CRLs. Standard certificate extensions are defined. Since ISO/IEC 9594-8 is

intended to

be applicable to a widely diverse community of users, it offers numerous optional features.

Refer to 1ISO 15782-2 for a description of a profile of the certificate and CRL extensions that appear in
ISO/IEC 9594-8 with requirements for financial applications.
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CA and RA audit journal contents and protection
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AA1

Aud
auth

Mos
mair

The)

A1

The

=
o

A1

The

1 General

it journal entries shall be precisely identified as to source, date and entry number) Only
orized and required for the audit journal may be entered into the audit journal.

t items journalized are in electronic form; however, some significant security-related ever
ually recorded.

provisions of 6.4.2, last paragraph, shall be duly noted.

[2 Elements to be included in all journal entries
following elements shall be included in all journal entries:

date and time of the entry;

serial or sequence number of entry;

type of entry;

source (terminal, port, location, customer, etc.);

identity of the entity making the journal entry.

ual journal entries shall alsorinclude the following, if appropriate:

identity of the entity @uthorizing the operation and entities handling any keying material (S
fragments or keys.stored in portable devices or media);

custody of keys.and of devices or media holding keys.

|3 Certificate application information to be journalized by an RA or CA

following information shall be included in the audit journal:

information

ts shall be

uch as key

type of identification document(s) presented by the applicant;

record of unique identification data, numbers, or a combination thereof of identification docu
applicant's driver's licence number), if applicable;

storage location of copies of applications and identification documents;
identity of entity accepting the application;
method used to validate identification documents, if any;

name of receiving CA or submitting RA, if applicable;
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g) the subject's acceptance of the Subscriber Agreement;

h) where required under privacy legislation, the Subscriber's consent to allow the CA to keep records
containing personal data and pass this information to specified third parties; and publication of certificates.

A.1.4 Events to be journalized
Events to be journalized shall include the following information concerning keying material:

a) generation;

b) installakion of manual cryptographic keys and its outcome (with the identity of the operator);
c) backuq;
d) storage;
e) recovefy;
f)  withdrgwal of keying material from service;
g) escrow
h) archivql;
i) destrugtion;

i) generation of certificates;

k) receipt| of requests for certificate(s) including initial certificate requests, renewal requests, and retkey
requesis;

I) certificate revocation and suspension requests;,

m) certificate revocation, suspension, and.re-activation;

n) receipt| generation and sending ©f,Certificate Revocation Lists;
o) distribdtion of the CA's public)key;

p) submigsions of public.keys for certification;

q) actiondtaken on_compromise of a private key.

A.1.5 Sedurity-sensitive events to be journalized

Audit journal records shall include information needed to analyse patterns. Security-sensitive events and
associated information to be journalized include the following:

a) security-sensitive files or records read or written;
b) actions taken against security-sensitive data;
c) security profile changes;

d) use of identification and authentication mechanisms, both successful and unsuccessful (including multiple
failed authentication attempts);
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security-sensitive non-financial transactions (e.g. account or name/address changes, etc.);
system crashes, hardware failures and other anomalies;

actions taken by individuals in Trusted Roles: computer operators, system administrators,
security officers;

change of affiliation of an entity;

audit journal access;

and system

decisions to bypass encryption/authentication processes or procedures;

access to the CA system or any component thereof.

6 Messages and data to be journalized

following messages and data shall be included in the audit journal:

all messages/data (in electronic form) in or out of the CA (including Certificate Revocation List
all certificates generated;

identity of cryptographic keys used and their hash (where applicable)?);

the identity of the persons receiving the key fragments,

Audit journal backup

CA and RA audit journal data shall be backed up off-site at appropriate intervals.

Audit journal use

ual or automated procedures shall be available to facilitate the use, review and maintenance
hal. Procedures should-identify when the violation(s) should be reported to management.

mples of conditions.reéquiring analysis and possible action include
unusual saturation of system resources,
sudden,:unexpected increases in volume, and

access at unusual times or from unusual places.

of the audit

2)

Check values derived from keys using an approved hash should be journalized, as a means of identifying keys and
verifying their correctness.
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Annex B
(informative)

Alternative trust models

B.1 General

Trust mode€s define how trust IS transterred between CAS. 10 validaie a certiicate, a Relying Party fingls a
trusted path of certificates from the certificate being validated to a CA certificate that the entity trusts. An‘entity
of one CA might not hold (or trust) the public key of the CA that signed another entity 's certificate.

Various trugt models define mechanisms to construct a certification path through a CA hierarchy. These frust
models shgre the common characteristic that a Relying Party need only trust one CA public key in ordegr to
obtain and palidate the entity's certificate. The trusted key is typically that of the root CA~(a hierarchical {rust
model) or of the CA that issued the entity's certificate (a non-hierarchical trust model).

Trust modgls are identified by the method used by CAs to issue certificates to. other CAs. CAs can igsue
certificates [to each other in a systematic and ordered way or in a more flexible and less ordered way. [The
systematic,| ordered topology of certification paths that is normally employéd is a hierarchy, as illustrated in
Figure B.1.|The more general topology is a network of cross-certified CAs as illustrated in Figure B.2. Hybrid
topologies are discussed in B.4 and are illustrated in Figure B.3. All three models are discussed in B.2 to[|B.4
and the adantages and disadvantages of each model are summarizedin Table B.1.

Bob

Key

1 certificate (point to entity certified)
2  Certification Authority

3 end entity

Figure B.1 — Hierarchical trust model
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ertification Authority
end entity
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Figure B.2 — Non-hierarchical trust model
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B.2 Hierarchical trust model

In the hiera
in the root's
certify that
properly ing
property tha

In the hierg
subordinatg
below them
In a hierarc

a) the puk

EE

P (point to entity certified)
ion Authority
y

Figure B.3 — Hybrid'trust model

rchical trust model, the level of trustin any validated certificate is only as good as the level of

public key, and the public(key is distributed by an out-of-band means (e.g. by delivery usir
ured, bonded courier). This requires the use of a hierarchical certification model, and has
t an entity need not have ‘a trusted copy of its own CA's public key.

rchical trust model) CAs are arranged hierarchically under a “root” CA that issues certificatg
CAs. Figure BV illustrates a hierarchical trust model. These CAs may issue certificates to
in the hierarchy, or to entities.

hical PKi:

lickey of the root CA is known to every entity;

rust

public key. In this model, the reot's public key is not certified, since there is implicitly no issugr to

ga
the

s to
CAs

b) any entity's certificate may be verified by verifying the certification path of certificates that leads back to

the roo

Alice

36

t CA.

verifies Bob's certificate, issued by CA4, then
CA4's certificate, issued by CA2, and then

CAZ2's certificate issued by CA1, the root, whose public key she knows.
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A reverse certification path (from the Relying Party to the root) is never required; only the path from the root to
the entity being authenticated (i.e. the originator) is needed. Depending on the environment, this may
minimize the average length of a certification path (e.g. if most communication is between widely separated
entities).

Table B.1 — Trust model advantages and disadvantages

Trust Model Advantages Disadvantages
Hiefarchical The organizational management structure of many It is improbable that [there will be
organizations is largely hierarchical. Trust relationships are a single root CA “f¢r the world
frequently aligned with organizational structure, so it is PKI.
natural to align the certification path with the organizational , .
structure. Commercial ‘and bysiness trust
relationships are nof necessarily
The hierarchy may be aligned with hierarchical directory hierarchical.
names. . .
Compromise of the|root private
The certification path search strategy is straightforward. key is catastrdphic, and
L . . ) recovery requires [the secure
Some existing systems are designed hierarchically. distribution of the new public key
Each entity has a certification path back to the root. The to every entity. Hpwever, the
entity can provide its path to any other entity, .and any compromise of the [ssuing CA's
entity can verify the path, since all entities know)the root's private key invalidajes only the
public key. certificates issued by that CA.
Nor'l- It is flexible, facilitates ad hoc associations and trusted Certification patip search
hiefjarchical relationships, and reflects the bilateral trust relationships of strategies can be mgre complex.
business. ) ) .
An entity cannot proyide a single
An entity trusts at least the: CA that issued its own certification  path| that is
certificate in any PKI, and it issreasonable to make this the guaranteed to enable
foundation of all trust relatiohships. verification of his signatures by
-\l all other entities of the PKI.
CAs that are organizationally remote, but whose end
entities work together\with a high degree of trust, can be
directly cross-certified under a high-trust policy that is not
extended to_other CAs and is higher than would be
practical through a long, hierarchical chain of certificates.
It allows“direct cross-certification of CAs whose entities
communicate frequently, reducing the certification path
precessing load.
Recovery from the compromise of any CA's private key
requires only that the new public key (and certificates
signed with the corresponding new private key) be
securely distributed to the holders of certificates from that
CA.
Hyhrid Implements a hierarchical network of trust that provides a Certification pat||1 search
certification-path-backto-theroetforeachtser strategies—ean—be—much more
Allows direct cross-certification of CAs whose users complex.
communicate frequently, reducing the certification path Cross-certification among
processing load. subordinate CAs presents a risk.
Reflects the bilateral trust relationships of businesses.
Aligns the certification path with the organizational
structure.
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B.3 Non-hierarchical trust model

In the non-hierarchical model, each CA certifies its parent and subordinate CAs, and an entity holds the public
key of its issuing CA. The entity trusts this key, regardless of whether the key is certified or not. This model
allows the easy addition of entities, CAs, and levels of hierarchy. The impact of a key compromise or change
to a CA is minimized since the shortest certification path will be via the least common ancestor CA of the
communicating entities. In a large environment where most communication is between entities closely related
to one another, this model may result in the shortest average certification path.

In a non-hierarchical trust model, independent CAs cross certify each other (that is, issue certificates to each
other), resulting in a general network of trust relationships between CAs. Figure B.2 illustrates a non-

hierarchicai trust model. An entity trusts the public key of a local CA, generally the one that issued its
certificate, and verifies the certificates of other entities by verifying a certification path of certificates that 1gads
back to this|trusted CA.

EXAMPLE

— Alice knjows the public key of CA3, and

— Bob kngws the public key of CA4.

There are sgeveral certification paths that lead from Bob to Alice, but the shortest requires Alice to verify

— Bob's dertificate, issued by CA4, then

— CA4's gertificate issued by CA5, and finally

— CAb's gertificate, issued by CA3.

CA3 is Alicg's CA, and she trusts CA3 and knows its public key:

B.4 Hybrid trust model

The hybrid frust model incorporates characteristics;of both the hierarchical and non-hierarchical trust models.
The fundamental building block is a hierarchy which includes root CAs, subordinate CAs, and end entifies.
Root CAs dertify subordinate CAs and perform~cross-certification with other root CAs. Every CA that is not a
root CA willlhave a certification path to a«get CA. This establishes a hierarchical path of certificates extenfling
from a root [CA to its subordinate CAs, and from each of these CAs to their respective subordinates.
Cross-certificate pairs are in parallel to the certificates hierarchically linking CAs to the root. These pargallel
cross-certificate pairs, shown_ inZFigure B.3 as double-headed arrows, allow client applications that perform
certification| path validation from the verifier's parent CA, using the cross-certificate pair, to operate from|any
CA. This allows cross-ceritification with other domains to occur not only at the top (root CA) level, but glso
among subgrdinate CAS;

Within the Rybrid{rust model, three types of cross-certificates are defined: hierarchical, general, and special.
Hierarchica| ‘cross-certificates parallel the hierarchical certification path to the root CA. They ensure |that

Relying Parties that trust their local CA (as opposed to the root CA), can always find a certification path to any
other entity in the PKI.

General cross-certificates supplement the certification hierarchy and allow for shorter certification paths. The
rules regarding the use of general cross-certificates allow for a propagation of trust that is at least as
restrictive as the propagation that would result from the use of the least restrictive certification path from the
Relying Party's root CA to the certificate being validated.

Special cross-certificates provide certification paths that need not conform to the restrictions imposed
hierarchically along the paths from the root CAs. Special cross-certificates may be created between “leaf” CAs.
Leaf CAs are CAs that have a hierarchical certification path to the root and hold a certificate with a path length
constraint of “0”. This permits further propagation of trust to another CA along the hierarchical certification
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