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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Lres used to develop this document and those intended for its further maintenarncs
n the ISO/IEC Directives, Part 1. In particular the different approval criteria ieede

es of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

drawn to the possibility that some of the elements of this document may be the su
rhts. ISO and IEC shall not be held responsible for identifying any or‘all such patent ri
y patentrights identified during the development of the documentwill'be in the Introdu
ne ISO list of patent declarations received (see www.iso.org/patents).

ame used in this document is information given for the convenience of users and doe

constitute an endorsement.

For an exp
assessment

lanation on the meaning of ISO specific terms and expressions related to confor
as well as information about ISO’s adherence to the WTO principles in the Technical Bar

to Trade (TBT), see the following URL: Foreword — Supplementary information.

The commiftee responsible for this document is ISO/IECYTC 1, Information technology, SC 31, Auton
identification and data capture techniques.

ISO/IEC 291|67 consists of the following parts, under the general title Information technology — Autor
identification and data capture techniques:

— Part1:|
Part 10
Part 11;
Part 12
Part 13
Part 14
Part 16]

Part 17:

Part 19:

becurity services for RFID air.interfaces
Crypto suite AES-128 secugity services for air interface communications
Crypto suite PRESENT-80 security services for air interface communications
Crypto suite ECC:DH security services for air interface communications
Crypto suite-Grain-128A security services for air interface communications

Crypto-suite AES OFB security services for air interface communications

are
1l for

t types of document should be noted. This document was drafted in accordance with the
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hts.
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Crypto suite ECDSA-ECDH security services for air interface communications

Crypto suite cryptoGPS security services for air interface communications

Crypto suite RAMON security services for air interface communications

The following part is under preparation:

— Part 15:

Crypto suite XOR security services for air interface communications
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cryptoGPSis alightweight asymmetricidentification scheme thatis suitable for RFID Tag authentication.
While there are many types of such scheme, the computational costs for the Tag when using cryptoGPS
are relatively low. This is particularly the case since cryptoGPS is well-suited to an implementation
strategy using what is referred to as “coupons”. These are the results given by a modest off-line pre-
computation, with coupons being used by the prover at each invocation of the cryptoGPS scheme. The

resu

Itant scheme offers very useful performance trade-offs.

This part of ISO/IEC 29167 specifies the security services of the cryptoGPS cryptographic suite that
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nternational Organization for Standardization (ISO) and International Electrotechmical

draw attention to the fact that it is claimed that compliance with this part of ISO/IEC 4
ve the use of patents concerning radio-frequency identification technology given in
lified below.

nd IEC take no position concerning the evidence, validity, and scope of\these patent rig

holders of these patent rights have assured the ISO and IEC that théyjare willing to negot
r reasonable and non-discriminatory terms and conditions with/applicants throughou
is respect, the statements of the holders of these patent rights are registered with I
mation on the declared patents can be obtained from:

Commission
9167 might
the clauses
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ate licences
t the world.
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38-4
F-92

0, rue du General Leclerc
794 Issy Les Moulineaux CEDEX 9
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atest information on IP that might be applicable to this part of ISO/IEC 29167 can be foy

nd at www.
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Information technology — Automatic identification and
data capture techniques —

Part 17:
Crypto suite cryptoGPS security services for air interface

Cco

1

This
stan
suitg
and

This

a unfilateral authentication mechanism whose security is related to the difficulty of tak

loga

2

2.1

To ¢
relev

2.2

To conform to this part of ISO/IEC 29167, an Interrogator shall

To cgnform to this\part of ISO/IEC 29167, an Interrogator might

m“n: Valal
ITIITUIIICAa

hcope
partofISO/IEC 29167 defines the cryptoGPS cryptographicsuite for the ISO/IEC 18000 a
Hards for radio frequency identification (RFID) devices. Its purpose is_te provide a com

for security for RFID devices that might be referred by ISO committees for air interfac
hpplication standards.

partof ISO/IEC 29167 defines alightweight mechanism using-asymmetric techniques ar

[ithms on elliptic curves.

Conformance

Claiming conformance

rant clauses of this part of ISO/IEC 29167, except those marked as “optional”.

Interrogator conformance-and obligations

mplement the messageand response formatting defined in this part of ISO/IEC 29167 4
o the relevant parteof ISO/IEC 18000.

mplement‘any subset of the parameters for message and response formatting defined
pf ISOAEC 29167.

To c<|mform to this part of ISO/IEC 29167, the Interrogator shall not

irinterfaces
mon crypto
e standards

d providing
ng discrete

aim conformance with this part of ISO/IEC 29167, an Interrogator or Tag shall comply with all

nd conform

in this part

— implement any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.

2.3

Tag conformance and obligations

To conform to this part of ISO/IEC 29167, a Tag shall

— implement the message and response formatting defined in this part of ISO/IEC 29167 for the
supported types and conform to the relevant part of ISO/IEC 18000.
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To conform

to this part of ISO/IEC 29167, a Tag might

— implement any subset of the parameters for message and response formatting defined in this part
of ISO/IEC 29167.

To conform

— implem

to this part of ISO/IEC 29167, a Tag shall not

ent any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.

3 Norm

The followi
indispensalj
references,

ISO/IEC 97¢
Mechanisms

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic techniques base

elliptic curv

ISO/IEC 18(
Parameters

ISO/IEC 18(
63: Paramet

ISO/IEC 197
techniques -

ISO/IEC 29
Part 1: Secu

4 Terms

For the pur]

following apply.

4.1

asymmetric cryptographic technique

cryptograp
item, and a

htive references

hg documents, in whole or in part, are normatively referenced in this docurient anc
le for its application. For dated references, only the edition cited applies: For und
the latest edition of the referenced document (including any amendments) applies.

8-5:2010, Information technology — Security techniques — Entity authientication — Pg
using zero-knowledge techniques

bs — Part 1: General

for air interface communications at 13,56 MHz

00-63, Information technology — Radio frequency.identification for item management —
ers for air interface communications at 860 MHzto 960 MHz Type C

(62 (all parts), Information technology <~~Automatic identification and data capture (A
— Harmonized vocabulary

167-1, Information technology —. Atitomatic identification and data capture techniqué
rity services for RFID air interfaces
and definitions

boses of this documenit, the terms and definitions given in ISO/IEC 19762 (all parts) an

hic technique that uses two related operations: a public operation defined by a public
brivate'operation defined by a private data item

| are
ated

rt 5:

d on

00-3, Information technology — Radio frequency identification for item management — Part 3:

Part

IDC)

] the

data

Note 1 to en'
infeasible to

Ly. T}lC tVVU UpPCl atiuuo llaVC tllc proupci t_y t‘uat, givcu thc yululu, UpCl atiuu, lt ib \,Uluputati
derive the private operation.

[SOURCE: ISO/IEC 9798-5:20009, 2.3]

4.2
asymmetri

C pair

nally

two related data items where the private data item defines a private operation and the public data item
defines a public operation

[SOURCE: ISO/IEC 9798-5:20009, 2.5]
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4.3
challenge
procedure parameter used in conjunction with secret parameters to produce a response

[SOURCE: ISO/IEC 9798-5:20009, 2.6]

4.4

claimant

entity whose identity can be authenticated, including the functions and the private data necessary to
engage in authentication exchanges on behalf of a principal

RCE-ISQ/IEC Q70Q9.5.20009 2 71
[SOURGE:1SO /IEC 9798.5:2009, 2.7]

4.5
claijnant parameter
publfc data item, number or bit string, specific to a given claimant within the domain

[SOYRCE: ISO/IEC 9798-5:2009, 2.9]

4.6
commitment
publjc value used to engage a secret value without revealing it

Note|1 to entry: The commitment is used in a protocol so that a party-cannot change a secret value after it has
comthitted to it.

4.7
coupon
pre-computed number which shall be used only onee

[SOURCE: ISO/IEC 9798-5:2009, 2.8, modified]

4.8
domfain
collgction of entities operating under asingle security policy

Note|1 to entry: For instance, public.key certificates created either by a single certification auth¢rity, or by a
colleftion of certification authorities using the same security policy.

[SOYRCE: ISO/IEC 9798-5:20009, 2.11]

49
domjain parameter
publjc key, or function, agreed and used by all entities within the domain

[SOYRCE: ISOAEC 9798-5:20009, 2.12]
4.10

enti :}1 auflﬂ aentication

TITCITITITTCTIULT

corroboration that an entity is the one claimed
[SOURCE: ISO/IEC 9798-1:2010, 3.14]

411
hash function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— itis computationally infeasible to find for a given output, an input which maps to this output;
— itis computationally infeasible to find two different input which map to the same output.

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

© ISO/IEC 2015 - All rights reserved 3
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[SOURCE: ISO/IEC 10118-1:2000, 3.5]

4.12

private key

private data item of an asymmetric pair, that shall be kept secret and should only be used by a claimant
in accordance with an appropriate response formula, thereby establishing its identity

[SOURCE: ISO/IEC 9798-5:2009, 2.21]

4.13

procedure parameter
tranSIErlt p iblic data item ucad in an inctanca of an anthanticatinan maochanicm o g 9 cammit 'lent’

o Tc—COrortor Tt T o C O T O IO TN T C e O O OOt T e T T C O T O T I T C IO T T I O Or —C O Irrrer

challenge, o response

[SOURCE: I§0/IEC 9798-5:20009, 2.22]

4.14

public key
public data fitem of an asymmetric pair, that can be made public and shall be used by every verifidr for
establishing the claimant’s identity

[SOURCE: I§0O/IEC 9798-5:20009, 2.23]

4.15
random number
time varianf parameter whose value is unpredictable

[SOURCE: I§O/IEC 9798-1:2010, 3.29]

4.16

response
procedure garameter produced by the claimant, and.processed by the verifier for checking the identity
of the claimpnt

[SOURCE: I§O/IEC 9798-5:20009, 2.25]

417
secret pargmeter
number or hit string that does not appear in the public domain and is only used by a claimant

Note 1 to entlry: For instance, a private key.
[SOURCE: I§O/IEC 9798-5:2009, 2.26]

4.18
unilateral qutheantication
entity authgntication which provides one entity with assurance of the other’s identity but not vice yersa

[SOURCE: ISO7/TE€9798-1:2010,3-35%

4.19

verifier

entity including the functions necessary for engaging in authentication exchanges on behalf of an entity
requiring an entity authentication or for engaging in verifying a signature of a given message and signer

[SOURCE: ISO/IEC 9798-5:2009, modified]

4.20

verify

verification process that takes a message, a signature and an identity of a signer to output accept meaning
the given signature is generated by the signer with the corresponding signing key, or reject otherwise

4 © ISO/IEC 2015 - All rights reserved
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procedure parameter that provides evidence of the claimant’s identity to the verifier

[SOURCE: ISO/IEC 9798-5:20009, 2.31]

5 Symbols and abbreviated terms

5.1 Symbols

s apply.

2-1< A< 21
a bit string

be uniquely

uity in inter-

nding on the

chanism, or

RESENT

For §he purposes of this part of [ISO/IEC 29167, the following symbols and abbreviated term

|Al bit size of the number A if A is a non-negative integer (i.e. the unique integer j-so that|
ifA>0,0or0ifA=0,e.g. 165537 =[216+1| = 17), or bit length of the bit string A4if 4 is
NOTE To represent a number 4 as a string of a bits with a >|A|, a -|A| bits'set to 0 ajje appended
to the left of the |A] bits.

Ali] ith-bit of the number A, where A[0] is the right-most bit and A[|41+-1] is the left-most Hit

Alij] bit string made of the bits from the ith-bit to the jth-bit of the humber A, where i > j

Bl g bit string resulting from the concatenation of data items B and C in the order specified. In cases
where the result of concatenating two or more data items is input to a cryptograplic algorithm
as part of an authentication mechanism, this result shall be composed so that it ca
resolved into its constituent data strings, i.e.§p that there is no possibility of ambi
pretation. This latter property could be achieyed in a variety of different ways, depe
application. For example, it could be guaranteed by
(@) fixing the length of each of the substrings throughout the domain of use of the m4
(b) encoding the sequence of concatenated strings using a method that guarantees unique decoding,
e.g. using the distinguished encoding rules defined in ISO/IEC 8825-1 [10]

Y response (procedure parameter)

C challenge (procedure parameter)

A byte length of fresh strings of random bits for representing challenges (domain parameter)

& bit length offresh strings of random bits for representing challenges (domain paranjeter)

Se set of challenges ¢

Z derived challenge (procedure parameter)

0 byte length of the derived challenge z (procedure parameter)

w’ bit length of the derived challenge z (procedure parameter)

Y set of derived challenges z

E elliptic curve (domain parameter)

TRUNC truncation function; TRUNC(input) denotes the bitwise truncation of input to the k least signifi-
cant (right-most) bytes

F one-way function taking two inputs, a commitment X and a challenge c, and producing a derived
challenge z

PRESENTk(B) encryption of the block B with the 128-bit key K, using the lightweight block cipher p

AES-Lk(B) encryption of the block B with the L-bit key K, using the block cipher AES

© ISO/IEC 2015 - All rights reserved
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P base point over the elliptic curve E (domain parameter)
N order of the base point P (domain parameter)
[k]R multiplication operation that takes a positive integer k and a point R on the curve E as input and

produces as output another point Q on the curve E, where Q = [k]R=R+ R + ... + Ris the sum of k
occurrences of R. The operation satisfies [0]R = Of (the point at infinity), and [-k]R = [k](-R)

S private key (secret parameter)

2 bit length of the secret key (domain parameter)

1% public key (public parameter)

%4 byte length of the public key (domain parameter)

Q field size (domain parameter)

n{ry} fresh random number or fresh string of random bits, or indexed set thereof\(secret parametgr)
P length of fresh strings of random bits for representing random numbers|{domain parameter]
X, {Xi} commitment, or indexed set thereof (procedure parameter)

X security parameter, length of a commitment X (domain parahieter)
o security parameter (domain parameter)

A bit length of the signature of the public key (publi€)parameter)
{a,b,c, ..} set containing the elements a, b, ¢, ...

0k string bit constructed with k zero bits

CCCCp binary notation

CCCCh hexadecimal notation

5.2 Abbreviated terms

CCR Commitment Challehge Response

CS Cryptographid.Suite

CSI Cryptographic Suite Identifier

ECDLP Elliptic'Curve Discrete Logarithm Problem

LHW Lew Hamming Weight

NTS Non-transmissible Signature

RFU Reserved for Future Use

TAM Tag Authentication Method

6 Cipher introduction

This mechanism, cryptoGPS - called GPS in the earlier cryptographic literature - is due to Girault,
Poupard, and Stern [3]. The name cryptoGPS is now used so as to avoid confusion with the physical
location service. cryptoGPS is a zero-knowledge identification scheme that provides unilateral entity

6 © ISO/IEC 2015 - All rights reserved
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authentication. Several variants of cryptoGPS are specified in ISO/IEC 9798-5 and ISO/IEC 29192-4 [15]
with the elliptic curve variant [2], along with some optimizations, being presented below.

cryptoGPS is a public key, or asymmetric, cryptographic mechanism for Tag authentication that offers
the potential for lightweight implementation on the Tag and security that is related to the difficulty of
solving the elliptic curve discrete logarithm problem (ECDLP).

Two variants of the authentication are described:

— The Commitment-Challenge-Response (CCR) variant. CCR schemes, such as cryptoGPS, have
previously been proposed as lightweight solutions to the problem of Tag authentication.

— The Non-Transmissible Signature (NTS) variant. This variant is based on the cryptoGHS signature
bcheme and reduces the number of exchanges between the reader and the Tag.

In addition cryptoGPS can be used with a variety of implementation optimizations) These include:

a) the use of what are termed coupons, essentially a pre-computation of the form (1, X)|that can be
btored by the claimant and used at the time of authentication, and

b) the use of a pseudo-random number generator that can be used te-re“generate the firs§ component
- of the coupons in optimization 1, and

c) theuseofacryptographichash function that can be used toreduce the size of the second component
K of the coupons in optimization 1, and

d) the use of bitwise truncation that can be used to further reduce the size of the second component X
bf the coupons in optimization 3, and

e) the use of what are termed low hamming weight.(LHW) challenges, available only to the CCR variant,
hat provides a carefully constructed challenge space offering some computational efficiencies to
'he claimant. A challenge is said to be MHW if there are at least o - 1 zero bits betwg¢en any two
Consecutive one bits in its binary représentation (where o is the bit length of the privatg key s).

All of these optimizations are optionaland they can be used in combination.

Issug¢s such as the key infrastructuré required to support the techniques described in this Cryptographic
Suite¢ are outside the scope of the’document. They remain, nevertheless, important considerations when
assepsing the suitability of any Cryptographic Suite for a given application.

7 Parameter definitions
cryptoGPS allowsa verifier to check that a claimant knows the elliptic curve discrete logarithm of a

claimed public,point with respect to a base point. A general framework for cryptographid techniques
baseld on elliptic curves is given in ISO/IEC 15946-1.

Withinagiven domain the following requirements shall be satisfied.

a) Domain parameters that govern the operation of the mechanism shall be selected. The selected
parameters shall be made available in a reliable manner to all entities within the domain.

b) Every claimant shall be equipped with the same elliptic curve E and a set of parameters, namely the
field size g, a base point P over E, and n the order of point P. The curve and the set of parameters are
either domain parameters or claimant parameters.

c) Each point P used as the base for elliptic curve discrete logarithms shall be such that, for any
arbitrary point J of the curve, finding an integer k in [0, n — 1] (if one exists) such that J = [k]P is
computationally infeasible, where feasibility is defined by the context of use of the mechanism.

d) Every claimant shall be equipped with a private key.

© ISO/IEC 2015 - All rights reserved 7
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e) Every verifier shall obtain an authentic copy of the public key corresponding to the claimant’s
private key.

NOTE1 The exact means by which the verifier obtains a trusted copy of the public key of the claimant is
beyond the scope of this part of ISO/IEC 29167. This may, for example, be achieved by the use of public-key
certificates or by some other environment-dependent means.

f) Every verifier shall have the means to produce fresh strings of random bits. When coupons are not
used, every claimant shall also have the means to produce fresh strings of random bits.

NOTE 2  The exact means by which the verifier and claimant obtain fresh strings of random bits is beyond the
scope of this part of ISO/IEC 29167.

8 State ¢liagram
This part of/[SO/IEC 29167 shall implement an INITIAL state.

After power-up and after a reset of the Cryptographic Suite, the Cryptographic Suite'transitions fo its
INITIAL stafe. After a successful Tag Authentication (TAM1 or TAM2) the Cryptographic Suite shall
remain in it INITIAL state. If the Cryptographic Suite returns an error code, jtgoés to the INITIAL State.

The transitjon between states is specified in Figure 1 — State machiné ef cryptoGPS cryptogrgphic
engine (TAM1 and TAM2 mechanisms).

TAM

/ \ TAM2

TAM1-Step1 TAM1-Step2 /\
INFTTAL INITIAL

Figure 1 1 State machine of cryptoGPS cryptographic engine (TAM1 and TAM2 mechanisms)

9 Initializatieh and resetting

Implementdtions of this suite shall assure that all memory used for intermediate results is cleared pfter
each authentication operation and after reset.

For claimant 4, a fresh string shall be uniformly selected at random from the set {2, 3, ..., n - 1}. The
string represents the private key, denoted s.

The number o =|n| gives the number of bits to be used to represent private keys.

Denoted V, the public point for claimant A is set equal to the inverse of the multiplication of the base
point P by the number s; namely

V=(xyyv) =~ [s]P

8 © ISO/IEC 2015 - All rights reserved
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The challenges are selected from a set of integers S of cardinality 4., where 26" -1 < A, <26". The length
in bits of the greatest possible challenge is denoted by . It is a domain parameter.

NOTE1 The total number of possible challenges is application dependent. Values of ¢’ from 8 to 64 can be
considered, but most applications would likely use §” equal to 20 to 40.

NOTE 2  When the set of challenges is the interval [0, 4. - 1], then f = §".
The derived challenges are selected from a set of integers S of cardinality 4, where 2« -1 < A, <2w’,

NOTE 3  The total number of possible derived challenges is application dependent. Values of w’from 8 to 64 bits
can be considered, but most applications would likely use w’equal to 20 to 40 bits.

NOTE 4  Inthe CCR variant, when the LHW optimization is not used, then §'= w’and c = z.

In the NTS variant, the derived challenge z is computed as the result of the one-way fung¢tion F with
input a commitment X and a challenge c:

z=F(X o).

The F function is based either on the lightweight block cipher PRESENT; o1 the block ciphef AES, or on
the Bash function SHA-256.

NOTES5  PRESENT is a standardized lightweight block cipher and is dés¢ribed in ISO/IEC 29192-2 [}4]. AES is the
blocHf cipher described in FIPS-197 [19]. SHA-256 is the fourth hash fang¢tion specified in ISO/IEC 101{18-3 [12],

10 Authentication

10.1 Introduction
This|section outlines two variant mechanisms.#sing cryptoGPS that provide Tag authenticgtion.
The flaimant shall store a private key s (@s'a string of o bits).

Optipnally, the claimant may store the corresponding public key V and a certificate C on thdt public key
Vissjued by a trusted authority.

Ifthg coupon optimization is@igtused, the claimant shall store the agreed base point Pand the|parameters
for associated elliptic curve operations on the pre-selected elliptic curve E.

If the coupon optimiZation is used, the claimant shall store m coupons C; where 0 < i < m-I. The exact
forn] of the coupons.stored will depend on the additional optimizations that are used.

In thle case of ceupon use, in addition to:
— humberd and a private key s, in the CCR variant;

— huumbers § and w, and a private key s, in the NTS variant;

the claimant shall only store a set of coupons. To be used only once, each coupon consists of a p-bit string
(that need not be stored if it can be reproduced by a pseudo-random function, e.g. one of the functions
specified in ISO/IEC 18031[16]) and a commitment.

Thebracketed lettersin Figures 2 and 3 correspond to the steps of the mechanism, including the exchanges
of information, described in detail below. The claimant is denoted by A. The verifier is denoted by B.

© ISO/IEC 2015 - All rights reserved 9
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10.2 Tag authentication: CCR variant (Method “00” = TAM1)

Authenticate(TAM 1-Step 1, Payload)

A 4

B P (b) TAM1-Step1 Response A
Interrogator [ ) Authenti TAM1 5 Pavload Tag
©), (&) (d) Authenticate( -Step 2, Payload) > (), (e)

(f) TAM1-Step2 Response

A

Figure 2 — (‘nmmitmpnt-(‘hallpngP-Rpcpnncp variant

For each application of the mechanism the following procedure shall be performed. The verifier Bl (the
Interrogatof) shall only accept the claimant A (the Tag) as valid if the procedure completes successfully.

a) For eadh authentication,
1) either a new coupon (r;, X;) is used, or
2) afresh string of p bits shall be uniformly selected at random. It shall-be kept secret.

p=c+w+06

NOTE 1 A value of 0 of 80 is appropriate for most applieations.
NOTE 2 If the LHW optimization is not used, then‘wf = §". Else, w’= 256 x § + (6 - 1) x (o]- 1).
NOTE ! The p-bit value r; shall not be equal to.zero.

i) Denoted rj, the number represented by-the fresh string shall be converted into a conpmit-
ment (used as witness) X; as

X; = EG20SPg([ri] P, fmt)
with EC20SPg the function to convert a point on elliptic curve E to octet strings defined in|ISO/
IE(Q 15946-1 and fmt a format:specifier, which is one of the symbolic values compressed, unfom-

predssed, or hybrid.

NO[TE 4 Undergertain circumstances some might prefer to use the witness foriula
Xi 4 EC20SPg([r; mod=n]P, fmt).

ii) | Then, inraddition and depending on Tag initialization, optionally set X; = SHA-256(X})
NO[TE 5 SHA-256 is the fourth hash function specified in ISO/IEC 10118-3 [12].

iii)| \Then, in addition and depending on Tag initialization, optionally set X; = TRUNC(Xj).

NOTE 6 The size of the witness will depend on application security demands.
b) A sends commitment X; to B.
c) Onreceipt of commitment Xj, the following steps are performed:

1) Ifthe commitment length x, sent by 4, is lower than application security policies allow, then the
procedure fails.

2) Ifthe desired challenge length §, sent by A4, does not satisfy application security policies then the
procedure fails.

10 © ISO/IEC 2015 - All rights reserved
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3) A fresh challenge string c shall be uniformly selected at random from S; so that a derived
challenge z lies in the set S, and is not equal to zero.

B sends challenge c to A.
NOTE 7  Ifthe LHW optimization is not used then z = ¢, and c shall not be equal to zero.
On receipt of the challenge, the following computational steps are performed.

1) Ifthe challenge cis not an element of S, then the procedure fails, and the commitment X; can be
re-used.

P) A computes a derived challenge z as follow:
i) Ifthe LHW optimization is not used, then z = c.
ii) Ifthe LHW optimization is used, then the following computational steps are pgrformed:
[) The &-byte challenge c can be denoted as: as || as-1 || .- || az |{a3.
[I) Starting from the least significant bit of z, there are a; Zero bits before the|first ‘1’.

[II) There are then (o - 1) + a; zeros between the (i-1)th@and the ith ‘1",

B) Ifthe derived challenge z is not an element of S, or i$)equal to zero, then the procedyre fails, and
the commitment Xj can be re-used.

i) Aresponse y shall be computed (as an integer) using the number r; and the private key s as
V=Ti+Zx%xSs
A sends response y to B.

NOTE 8 A shall now delete coupon (ry,X;), or otherwise make it functionally inaccessible, in ofder to forbid
he reuse of the same coupon for anether authentication.

Dn receipt of response y, the following computational steps are performed.

[) If the response y is 1ot a string of p bits and/or if the leftmost 6 bits of y are all eqyal, then the
procedure fails;

) Denoted X* a candidate witness shall be computed as follows:
i) X%¥=EC20SPg([z]V + [y]P, fmt)

NOTE.9— Some might prefer to use the verification formula X* = EC20SPg([z]V + [y mod n]P, fint).

ii) Then, in addition and depending on Tag initialization, optionally set X* = SHA-256(X*).

iii) Then, in addition and depending on Tag initialization, optionally set X* = TRUNC(X*)

3) IfX*=X;then verification is successful and the claimant is accepted as authentic. Otherwise the
procedure fails.

© ISO/IEC 2015 - All rights reserved 11
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10.3 Tag authentication: NTS variant (Method “01” = TAM2)

B (a) Authenticate(TAM 2-Step1, Payload) _ A
Interrogator > Tag
(e) < (d) TAM2-Step1 Response (b), (c)

Figure 3 — Non-Transmissible Signature variant

For each application of the mechanism, the following procedure shall be performed. The verifier-5| (the
Interrogatof) shall only accept the claimant A (the Tag) as valid if the procedure completes successfully.

a) B sendp to A a fresh string c of length 6 bytes.
b) Onrecegipt of the challenge c, the following steps are performed by A.

1) Ifthe length of ¢ does not satisfy application security policies then the ptocedure fails.
c) Then, yithin A:

1) either a new coupon (r; X;) is used, or

2) afresh string of p bits shall be uniformly selected at random. It shall be kept secret.
p=0+w+0
NOTE 1 A value of 0 of 80 is appropriate formrost applications.
NOTE 2 The p-bit value r; shall not be equal to zero.

i) Denoted rj, the number represented by the fresh string shall be converted into a compmit-
ment (used as witness) X; as

X; = EC20SPg([r;]P, fmt)

with EC20SPg the function to convert a point on elliptic curve E to octet strings defined
in ISO/IEC 159461 and fmt a format specifier, which is one of the symbolic values fom-
pressed, uneompressed, or hybrid.

NOTE 3 Unhder certain circumstances some might prefer to use the witness formula
XiE EC20SP¢([r; mod n]P, fmt).

ii)] ,Then, in addition and depending on Tag initialization, optionally set X; = SHA-256(X])).

iii Thentmradditionrand dcpcudiug, o tag inttiatization; uptiuuany setX= TRUNCXrX,; .
NOTE 4 The size of the witness will depend on application security demands.

3) Aderived challenge z shall be computed using the commitment X; and the challenge c as
Z= F(Xi, C)

The F function can be based either on the lightweight block cipher PRESENT, on the block cipher
AES, or on the hash function SHA-256.To compute z, the following steps are performed:

i) The commitment X; and the challenge c are concatenated to get K= X; || c.

12 © ISO/IEC 2015 - All rights reserved
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ii)  If PRESENT is used (depending on Tag initialization), the following computational steps
are performed:
[)  If the length of K is greater than 128 bits, then the procedure is aborted and the
commitment X; can be re-used.
I1) Ifthelength of Kis lower than 128 bits, then Kis expanded with zero bits at the most
significant (left-most) bit positions until its length is 128 bits: K=0...0 || K.
[II) With K as key, the lightweight block cipher PRESENT is used to encrypt the 64-bit
zero string bit:
Z = PRESENTg/(064)
NOTE 5 PRESENT is a standardized lightweight block cipher and1is.described in ISO/

IEC 29192-2.[14]

iii)

Else if AES is used (depending on Tag initialization), let L be the key length used (L is equal
to 128,192 or 256 bits) and let AES-L be the correspondingyversion of AES (AHS-L is either

AES-128, AES-192 or AES-256). The following steps areperformed:

If the length of K is greater than L bits, then the-procedure is aborted and the com-
mitment X; can be re-used.

If the length of K is lower than L bits, then K is expanded with zero bitg at the most

4

significant (left-most) bit positionsduntil its length is L bits: K= 0...0 || .
With K as key, the block cipher AES-L is used to encrypt the 128-bit zerjo string bit:
z =AES-Lg(0128)

AES is the block cipher described in FIPS-197.[19]

Else if SHA-256 is used-{{depending on Tag initialization), then set z = SHA-256(K).

ly
1)
I11)
NOTE 3
iv)
v)

Then, in addition'dnd depending on Tag initialization, optionally set z = TRUNC,(2).

4) Ifzisequalto zero the authentication procedure is aborted and the commitment X; cah be re-used.

5) Ifthe length-efz does not satisfy application security policies then the procedure fails and the

commitmentX; can be re-used.

6) Otherwise response y shall be computed (as an integer) using the number r; and| the private
key s)as

Y=Tri+ZXxs

A sendsresponse y and derived challenge Z 1o b.

NOTE 4
in order to forbid the reuse of the same coupon for another authentication.

A shall now delete coupon (ri, Xi), or otherwise make it functionally inaccessible,

On receipt of response y and derived challenge z, the following computational steps are performed.

1) Iftheresponseyis nota string of p bits and/or if the leftmost 8 bits of y are all equal, then the
procedure fails.

2) Ifthe derived challenge z is equal to zero, then the procedure fails.

3) Ifthe length of z does not satisfy application security policies then the procedure fails.
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4) Ifthe witness length x does not satisfy application security policies then the procedure fails.
5) Denoted X* a candidate witness shall be computed as follows:
i)  X*=EC20SPg([z]V + [y]P, fmt)

NOTE 5 Some might prefer to use the verification formula X* = EC20SPg([z]V + [y mod n]
P, fmt).
ii)  Then, in addition and depending on Tag initialization, optionally set X* = SHA-256(X*).

FFAI L L.

iiijj—Ttemn, imadditiomrand depending om Tag initiatization, optionatty set X*=TRUNCXT).

6) De¢noted z* a candidate derived challenge shall be computed as follows:
i) The candidate witness X* and the challenge c are concatenated to get K* = X* || c.

ii)) If PRESENT is used (depending on Tag initialization), the following camputational gteps
are performed:

[)  Ifthelength of K* is greater than 128 bits, then the procedure is aborted.

II) Ifthe length of K* is lower than 128 bits, then K* is expanded with zero bits at the
most significant (left-most) bit positions until itstength is 128 bits: K* = 0...0 || K*.

[II) With K* as key, the lightweight block ciphet, PRESENT is used to encrypt the 6@ -bit
zero string bit:

z* = PRESENTg*(064)

iii) Elseif AESisused (depending on Taginitialization), let L be the key length used (L is gqual
to 128,192 or 256 bits) and let AES-L'be the corresponding version of AES (AES-Lis ejther
AES-128, AES-192 or AES-256), The following steps are performed:

[)  Ifthelength of K* is greater than L bits, then the procedure is aborted.

[I) Ifthelength of KXislower than L bits, then K* is expanded with zero bits at the most
significant (left-miost) bit positions until its length is L bits: K* = 0...0 || K*.

[II) With K* askey, the block cipher AES-L is used to encrypt the 128-bit zero string bit:
z*= AES-Lg+(0128)
iv] Else ifSHA-256 is used (depending on Tag initialization), then set z* = SHA-256(K*),

v)[ Then, in addition and depending on Tag initialization, optionally set z* = TRUNC,,(z[).

7)  If EArir thenverificationis-successfulandth
=z then-veriticationissuccesstuland-t

procedure fails.

i accantad ac A thaonti
ISaecepteaasatttnent:

Otharuic the
WS e

Message layout for authentication methods TAM1 and TAM2

For both Tag authentications variants described in 9.2 and 9.3, a sequence of one or more commands
needs to be sent to the Tag in order to complete authentication with the authentication methods in this
Cryptographic Suite. In order for an authentication to succeed, the entire sequence of commands needs
to be executed successfully.

Message and Response are part of the security commands that are described in the air interface
specification. The following sections of this document describe the formatting of Message and Response
for the Tag authentication methods TAM1 and TAM2 and the payloads for each step of the authentication
sequence will be detailed below.
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State transition tables are provided in Annex A.

10.3

.1 CCR variant (Method “00” = TAM1)

Tag authentication using a commitment-challenge-response protocol.

10.3

.1.1 TAM1-Step1: Interrogator payload formatting

7:2015(E)

The Interrogator starts the authentication process and constructs a TAM1-Step1 payload defined below:

field AuthMethod Step L‘lngs
7 r

The

10.3

The
geng

The
1

2)

# bits 2 2 4

Figure 4 — TAM1-Step1 Interrogator message

Fields have the following interpretation:

AuthMethod: This field is set to 00.

btep: This field is set to 00.

Flags: This field is set to the following values:

— Flags[0] = 0 if the Interrogator doesn‘t need%o receive the Tag public key from the
— Flags[0] = 1 if the Interrogator needs to‘teceive the Tag public key from the Tag.

— Flags[3:1] = 000.

NOTE The value of Flags[3:1] canb&'viewed as RFU.

.1.2 TAM1-Step1: Tag processing

Tag shall only accept this,payload in the INITIAL state. In any other state, receipt of t
rates an error.

[ag checks if the following conditions are fulfilled:

['he Tag cheeksthat AuthMethod is equal to 00. If not, the Tag returns error code ERR_AU'
hind stays I INITIAL state.

['he Fag checks that Step is equal to 00. If not, the Tag returns error code ERR_STEP
NIPIAL state.

[ag.

1is message

[HMETHOD

ind stays in

3) The Tag checks that the received value of Flags is compatible with whether the Tag public key is
stored on the Tag. If not, the Tag returns error code ERR_PUBKEY and stays in INITIAL state.

The Tag then performs the following steps:

1) It generates, or retrieves from memory, an unused commitment X; of length x bytes. If the Tag is
unable to produce a new commitment Xj, then it returns error code ERR_COMMITMENT and stays
in INITIAL state.

2) It constructs a response message as described below.

3) It moves to state TAM.

© ISO/IEC 2015 - All rights reserved
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10.3.1.3 TAM1-Step1: Tag response formatting

The full response payload is defined below:

if requested
A

—~

field AuthMethod Step Flags Length & Length x | Commitment X; | Length v

Key V CA

Public Signature

# bits

2 2 4 4 4 8 xx 8 8 xv A

The fields h
— AuthMe
— Step: T
— Flags:'
— Fla
— Fla
— Fla
— Fla
— Fla
— Fla
— Fla
NOTE 1
NOTE 2
— Length
NOTE 3
NOTE 4

— Length

Figure 5 — TAM1-Step1 Tag message

hve the following interpretation:

rthod: This field is set to 00.

nis field is set to 00.

'his field is set to the following values:

gs[0] = 0 if the LHW challenge optimization is not used.

ps[0] = 1 if the LHW challenge optimization is used.

ys[1] = 0 if no hash function is used to construct tlie toupons.

gs[1] = 1 if the hash function SHA-256 is used to-construct the coupons.
gs[2] = 0 if truncation is not used to construct the coupons.

gs(2] = 1 if truncation is used to constiuct the coupons.

gs(3] = 0.

The value of Flags(3] can-be viewed as RFU.
6: The length in bytes of the challenge that is anticipated by the Tag.
The length ¢ will depend on application security considerations.
If the EHW challenge is used then ¢ also denotes the hamming weight of the derived challen

x: The'length in bytes of the commitment X;.

The value of Flags[2:0] will-likely be fixed at the time of Tag manufacture or personalization|

<
®

o]

NOTE 5

NOTE 6

The Ipngfh xwill dpppnd on :\pp]ir‘;ﬂ'inn security considerations

Iftruncationis used then x effectively communicates the extent of truncation to be used by the verifier.

— Commitment Xj: The cryptoGPS Tag commitment.

Optionally i
— Length

ncluded, depending on the value of Flags in the Interrogator authentication command:

v: The length in bytes of the representation of the Tag-specific public key V.

— Public key: The Tag-specific public key V.

— Signature CA: The signature (certificate) for the Tag-specific public key V. The choice of signature
scheme will be system-wide and the size of the certification signature field will be fixed throughout.

16
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10.3.1.4 TAM1-Step1: Interrogator processing
The Interrogator recovers the TAM1-Stepl Response and performs the following steps:

1) The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM1-Step1 Interrogator
message. If not, the Interrogator generates an error code and halts.

2) The Interrogator checks that Step is equal to Step from the TAM1-Step1 Interrogator message. If not,
the Interrogator generates an error code and halts.

3) The Interrogator authenticates the Tag public key V. If the Tag public key cannot be authenticated,
the Interrogator generates an error code and halts

4) The Interrogator verifies that it supports the Tag type identified by the value of Flags. If not, the
nterrogator generates an error code and halts.

5) The Interrogator “saves” the status of the Tag by setting three boolean flags as follows:
BLuw = TRUE if Flags[0] = 1, FALSE otherwise

Byagu = TRUE if Flags(l] = 1, FALSE otherwise

Brrunc = TRUE if Flags(2] = 1, FALSE otherwise

Then the Interrogator performs the following steps:

1) |If the commitment length x, sent by the Tag, is lower than associated application secufity policies
hllow then the Interrogator generates an error codeyand halts.

2) The Interrogator checks that the requested length 6 of the challenge satisfies associated application
becurity policies. If it’s not then the Interrogateér generates an error code and halts.

3) T he Interrogator stores the value of X; in‘user-memory.

4) Depending on the value of Flags, théInterrogator constructs the message for TAM1-Step2 in one of
WO ways.

10.3[1.5 TAM1-Step2: Interrogator message formatting

The [nterrogator shall compute a non-zero challenge c. This will be interpreted by the Tag as a derived
challenge in one of two'ways, depending on the value of Flags received in the response to TAM1-Stepl.

The |nterrogator shall construct a TAM1-Step2 payload.

The full messdge-payload is defined below:

field AuthMethod Step Flags Challenge C

# bits 2 2 7% 8=

Figure 6 — TAM1-Step2 Interrogator message

The fields have the following interpretation:

— AuthMethod: This field is set to 00.

— Step: This field is set to 01.

— Flags: This field is set to 0001 if BLyw = TRUE and to 0000 otherwise.
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Challenge: This field contains a random challenge c.

— Case Bryw = FALSE: The challenge c and the derived challenge z will be the same non-zero
random string of length 6 bytes.

— Case BLyw = TRUE: The challenge c represents a §-byte encoding of a non-zero random derived
challenge z that has hamming weight 6.

10.3.1.6 TAM1-Step2: Tag processing

The Tag shall only accept this payload in the TAM state. In any other state, receipt of this message

generates a

error.

cks that the following conditions are fulfilled:

1rns in INITIAL state.

checks that Step is equal to 01. If not, the Tag returns error code ERR.STEP and retur
state.

ERR_CHALLENGE and returns to the INITIAL state.

The Tag che
1) TheTag
and ret
2) The Tag
INITIAL
3) Thele
4) Thele
error c
5) The der
to the1
NOTE 1
zero sin

If these con

1y

2)

3)

10.3.1.7 TAMA-Step2: Tag response formatting

The full res

The Tag
with co

The Tag

NOTE 2
challeng

The Tag
the sele

th of ¢ corresponds to the length (6 bytes) demanded. If not;¢the Tag returns error

th of the derived challenge z satisfies application security policies. If not, the Tag ret]
de ERR_CHALLENGE and returns to the INITIAL state.

ived challenge z is non-zero. If not the Tag returnserror code ERR_CHALLENGE and ret|
NITIAL State.

When using the LHW variant of cryptoGPSthe encoding method necessarily implies that z i
Ce it must have hamming weight 6.

litions are fulfilled the Tag performs;the following steps:

generates, or retrieves from niemory, the pseudo-random number r; of length p assoc
Lipon of index i.

uses z, rj, and the Tag duthentication key s to compute the cryptoGPS response y.

When the LHW challenge is not used then z = c. When the LHW challenge is used, the §
e c gives the derjved/value z.

constructstaresponse containing the value y, transmits the response and disables reu
cted coupon.

checks that AuthMethod is equal to 00. If not, the Tagreturns error code ERR_AUTHMETHOD

ns in

code

urns

urns

non-

ated

tbyte

se of

ponse payload 1s defined below:

field AuthMethod Step Response y

# bits 2 2 p

Figure 7 — TAM1-Step2 Tag message

The fields have the following interpretation:

— AuthMethod: This field is set to 00.
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— Step: This field is set to 01.

— Responsey: The p-bit cryptoGPS Tag response.

10.3.1.8 TAM1-Step2: Interrogator response processing
The Interrogator recovers the TAM1-Step2 Response and performs the following steps:

1) The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM1-Step2 Interrogator
message. If not, the Interrogator generates an error code and halts.

2 Thaoalntarvragataw chaclrcthat Cron o N n l1tn C+ap Frnn +h o
HETHEEr PO gator et ekStiatotepISequartootepom—+tne

he Interrogator generates an error code and halts.

T
T

AMI-Step2Hnterrogatermessage. If not,
3) The Interrogator uses the derived challenge z, the response y, the public key V, aiid the e]liptic curve
system parameters to compute X* = EC20SPg([z]V + [y] P, fmt).
4) If Byasy = TRUE, the Interrogator computes X* = SHA-256(X*).
5) If Brrunc = TRUE, the Interrogator computes X* = TRUNC,(X*).

6) |f X*=X;then verification succeeds.

If verification succeeds the Tag is authenticated. In all other cases-the Tag is not authenticatied.

10.3l2 NTS variant (Method “01” = TAM2)

Tag quthentication using a challenge-response protocok

10.3{2.1 TAMZ2: Interrogator message formatting

The |nterrogator starts the authentication process and constructs a TAM2 payload.

field AuthMethod Flags Length & Challenge ¢

# bits 2 2 4 8x8

Figure 8 — TAM2 Interrogator message

The fields havethe following interpretation:
— AuthMethod: This field is set to 01.

— Flags? This field is set to the following values:

— Flags[0] = 0 if the Interrogator doesn‘t need to receive the Tag public key from the Tag.
— Flags[0] = 1 if the Interrogator needs to receive the Tag public key from the Tag.
— Flagsll = 0.
NOTE The value of Flags[1] can be viewed as RFU.
— Length &: The length in bytes of the challenge c.

— Challenge c: The challenge.
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10.3.2.2 TAMZ2: Tag processing

1l always accept this payload since the Tag is always in the INITIAL state.

cks if the following conditions are fulfilled:

halts, and stays in INITIAL state.

If not, the Tag returns an error code ERR_CHALLENGE, halts, and stays in INITIAL state.

The Tag checks that AuthMethod is equal to 01. If not, the Tagreturns error code ERR_AUTHMETHOD,

The Tag checks that the length § of the challenge c satisfies associated application security policies.

The Tag sha
The Tag che
1
2)
3) The Tag
stored
The Tag the
1) It genel
unable
in INITI
2) With ca
applica
returng
NOTE 1
it can be
3) Ifthed
halts, a
NOTE 2
it can be
4) Ifthe dq
the cry
5) The Tag

the sele

10.3.2.3 TAM2: Tag response-formatting

b checks that the received value of Flags is compatible with whether the Tag publie k
bn the Tag. If not, the Tag returns error code ERR_PUBKEY, halts, and stays in INITIAL'S

h performs the following steps:

ates, or retrieves from memory, an unused commitment X; of length x bytes. If the T
Lo produce a new commitment Xj, then it returns error code ERR_COMMITMENT and s
AL state.

mmitment X; and challenge c, it computes a derived challengez 0flength that satisfie
ion security policies. If the length of X; and ¢ does not allow\to compute z, then the
an error code ERR_CHALLENGE, halts, and stays in INITIAL'state.

In this situation the selected coupon has not been used insthe computation of a Tag respons
reused.

erived challenge z is equal to zero, then the Tdg returns an error code ERR_CHALLE
hd stays in INITIAL state.

In this situation the selected coupon has ngt’been used in the computation of a Tag respons
reused.

btoGPS response y.

constructs a response containing the value y, transmits the response and disables reu
cted coupon.

ey is
fate.

ag is
tays

5 the
Tag

b and

NGE,

b and

brived challenge z is non-zero, the Tag uses z, r;, and the Tag authentication key s to compute

se of

The full response payload is-defined below:
_ if requested ~
field | AuthMethod Flags Length w ch]:l;l::;: 2 Length x Response y | Length v f{l:;li; Sigr:;t'lre
# bits 2 6 4 8 xw 4 p 8 8 xv A
Figure 9 — TAM2 Tag message
The fields have the following interpretation:
— AuthMethod: This field is set to 01.
— Flags: This field is set to the following values:
— Flags[2:0] = 000 if SHA-256 is used to compute the derived challenge z.
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=001 if PRESENT is used to compute the derived challenge z.

[2:0]

— Flags[2:0] = 010 if AES-128 is used to compute the derived challenge z.
[2:0] = 011 if AES-192 is used to compute the derived challenge z.
[2:0]

— Flags =100 if AES-256 is used to compute the derived challenge z.
— Flagsl3] = 0 if no hash function is used to construct the coupons.

— Flagsl3] = 1 if the hash function SHA-256 is used to construct the coupons.

— FlagstH="o01f truncation S ot used to ConStruct the Couporns.

— Flagsl4] = 1 if truncation is used to construct the coupons.

—  Flagsl5] = 0 if truncation is not used to compute the derived challenge z.
— Flagsl5] = 1 if truncation is used to compute the derived challenge z.
NOTE 1  The value of Flags[5:0] will likely be fixed at the time of Tag mafiufacture or personalization.
— Length w: The length in bytes of the derived challenge.

NOTE 2  The length w will depend on application security considerations.

NOTE 3  If truncation is used then w effectively communicates the extent of truncation tp be used by
he verifier.

— Derived challenge z: The derived challenge coniputed by the Tag.

— Length x: The length in bytes of the commitment X;.

NOTE 4  The length x will depend on application security considerations.
NOTES5  Iftruncationisused then x efféctively communicates the extent of truncation to be used ly the verifier.
— Responsey: The p-bit cryptoGPS Tag response.
Optipnally included, depending.on the value of Flags in the Interrogator authentication command:
— Length v: The length.in-bytes of the representation of the Tag-specific public key V.
— Public key: The-Tag-specific public key V.

— JPignature CA:The signature (certificate) for the Tag-specific public key V. The choice pf signature
scheme will be system-wide and the size of the certification signature field will be fixed fhroughout.

10.3.2,4\TAM2: Interrogator response processing

The Interrogator recovers the TAMZ Response and performs the following steps:

1) The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM2 Interrogator
message. If not, the Interrogator generates an error code and halts.

2) If the response y is not a string of p bits and/or if the leftmost 0 bits of y are all equal, then the
procedure fails.

3) The Interrogator checks that the length x of the commitment X satisfies associated application
security policies. If not then the Interrogator generates an error code and halts.

4) If the length w of the derived challenge z does not satisfy application security policies then the
Interrogator generates an error code and halts.

5) Ifthe derived challenge z is equal to zero, then the Interrogator generates an error code and halts.
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6) The Interrogator authenticates the Tag public key V. If the Tag public key cannot be authenticated,
the Interrogator generates an error code and halts.

7) The Interrogator verifies that it supports the Tag type identified by the value of Flags. If not, the
Interrogator generates an error code and halts.

8) The Interrogator “saves” the status of the Tag by setting three boolean flags and two additional
values as follows:

Then the In

1) ThelInt
system

2) If Byasy = TRUE, the Interrogator computes X* = SHA3256(X*).

Fperiv = “SHA-256" if Flags[2:0] = 000
Fperiv = “PRESENT” if Flags[2:0] = 001

Fperiv = “AES” and L = 128 if Flags[2:0] = 010

Fperiv = “AES” and L = 192 if Flags[2:0] = 011

Fperiv = “AES” and L = 256 if Flags[2:0] = 100

Byash = TRUE if Flags(3] = 1, FALSE otherwise
Btrunci = TRUE if Flagsl4] = 1, FALSE otherwise
Btruncz = TRUE if Flags[5] = 1, FALSE otherwise
ferrogator performs the following steps:

brrogator uses the derived challenge z, the responsey, the public key V, and the elliptic ¢
parameters to compute X* = EC20SPg([z]V + [y]P) fmt).

[c1 = TRUE, the Interrogator computes X*= TRUNC(X*).

errogator computes z* = F(X*, ¢). Iporder to do so, the following computational step
ned:

Interrogator sets K* = X* ||\¢.
DERIV = PRESENT”, thellnterrogator performs the following steps:

If the length of K*\is greater than 128 bits, then the Interrogator generates an ¢
code and halts.

If the length\of K* is lower than 128 bits, then K* is expanded with zero bits at the
significant (left-most) bit positions until its length is 128 bits: K* = 0...0 || K*.

urve

b are

rror

most

With K* as key, the Interrogator uses the lightweight block cipher PRESENT to encrypt the

64-bit zero string bit: z* = PRESENTg*(064).

Else if Fpgriv = “AES”, the Interrogator performs the following steps:

3) If Brruj
4) The Int
perforn
a) Thg
b) IfF
i)
i)
iii)
c)
i)
i)
iii)
NOTE

Ifthe length of K*is greater than L bits, then the Interrogator generates an error code and halts.

If the length of K* is lower than L bits, then K* is expanded with zero bits at the most

significant (left-most) bit positions until its length is L bits: K* = 0...0 || K*.

With K* as key, the Interrogator uses the block cipher AES-L to encrypt the 128-bit
string bit: z* = AES-Lg~(0128).

AES-L is either AES-128, AES-192, or AES-256 if L equals respectively 128, 192 or 256.

d) Elseif Fpgriv = "SHA-256", the Interrogator computes z* = SHA-256(K*).

22

© ISO/IEC 2015 - All rights res

Zero

erved


https://iecnorm.com/api/?name=df703d1b54e8456508d634a0a919227b

ISO/IEC 29167-17:2015(E)

e) Then, if Brryncz = TRUE, the Interrogator computes z* = TRUNC,,(z*).
5) Ifz*=zthen verification succeeds.

If verification succeeds the Tag is authenticated. In all other cases the Tag is not authenticated.

11 Communication

This cryptographic suite does not support secure communication.

12 Key table and key update
The [Fag shall store in memory the following values:

— The private key value s which is used by the Tag for the computation of the response y.|The private
key value is o bits long.

— |fthe coupon optimization is used: a set of m coupons.

— PDptionally: the public key value V which is used by the Inteprogator for the verifichtion of the
response y. The public key is v bytes long.

— Pptionally: the certificate C on that public key V. The lengthof certificate is A bits.

This|cryptographic suite does not support other cryptographic functions such as updating the key.

© ISO/IEC 2015 - All rights reserved 23


https://iecnorm.com/api/?name=df703d1b54e8456508d634a0a919227b

ISO/IEC 29167-17:2015(E)

Annex A
(normative)

State transition tables

Table A.1 — TAM1 Cryptographic state transitions

Payload Start states End state (success) End state (failure)
TAM[L-Stepl initial tam initial
TAM|L-Step2 tam initial irtitial

Table A.2 — TAM1-Step1 Cryptographic state transitions
Start state End state Condition
initial tam Success
initial initial Error
tam initial Error
Table A.3 — TAM1-Step2 Cryptographic state transitions
Start state End state Condition
initial initial Error
tam initial Success
tam tnitial Error
tam initial Success
Table A.4 —TAM2 Cryptographic state transitions
Payload Start states End state (success) End state (failure)
TAM?2 initial initial initial
Table A.5 — TAM2 Cryptographic state transitions
Start state End state Condition
initial initial Success
initial initial Error

24
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Annex B
(normative)

Error codes and error handling

Table B.1 — TAM Error codes

7:2015(E)

AUTHMETHOD and returns’'in INITIAL state.

Message TAM2. The'Tag checks that AuthMet
to 01. If not, the Tag réturns error code ERR_
METHOD, halts{ ahd stays in INITIAL state.

Error code Description Error condition
Message TAM1-Stepl. The Tag checksthat AufhMethod
is equal to 00. If not, the Tag returns erfor code ERR_
AUTHMETHOD and stays in INITIAL State.
Message TAM1-Step2. The Tag-checks that AuthMethod
ERR_AUTHMETHOD Incorrec\;c;llllféhMethod is equal to 00. If not, the Tag returns error cofle ERR_

hod is equal
AUTH-

ERR_STEP

Incorrect Step value.

Message TAMI=Stepl. The Tag checks that St4
to 00. If not,the Tag returns error code ERR_
staysIWINITIAL state.

Méssage TAM1-Step2. The Tag checks that St
£0.01. If not, the Tag returns error code ERR_
returns in INITIAL state.

p is equal
STEP and

p is equal
STEP and

ERR_PUBKEY

Unavailable public key.

Message TAM1-Stepl and TAM2. The receive
Flags is not compatible with whether the Tag
is stored on the Tag. The Tag returns error cg
PUBKEY and stays in INITIAL state.

l value of
public key
de ERR_

ERR_COMMITMENT

Unavailable commit-
ment.

Message TAM1-Stepl. The Tag is unable to pr
commitment. It returns error code ERR_COM
and stays in INITIAL state.

Message TAM2. The Tag is unable to produce
mitment. It returns error code ERR_COMMIT]
stays in INITIAL state.

bduce a new
MITMENT

a new com-
MENT and

© ISO/IEC 2015 - All rights reserved
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Table B.1 (continued)

Error code Description Error condition

Message TAM1-Step2. The length of ¢ does not corre-
spond to the length § bytes demanded. The Tag returns
error code ERR_CHALLENGE and returns to INITIAL
state.

Message TAM1-Step2. The derived challenge z computed
by the Tag is equal to zero. The Tag returns error code
ERR_CHALLENGE and returns to INITIAL state.

}V{CDDQSC TAP"’Il StClJZ. ThC }Cllsth Uf thC dCl iVCd Lhdl
lenge z does not satisfy application security policiesy[The
Tag returns error code ERR_CHALLENGE and returng to
INITIAL state.

ERR_CHALLENGE Incorrect challenge. | Message TAM2. The length of the challenge.¢ sent by
the Interrogator does not satisfy associated application

security policies. The Tag returns error code ERR_CHAL-
LENGE and stays in INITIAL statg,

Message TAM2. With commijtinent X; and challenge c|the
Tag tries to computes a derived challenge z. The length
of X; or ¢ does not allow/te'compute z. The Tag returnf an
error code ERR_CHAELENGE, halts, and stays in INITJAL

state.

Message TAM2. The derived challenge z computed by
the Tag is eqtial'to zero. The Tag generates an error cpde
ERR_CHALLENGE, halts, and stays in INITIAL state.
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Annex C
(normative)

Cipher description

The cryptoGPS authentication algorithm s described in References [3] and [1]. Implementation proposals
(including a LHW version) and technical discussions can be found in References [2], [4], [5], and [6].
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Annex D
(informative)

Test vectors

D.1 Key production

The elliptic [E curve for this example is curve P-192 defined in FIPS PUB 186-3 [2].
E:Y2=X3-3X+bover F

q-= FFHEFEFEE FFFFEFEFEE FFFFFEFEFE FFFFFEFFE FFFFFEFEFE FEFFFEFEFEE
b= 64210519 E59C80E7 OFAT7E9AB 72243049 FEBSDEEQ Cl46B9BR1
Base point F over E.
P= (xp.xp)
= (1948DABOE BO3090F6 7CBF20EB 43A18800 FAFFOAFD 82FF1012
07192B95 FFC8DAT8 631011ED 6B24CbHbDS 73F977A1 1E794811
n is the ordé¢r of point P.

n= FEEFFEFEE FEFFEFETE FFEFEFETE 99DEF836 146BCI9B1 B4D22831

The bit lenglth of the cryptoGPS private key is o =\n| = 192 bits.

D.2 Authentication exchange: CCR variant
The lengths are the following:

— 0 =w =p bytes for the challénges c and z.

— x =49 bytes for the comniitment X.

Private key

s= AF1DFO3AA32DCAO2 652E83E7 ESFF5259 D61F5563 B3A0FALO
Public point
V = -[s]P

= (xuyv)

(D753BF14 9529BC23 B1850A37 57C4D34A O0D686A95 C3B03855,

1656B8CB 2896BFD4 BC8F94A8 F3708741 BO954CC44 4FC3951A)
Step a

ris a fresh string of random bits of length p =0 + w’+ 8 = 192 + 40 + 80 = 312 bits.
X is the witness such that X = EC20SPg([r]P, uncompressed).
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r= 05E8B1 E1121B08 FBY9AOF58 FCIE932F O9CEFE94D 629BC223 40B5F04B
554DCD2B C812A76D 98F8BA3E

[[]Pp= (DAD48D02 4B83E223 4COFSFFF B51C15B7 1D52CF92 B35358CF,
FFE42756 843D0DF8 F3166971 E8AF6E22 6FD381B0O0 A816720F)

X= 04 DAD48D02 4B83E223 4COFS5FFF B51C15B7 1D52CF92 B35358CF
FFE42756 843DODF8 F3166971 E8SAF6E22 6FD381B0 A816720F

Step/ b

Comjmitment is equal to X.

X= 04 DAD48D02 4B83E223 4COFS5FFF B51C15B7 1D52CEF92 BJ5358CF
FFE42756 843DODF8 F3166971 E8AF6E22 6FD381B0 A8¥Y6720F

Step|c, d

Verifier’s challenge:

c= 2D FOF5B4F2

Steple, f

Z= 2D FOF5BA4F2

y= S5E8B1 E1121B08 FBO9AOF67 2EPI9CE48 044BD618 3242087C AIDDA392
F2CA1F36 FDD94248 E8485DLE

Step g

Verification:

X*= 04 DAD48DOZ: 4B83E223 4COFS5FFF B51C15B7 1D52CF92 BJ5358CF
FFE42756 843D0DF8 F3166971 EBAF6E22 6FD381B0 A816720F

Authentication is valid.

D.3| Authéntication exchange: NTS variant

The |engths are the following:

— 0 =w = 6 bytes for the challenges c and z.

— x =8 bytes for the commitment X.

Private key

s= 4F1DFO03A A32DCAQ2 652E83E7 ES5FF5259 D61F5563 B3A0FALO

Public point

V. = -[s]P

= (xwyw)
© ISO/IEC 2015 - All rights reserved
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= (D753BF14 9529BC23 B1850A37 57C4D34A 0D686A95 C3B03855,

1656B8CB 2896BFD4 BC8F94A8 F3708741 B954CC44 4FC3951A)

D.3.1 Challenge z derived with PRESENT

Stepa,b

Verifier’s challenge:

c= D2E49A1E 98917CA6

Step c

ris a fresh dtring of random bits of length p =0 + w’+ 8 = 192 + 64 + 80 = 336 bits.

X is the witmess such that X = TRUNCg(SHA-256(EC20SPg([r]P, compressed))).

r= EATE 7TFD99858 4AB2612E 4D2BCA71 DBF57A64 28275EF© 7E180702
C82¢2E28 O9CO9AE803 BCEACS8F0 O51FE6AS83

[F[]P= (8DF46B50 3906506F 9B348470 45186762 ACF8F187 (\Z2DCDFEB,
3C4BB35A 6A6EDE(O3 5D56E629 4BE8S81AB7 C495D387% EBA20DCC)

X= 4BAHOC3D FOA38D27

K= 4BAHOC3D FOA38D27 D2E49A1E 98917CA6

zZ= E5132316 5068D17C

y= EATE 7FD99858 4AB2612E 93EAF67 218BF5D1 41D603CD (03C4FAH1L
F7E1E66B 335E3784 32A77FCC - @69E9A43

Stepd

Response i equal to y.

y= EATE T7TFD99858¢ 4AB2612E O93F77C67 218BF5D1 41D603CD 03C4FAH1
F7E1E66B 335E3784 32A77FCC 569E9A43

Derived chdllenge is equial to z.

zZ= E51323165\5068D17C

Step e

Verification:

X*= A4BAEOC3D FOA38D27

K*= 4BAEOC3D FOA38D27 D2E49A1E 98917CA6

z¥= EBHL132316 5068D17C

Authentication is valid.
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