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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This part of ISO/IEC 29167 specifies the security services for Tag authentication of a PRESENT crypto
suite that is based on a lightweight block cipher with a block size of 64 bits. While PRESENT supports
both 80 and 128 bits, the version specified in this crypto suite uses only 80-bit keys.

This part of ISO/IEC 29167 only defines procedures for Tag authentication using PRESENT-80.

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the

use of pafnnfc r‘nnrnrning rar]in-ﬁ‘nqnnnry identification fnr‘hnn]ngy

ISO 4nd IEC take no position concerning the evidence, validity, and scope of these patentrights.

The holders of these patent rights have assured the ISO and IEC that they are willingto hegotjate licences
undgr reasonable and non-discriminatory terms and conditions with applicants,throughout the world.
In tHis respect, the statements of the holders of these patent rights are registered with ISO and IEC.
Information on the declared patents can be obtained from:

Impinj, Inc.

701 N 34th Street, Suite 300
Seatfle, WA 98103

USA

The latestinformation on IP that can be applicable to this<document can be found at www.iso.qrg/patents.
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Information technology — Automatic identification and
data capture techniques —

Part 11:
Crypto suite PRESENT-80 security services for air interface
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part of ISO/IEC 29167 defines the crypto suite for PRESENT-80 for the ISO/IEC 18000 a
Hards for radio frequency identification (RFID) devices. Its purpose is_te provide a com

for security for RFID devices that can be referred by ISO committees for air interfac
hpplication standards. PRESENT-80 is a symmetric block cipher that'can process data
using a key length of 80 bits.

part of ISO/IEC 29167 specifies a crypto suite for PRESENT-80 for air interface for RH
crypto suite is defined in alignment with existing air interfaces.

part of ISO/IEC 29167 defines various authentication methods and methods of use for t

orted.

Conformance

Claiming conformance

rant clauses of this part of ISO/IEC 29167, except those marked as “optional”.

Interrogator cornformance and obligations

nform to this partof ISO/IEC 29167, an Interrogator shall

relevant(part of ISO/IEC 18000.

To c

pnform to this part of ISO/IEC 29167, an Interrogator can

rinterfaces
mon crypto
e standards
blocks of 64

ID systems.

he cipher. A

ind an Interrogator can support one, a subset, op-allof the specified options, clearly stating what is

aim conformance with this part of ISO/IEC 29167, an Interrogator or Tag shall comply with all

mplement’the mandatory commands defined in this part of ISO/IEC 29167 and confform to the

To conform to this part of ISO/IEC 29167, the Interrogator shall not

— implement any command that conflicts with this part of ISO/IEC 29167 or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
part of ISO/IEC 29167.
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2.3 Tag conformance and obligations

To conform

to this part of ISO/IEC 29167, a Tag shall

and conform to the relevant part of ISO/IEC 18000.

implement the mandatory commands defined in this part of ISO/IEC 29167 for the supported types

this

| are
ated

it —

IDC)

] the

To conform to this part of ISO/IEC 29167, a Tag can

— implement any subset of the optional commands defined in this part of ISO/IEC 29167.

To conform to this part of ISO/IEC 29167, a Tag shall not

— implemlent any command that conflicts with this part of ISO/IEC 29167 or

— require|the use of an optional, proprietary, or custom command to meet the requiremerits of
part of [SO/IEC 29167.

3 Normative references

The followihg documents, in whole or in part, are normatively referenced, in’ this document anc

indispensaljle for its application. For dated references, only the edition.cited applies. For und

references, fhe latest edition of the referenced document (including any~amendments) applies.

ISO/IEC 18000-63, Information technology — Radio frequency idehtification for item managemer

Part 63: Parpmeters for air interface communications at 860 MHzto 960 MHz Type C

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (A

techniques + Harmonized vocabulary

ISO/IEC 29167-1, Information technology — Automatic identification and data capture techniqué

Part 1: Secufrity services for RFID air interfaces

ISO/IEC291092-2:2011,(E) — Information technology — Security techniques — Lightweight cryptograp

Part 2: Block ciphers.

4 Termg and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts) an

following apply.

4.1

bit string

ordered sequence of0’s and 1's

4.2

block ciphesr

family of permutations and their inverse that is parameterized by a cryptographic key; permutations
map bit strings of a fixed length to bit strings of the same length

4.3
block size

number of bits in an input (or output) block of the block cipher

4.4

cryptographic key
string of bits used by a cryptographic algorithm to transform plain text into cipher text or vice versa

4.5

command (Message)
data that Interrogator sends to Tag with “Message” as parameter

2
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4.6
data block (Block)
sequence of bits whose length is the block size of the block cipher
4.7
input block
data that is an input to either the forward cipher function or the inverse cipher function of the block
cipher algorithm
4.8
message
partofthecommmand that s defimed by thecryptosuite
49
output block
data|that is an output of either the forward cipher function or the inverse cipher function jof the block
cipher algorithm
4.10
PRESENT-80-ENC (key, data)
single block PRESENT encryption with 80 bit cryptographic key “key*of input data “data”
411
PRESENT-80-DEC (key, data)
single block PRESENT decryption with 80 bit cryptographiekey ‘key’ of input data ‘data’
4.12
reply (Response)
datajthat Tag returns to the Interrogator with “Response” as parameter
4.13
response
part|of the reply (stored or sent) that is defined by the crypto suite
5 BPSymbols and abbreviated terms
5.1 | Symbols
XXX¥? binary ngtation
xXXXXh hexadecimal notation
[| corcatenation of syntax elements, transmitted in the order written
Field[a:b}.) selection from a string of bits in Field
SC}CLt;Ull I ClllsCD fl UIll b;t “Cl” till aud iu\,}udius bit “b" fl UIll thC bitb Uf thC Dtl ill in Field,
whereby Field[0] represents the least significant bit.
For example Field[2:0] represents the selection of the three least significant bits of Field.
5.2 Abbreviated terms
RFU Reserved for future use
SPN  Substitution Permutation Network

© ISO/IEC 2014 - All rights reserved
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6 Introduction of the PRESENT-80 crypto suite

PRESENT is a Substitution Permutation Network (SPN) block cipher that is suitable for extremely
constrained environments such as RFID Tags. The references for understanding the operation of the
PRESENT cipher are listed in Annex C and it is standardised in ISO/IEC 29192-2:2011.

The background for the development of PRESENT-80 and its design principles are described in
ISO/IEC 29192-2:2011.

7 Parameter definitions

Table 1 desdribes all the parameters that are used in this part of ISO/IEC 29167.

Table 1 — Definition of PRESENT-80 crypto suite parameters

Parameter Description
IChallgnge[41:0] 42-bit challenge of Interrogator for challenge-response proetoeol
TR1pd[19:0] 20-bit random value generated by Tag
C_TAM1[1:0] 2-bit predefined constant with value “00p”
TAM-key[79:0] 80-bit key that is stored in the Tag and will be used for TAM1

8 Crypto Suite State diagram

After powet-up and after a reset the crypto suite transition§/into the Initial state.

Power-up
Initial 2MD : AutRenIicate [TAM1]
State ction : TAM1 Response

Figure 1 — Crypto Suite state diagram.

9 Initialization and resetting

After power-up‘and after a reset the crypto suite transitions into the Initial state.

Implementations of this suite shall assure that all memory used for intermediate results is cleared after
each operation (message-response pair) and after reset.

10 Authentication

10.1 Introduction
This part of ISO/IEC 29167 supports Tag authentication, to be referred to as Method “00”.

This section describes the details of the messages and responses that are exchanged between the
Interrogator and the Tag.

4 © ISO/IEC 2014 - All rights reserved
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10.2 Message and Response formatting

Message and Response are part of the security commands that are described in the air interface
specification. The following sections of this document describe the formatting of Message and Response
for a Tag authentication method.

10.3 Tag authentication (Method “00” = TAM1)
Tag authentication uses a challenge-response protocol.

Authenticate (TAM1 Message )

-

Reply (TAM1 Response )

A

‘ Interrogator ‘

T7 Tag

Figure 2 — Tag authentication.

10.3.1 Authenticate (TAM1 Message)

The [Interrogator shall generate a 42-bit random Interrogatorcchallenge (IChallenge) that is carried in
the TAM1 message. There are no additional options during the.authentication protocol.

Table 2 — TAM1 Message format

AuthMethod RFU IChallenge
# of bits 2 4 42
description 00 0000y IChallenge

The [Tag shall accept this message at any“time (unless occupied by internal processing and|not capable
of receiving messages); i.e. upon receipt of the message with valid parameters the Tag shdll abort any
cryptographic protocol that has notyet been completed and shall remain in the Initial stat¢.

The [lag shall check if AuthMethod is “00p”". If the value of AuthMethod is different the Tag shall return a
“Not{Supported” error condition.

The [Tag shall check if the RFU is “0000y". If the value of RFU is different the Tag shall rgturn a “Not
Supported” error condition.

10.3l2 TAM1-Response

Assyming the TAM1 message is successfully parsed by the Tag, the Tag calculates its rgsponse and
answersaccordingly.

The Tag encrypts the challenge IChallenge (42 bits) of the Interrogator after first prefixing the constant
C_TAM1 together with a randomly generated TRnd (20 bits). The Tag shall use a preconfigured key
(TAM_key) for this encryption. The key TAM_key shall only be used for tag authentication.

NOTE only one input block (64 bits) is encrypted and so only one invocation of PRESENT-80 is required.

Table 3 — TAM1 Response

TResponse
# of bits 64
description PRESENT-80-ENC ( TAM_key, C_TAM1[1:0] || TRnd[19:0] || IChallenge[41:0] )

© ISO/IEC 2014 - All rights reserved 5
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10.3.3 Final Interrogator Processing

The Interrogator decrypts the TAM1 Response [TResponse] with the key TAM_key and verifies that
both C_TAM1 and IChallenge have the correct value. The Interrogator accepts the Tag as valid if these

fields have t

he correct value.

Note How the correct value for TAM_key is determined by the Interrogator is a matter of key management
and falls outside of the scope of this part of ISO/IEC 29167.

10.3.4 Communication

This crypto

11 Key ta

This crypto

SUite dUeS IOt SUPPOTt SECUTE COMITUITICAtIoN:

ble and key update

suite does not support updating the key.

© ISO/IEC 2014 - All rights reserved
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(normative)
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Crypto Suite State transition table

Table A.1 — Crypto Suite State transition table

Start State

Transition

End State

Result

Initial

TAM1

Initial

not applicable

© ISO/IEC 2014 - All rights reserved
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Annex B
(normative)

Error conditions and error handling

A Tag that encounters an error during the execution of a crypto suite operation might send an error

reply to the Interrogator. The details of these error replies are defined in the respective air interface
standards.

This annex [contains a listing of the Error Conditions that can result from the operation of¢this crjypto
suite. Annex E defines how to translate this error condition into an error code for the air intefface.

Table B.1 — Error conditions

Error-Condition Description

Not Supported The requested functionality is not supported by this crypte’suite.

8 © ISO/IEC 2014 - All rights reserved
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Annex C
(normative)

Formal Reference for PRESENT

PRESENT isablock cipher with an SPN structure. It can take both 80- and 128-bitkeys and it was designed
from first principles to be suitable for constrained hardware environments while offering excellent
levels of security. PRESENT was originally published, along with design criteria, and stanldardized in
ISO/[EC 29192-2:2011(E). The cipher has been widely analyzed in the cryptographic commuinity.

© ISO/IEC 2014 - All rights reserved
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Annex D
(informative)

Test vectors

Table D.1 provides test vectors for encrypting plaintext messages using the PRESENT-80 block cipher.

Table D.1 — Test vectors

Plaintext Key Ciphertext
00000000 || 00000000y, 00000000y || 00000000y, || 0000y, 5579C138y/7B228445}
0000001, || 00000001y 00000000y, || 00000000y, || 0000y, 086FC044y, 97338958
0000001, || 00000001y 00000000y || 00000000y, || 0001y 65249D8F, 0626D7FDy
FFFFFFFFy || FFFFFFFFR 00000000y, || 00000000y || 0000y, A112FFC7y, 2F68417By
00000000 || 00000000y, FFFFFFFFy, || FFFFFFFFy, || FFFFy E72C46C0p F5945049;
FFFFFFFFy || FFFFFFFF, FFFFFFFFy, || FFFFFFFFy || FFFFy 3333DCD3p 213210D2y

10
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Annex E
(normative)

Protocol specific information

General

bure E. 1.

Authenticate (TAM 1 Message )

Reply (TAM1 Response )

A

Interrogator

Figure E.1 — Message exchangefor Tag authentication

he implementation of this crypto suite an air interface protocol shall support security
allow the exchange of data between the Interrogator and the Tag. The security commalnd contains
ssage with parameters for the crypto suite. The reply of the Tag contains a respense w
is returned by the crypto suite. An example of such data exchange for this crypto suite

Tag

crypto suites that are defined by ISO/IEC 29167 can be defined by their Crypto Suite Ide

commands

ith the data
is depicted

htifier (CSI).

Accqarding to ISO/IEC 29167-1 the CSI for this ceypto suite shall be defined as the 6-bit valug “000001;".
E.1.1 Supported Security Services
Tablg E.1 shows the security services that are supported by this crypto suite.
Table E.1 — Security Services
Mandatorly, optional,
Security Services Method prohibited, or not
supportedA

Authentication Mandatory
Tag puthenticatien (TA) Mandatory
Intefrogator authentication (IA) Not supporfed
Mutpal Authentication (MA) Not supporfted
Communication

Authenticated communication Not supported

(Tag => Interrogator) PP
Authenticated Tag from TA

Secure authenticated communication Not supported

(Tag => Interrogator) PP

Authenticated communication Not supported

. (Interrogator => Tag) bp

Authenticated Interrogator from IA

Secure authenticated communication Not supported

(Interrogator => Tag) PP
A Acrypto suite shall identify for each security service above and method if it is mandatory, optional, or prohibited

© ISO/IEC 2014 - All rights reserved
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