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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technolesy ciniv 8 bhstre rotRttechiteat-comm Htee ©

International Standards are drafted in accordance with the rules given in the ISO/IEC DireCtives| Part 2.
t International

Publication as

ion is drawn to the possibility that some of the elements of this docutment may be the subject of patent
rights. |SO and IEC shall not be held responsible for identifying any or alhsuch patent rights.

ISO/IEC 29128 was prepared by Joint Technical Committee JISO/IEC JTC 1, Informatiop technology,
Subcoimittee SC 27, IT Security techniques.
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Introduction

The security of digital communications is dependent on a number of aspects, where cryptographic
mechanisms play an increasingly important role. When such mechanisms are being used, there are a number
of security concerns such as the strength of the cryptographic algorithms, the accuracy and correctness of the
implementation, the correct operation and use of cryptographic systems, and the security of the deployed
cryptographic protocols.

Standards alrdady exist for the specification of cryptographic algorithms, and for the implementation_ahd test
of cryptographjc devices and modules. However, there are no standards or generally accepted processes for
the assessment of the specification of protocols used in such communication. The goal of this\nternational
Standard is to pstablish means for verification of cryptographic protocol specifications to providé defined levels
of confidence ¢oncerning the security of the specification of cryptographic protocols.

Vi
© ISO/IEC 2011 — All rights reserved
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Information technology — Security techniques — Verification of
cryptographic protocols

1 Scope

This ImETmationa—Standard—estabtishes —a techmica—base for the Security proof—ofthe gpecification of

cryptographic protocols. This International Standard specifies design evaluation criteria forthese protocols, as
well a§ methods to be applied in a verification process for such protocols. This International|Standard also
providgs definitions of different protocol assurance levels consistent with evaluation.assurance components in
ISO/IELC 15408.

2 Terms and definitions

For theg purposes of this document, the following terms and definitions apply.

21
arity

numbey of arguments

2.2

cryptographic protocol

protocgl which performs a securijty-rélated function using cryptography

23
formallmethods
technidques based.on well-established mathematical concepts for modelling, calculation, and predication used

in the gpecifieation, design, analysis, construction, and assurance of hardware and software sygtems

2.4

formal description

description whose syntax and semantics are defined on the basis of well-established mathematical concepts

25

formal language

language for modelling, calculation, and predication in the specification, design, analysis, construction, and
assurance of hardware and software systems whose syntax and semantics are defined on the basis of well-

established mathematical concepts

© ISO/IEC 2011 — All rights reserved 1
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2.6

adversarial m

odel

description of the powers of adversaries who can try to defeat the protocol

NOTE It includes restriction on available resources, ability of adversaries, etc.
2.7
security property

formally or infg

authenticity, o

2.8
self-assessm

evidence that

NOTE Itin

tool.

2.9

protocol model

specification o

210
protocol spec

all formal and i

NOTE Itin

211
secrecy
security prope

unauthorized €

Ih, dafina ana. aranhbie-bratacalico-decianad neh o
Ty e

+

ma dnr ivanlbioh o o~ ntaay to-acclira o o
TTICE e PTOPCTTy Wit o Oy PtoOgTo P e PTrotoC oo Ot ot U toToSurc—Sut oo o

J

anonymity

Ilnt evidence

e developer uses to verify whether a specified protocol fulfils its designated security pro

a protocol and its behaviour with respect to.@n adversarial model

ification

hformal descriptions of a specified protocol

rty forsa cryptographic protocol stating that a message or data should not be lear

niities

ludes all processes by each protocol participant, all communications between them and their order.

ecrecy,

perties

ludes cryptographic protocol specification, adversarial model and output-{(transcripts) of formal veijification

ned by

212

variadic

property of a function whose arity is variable

3 Symbols and notation

For the purpos

¢

es of this document, the following symbols and notation apply.

security property of a protocol model

© ISO/IEC 2011 - All

rights reserved
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€ names

m message

r random nonce

k key

C co

mmunication channel

enc en

dec de

cryption function

cryption function

ersarial model

es include the

<..,...>| paring operator

Send | sending process

Receive receiving process

4 General

Verificgtion of a cryptographic protocol involves checking the following artifacts:

a) specification of the cryptographic protocal;

b) specification of the adversarial model;

c) spegcification of the security objectives and properties;

d) self-assessment eyidence that the specification of the cryptographic protocol in its adv
achieves and satisfies its objectives and properties.

The arfifactssshall clearly state parameters or properties relevant for the verification. Examp

bound [uséd in bounded verification as later descibed in Clause 7.4.4.1 or assumed algebra|

¢ properties of

cryptographic operators used in the protocol as described in Clause 7.1.2.3 and Clause 5.3.4.

The different Protocol Assurance Levels will lead to different requirements for these four artifacts. The stated

require

NOTE 1

ments are only for design verification not implementation verification.

For verifying an implementation, additional assurance requirements should be supplied and satisfied.

This International Standard does not specify precisely what proof methods or tools shall be used, but instead

only specifes their properties. This encourages protocol designers to use the state-of-the-art for protocol

verification in terms of models, methods, and tools.

© ISO/IEC 2011 — All rights reserved
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Verification too

Is shall fulfil the following conditions.

a) The verification tools are sound.

The protocol designer or possibly an independent third party shall provide evidence of the correctness of the

verification tool used. This may, for example, be in terms of a pencil-and-paper proof of the soundness of the

calculus used or, in some cases, in terms of code inspection to see that the tool properly implements the

calculus.

NOTE2  This

proofs. In theory

b) The resultj

The protocol

construct a prg

c) The verific

The protocol d

NOTE 3 Atlea
the substantial
Assurance Leve
and theorem p

mechanized pro

step is nontrivial, yet it is essential if machine checked proofs are to provide greater confidence'th

of verification tools are documented in such a way that they are repeatahle.

Jesigner shall provide adequate documentation, including all inputs“needed for the

of or (in the case of decision procedures) determine provability.

htion tools are available for outside evaluation and use.

bsigner shall indicate all necessary tools to independently check the proofs.

5t in theory, protocol verification canbe carried outdy hand proofs, using paper and pencil. Howevs
amount of detail typically involved in security protocol verification, especially for the high

s, confidence in the results is substantidlly increased by using mechanized tools such as model c|
pvers. Thus, proofs only with papet-and-pencil are treated as lower assurance level (i.e. PAL

Df in this International Standard:

, this can be done once and for all for a verification tool, although in practice, tools evolve over'timg.

An hand

tool to

r, given
Protocol
heckers

2) than

© ISO/IEC 2011 — Al

| rights reserved


https://iecnorm.com/api/?name=05e187e66254220d5be8a644d76f1632

ISO/IEC 29128:2011(E)

5 Specifying cryptographic protocols

5.1 Objectives

The goal of this part is to provide guidelines and minimal requirements for specifying cryptographic protocols.

5.2 The abstraction levels

The protocols can be specified at several levels of abstraction, each corresponding to a computation model.

At the most abstract level, messages are terms constructed from symbols and the attacker is also modelled as

a form

and sp

Any ot

symbo

Theref
domairn

with as

properfies at various abstraction levels.

NOTE

Furthe

necess

levels ¢f abstraction.

5.3 The specification of security protocols

5.3.1

As exp
We list

5.3.2

bl process. We will call this abstraction the symbolic level. In such a model, the resour

hce resources) are not considered.

s used in the symbolic model as functions on bitstrings, that can be computed in polynon

ices (both time

her model can be defined as a refinement of a symbolic model. For instance we cah interpret the

hial time.

(e.g. bitstrings or structured data, or even material-dependent formats) of all the sy

sumptions on their interpretation. Such hypotheses can“ensure some correspondenc

In this International Standard, we only consider the symbolic specification of security protocols|

documents are required for the spegification of other (lower) abstraction levels. Typi

ary to explain how to specify the interpretation domain and how to carry security gual

General

lained, a symholic specification is the necessary first part towards the full specificatiorn

below the minimal mandatory parts in a symbolic protocol specification.

The symbolic messages

bre, any cryptographic protocol consists in a symbolic specification and an interpretel:l‘ion in a given

bols, together

b between the

cally, it will be

antees across

of a protocol.

The first part consists in specifying what are the possible (valid) messages.

In this clause, the cryptographic primitives used in the protocol must be listed. Since we are talking about a

symbolic specification, this part consists of providing with

1. aset of function symbols F

Each function symbol has either a fixed arity, that has to be specified, or it is variadic (in which case it

has also to be specified).

© ISO/IEC 2011 — All rights reserved
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2. a set of name symbols IV that may be split into various syntactic categories that have to be specified.

3. a set of variable symbols X.

4. aformal

description of valid rules allowing to build messages using the function symbols.

A (non exhaustive) list of possible ways to specify such a language is:

messages

Someq
to bel

Sorts

The set of

EXAMPLE
depending on
specification has

has an arity 3. A

symbols will staft with k, the algorithms, whose symbols will start with «, and so on. If enc has been specified as |

arity 3 symbol, v
the last one mus
r), kK, ¥) and

exclusive or @,
5.3.3 Obsen

This part consi

Only the equa

specified withivr the equality definition. It might however be useful to distinguish later between the comp

bng to some name categories

s possible name categories there are the random seeds, whose symbols will start with r, the keys

=nc(r, k, r')are not valid terms,(Examples of symbols that can be considered as variadicincl

ring messages

Sts of specifying -some comparison predicates between messages.

arguments are restricted to names: some of the arguments of function symbols_are re

a type discipline is defined and only well-typed terms correspond to messages.
alid terms (or messages) is written (F, V') (or (F, M, X) when yariables are involved)

A typical example is encryption, that can be modeled by a symbol enc, whose arity is 2 or 3
hether the random seed is explicit or not (and whether thg, encryption algorithm is explicit or

to make precise what is the arity of enc and what are the assumed types of its arguments. Typicg

e can additionally restrict its arguments, specifying for instance that the first argument must be a

t be a random. In that case, enc(k, k, 1) enc(k, enc(k, r1, r2), r1), are valid terms while enc(e

he arithmetic multiplication X or'the concatenation ||.

lity predicate is mandatory, since other predicates could be seen as Boolean functio

Nothing: all terms that are built with the function symbols and following the arity restrictions are valid

stricted

(or 4),
not). A
lly, enc
whose

eing an

key and
he(k, K,
ude the

ns and

utation

abilities and the observafion abilities. Moreover, In many current specification languages, properties of the

function symbols are specified equationally (see clause 5.3.4), while it might be impossible to specify

equationally the observation abilities.

This part consists in listing predicate symbols, together with their arity. Typical examples include typing

predicates, equality, and same length (that checks that its two arguments have the same length),

same_key (that checks whether two ciphertexts are encrypted with the same key).

© ISO/IEC 2011 — Al
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5.3.4 Algebraic properties

This part specifies when two valid terms represent the same message and, more generally, what are the

interpretations of the predicate symbols listed in the previous clause.

For instance, when function symbols include both (symmetric) encryption and decryption, we might wish to
state that dec(k, enc(k, x, r) ) = x where r is a symbol for a random seed to express probabilistic encryption:
these are two term representations of the same message. We might also wish to state that, x @ x = 0 if we are

using a symbol @ meant to represent exclusive or.

As usupl, we assume that any two terms that are not specified to be equal are different. The Same rule applies

to the predicates: everything that has not been specified to be true is, by default, falset

5.3.5 |Protocol roles

A role |s an interactive program that receives some input from the ‘environment and sends messages to the
environment. This is the atomic program component of a protacol:"there is no communication that takes place

inside @ role.

Specifying a role requires to provide with:

1.| Arole name;

2.| Afinite list of formal parametérs: these are the data, that can be used by the program without being

generated or received frem-the environment;

3.] A (usually finite, butthis is not mandatory) set of control states;

4.1 A finite set of local variables and local names;

5. A specification of the sending and receiving abilities, as well as state transitions;

6.| \Fermally, this amounts to specify two relations qy—=dem gyt and qv—SEED oy, a

communication channel ¢ and a message m.

Such a specification does not commit to any particular programming language or any particular way to
perform tests or moves. It only requires the specification of import/export data and communications with the

environment.

EXAMPLE This is a possible specification of the responder role in the public key Needham-Schroeder protocol. We

assume a single communication channel, which is omitted below.

© ISO/IEC 2011 — All rights reserved 7
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1.
2.
public
3.
4. local v

role name: B;

key of «;

local states: there are only three local states: qo, q1, qr ;

ariables and names: ng, r are local names and x, y are local variables

parameters: the identity b of the agent running the instance of this role, the identity «, the private key of b, the

A sped

We use here a t

2.

NOTE

case: the progra

Sessions A rq
called a sessi
convenient to

different role ir

5.4 The spedification of adversarial model

5.4.1 Netwo

This part speci

Typically, a lis

In slich an example, the transition is not specified when the test fails, meaning that there is no transitio

ification of the transitions. Any other formally defined language can be substituted here:

Receive (m)

qo, g7, x =0y = _— qung,,x=m,y =0

Send(enc(pub(a),(m ',n),r))

qu,ng,7,x=my =20 gp Mg, x =my=m

if a = m; (dec(priv(b),x)),m = m,(déc(priv(h),x))

brnary encryption symbol enc, a decryption symbol dec, a pairing symbol (_,_) and projections sy

M is stacked in state qi1. There are of course many other possible designs.

le instance is a specific copy of a role,«together with its actual parameters. This is son]
bn. As the same identity can run .concurrently several copies of the same role, it m
nclude in the parameters an identifier also called sometimes session number, that wi

stances to be distinguished;

'k specification
fies what-are the (symbolic) communications devices and their reliability.

of channels (terms or symbols) is given, each of which with its own properties. For in

bols m1,

n in this

etimes
ght be

| allow

stance,

one could specify a single public communication channel ¢ which Is under complete control of the attacker

(who can intercept messages and send fake messages). But it could be refined further, distinguishing a more

(or less!) secure proxy communication channel or a wireless channel that can only be eavesdropped, or even

a private channel that is completely out of control of the attacker.

5.4.2 The attacker

This part specifies the computational abilities of the symbolic attacker. In other words, it specifies the

messages m that can be computed from a set of messages S.
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Typical specifications use inference systems such as the “Dolev-Yao inference system”. These rules might
depend on whether there is an explicit decryption symbol or not, for instance. The simplest specification
consists in having all function symbols explicit and public. Then the attacker, when given a set of names W, is

able to compute any term built on F and V.

In addition, the attacker can use the predicate symbols of clause 5.3.3, even though such predicates are not

used in the definition of the roles. Attacker's other capabilities are specified in clause 5.4.1 and depend on the

reliability of the various channels.

From this clause and the previous one, it should be possible to define formally what are the 'posgible execution
traces.

NOTE 1 Typical attacks can be formally described as follows.

Eavesdfopping attack is a typical security risk posed to networks. In some ‘nétwork environment| messages are

broadcq
numbe
clause
messag

from a g

Replay

under (

exchanged over a network might be maliciously repeated or delayed by them. This often can cause

uninten
be fornj
channe
{c}and

of mesyg

NOTE 2

sted to everyone. This often can cause a problem that important ntessages such as passwords
5 might be delivered to unintended person. This attack can be-formally described as a subset
b.4.1. That is, given a list of channels {c}, an attacker hasfio control on the channels {c} but
es S exchanged over the channels. Then, the whole knowledge of the attacker is any term which g

et of messages S.

attack is another type of risk. In open netwarks like Internet, messages can be exchanged via

ontrol of malicious person. In such amn“environment, messages such as passwords or cred

led person impersonates a legitimate one by repeating the stored password as a proof of identity
ally described as the modelin clause 5.4.1 and a subset of the model in clause 5.4.1. That i
s {c} and a set of megssages S exchanged over the channels {c}, an attacker has complete control
listen to all messages S. Thus, the whole knowledge of the attacker is any term which can be com|

ages S. But{ih-replay attack, he uses only the elements of S and tries to impersonate some role.

Extension of the model is required to describe a series of attacks such as denial-of-service

and credit card
of the model in
can listen to all

an be computed

routers which is
t card numbers
a problem that
This attack can
, given a list of
on the channels

puted from a set

attack and relay

attack.

essing time of

Since these attacks are related to the phvsical properties of an actual svystem such _as oo
T 7 T T 7 T

operations and communication speed via physical media, in order to describe such attacks, such physical properties

should be somehow included in the extended model.

543

The scenario

The last part in the protocol specification consists in describing the execution environments that are

considered.

This includes in particular the following important features:
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— The attacker's initial knowledge: a set of messages.
— How roles (and more generally composed processes) are composed.

In typical examples, the roles can run concurrently. Hence a parallel composition operator is used. But
other situations might be relevant: there can be some phases/modes as in E-voting protocols, or contract

signing, in which case sequential compositions or even conditional composition might be required.

— How roles (and more generally composed processes) can be replicated or dynamically created.

By “replicption of P” we mean that an unbounded number of copies of P may run concarrently. This
may, or not, be allowed in the considered scenario and has to be precised. Similar constraints|on the

number of distinct identities must be specified.
— The hiding or sharing of names.

This part $pecifies where the data are generated and how they are inherited. For instance, assume that a
role P depend on a parameter k (a key). There is a big difference between generate k (repljicate
P (k)) an@l replicate (generate k P (k)). In the former_case, each replicated copy of P holds the
same keyl|k. In the latter case, each copy of P generates itssown key k. The name generation consfruction
not only grovides with a name scoping, but also acts-as a binder: within that scope, the name can be

substituted with a new one. This is necessary in distinguishing instances that generate locally the names.

Later, for the specification of security properties, we will need to distinguish between honest agents, dighonest
agents, agentq that can be corrupted and sefon. The corruption ability may also be specified in the sdenario,
but also right from the beginning in the(categories of names and the different role executions, depenging on
whether they gdre played by a corrupted-agent or not.

5.5 The spedification of security properties

5.5.1 Gener3l

In view of the huge\variety of security properties (at all levels of abstractions), it seems not possible at the time

bemg to give gnnnrnl Way of rincr‘rlhmg security properties Eurthermorethere is mlrrnnfly po-way to pec|fy

(even simple) security properties, independently of the protocol specification language.

Two classes of properties seem mature enough for a formal specification:

— Trace properties: they basically express that, in any possible execution, nothing bad can happen. This is

the classical case of model checking linear time properties.

— Equivalence properties: they state that the attacker cannot get any relevant information on a given data.

Such properties are formalised using two experiments, each of which corresponds to the same roles, but
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to a different scenario. The attacker should be unable to distinguish between the two experiments. Such
an indistinguishability property corresponds to the classical notion of observational equivalence in

concurrency theory.

We investigate briefly for trace properties some of the main features and relevant information for the

specification.

5.5.2 Trace properties

At any ftime, the global state of the network can be described using the collection of configuratiops of each role
instande, the current scenario, and the sequence S of all messages that have been sent'so far on channels

that caph be eavesdropped.

An insfantaneous property is a predicate on such global states. For instance,(P(s): “a specificimessage is

compufable from S by the attacker”. Such properties may be referred to as.events.

A temporal property is a combination of instantaneous properties,Cusing temporal modalitieg. For instance

d(s): “P(s) never happens”, or “Each time P(s) happens, then there'was before an event Q(t)”.

A trac¢ property is defined by a quantified temporal preperty: “for any names n,..., ¢(s)”. [More complex

guantifications might be necessary.

Specifying trace properties require then to

1| Specify one or several (parameterized) events;

2| Specify a set of schedules-of such events;

3| Specify for whichvalues of the parameters the temporal property must hold.

EXAMHLE Let us\specify first informally and then more formally an agreement property. We wish tp say that in any
instance of the résponder role in the Needham-Shroeder protocol, if the variable y of that instance is spt to m' at some

point, and ifboth identities that are parameters of that role are honest, then, before that event, a must hgve generated m’

for b.

Formally, we are using two events: P(b, a, m) and Q(a, b, m). The first event holds when there is a role
instance whose name is B and parameters include the two identities b, a and such that the local variable y is
assigned m. The second event hold when there is a role instance whose name is A and parameters include

the two identities a, b and such that the local variable x is assigned m.

The temporal property then states that —P(b, a, m) U Q(a, b, m): there is no event P(b, a, m) until an event Q(a,

b, m) occurs. Finally, the authentication (agreement) property states that this holds for any message m and for
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any two honest identities a, b. Honest (resp. dishonest) identities are here assumed to be distinct name

categories.

More complex agreement properties might require the reference to session numbers and are not reported

here.

6 Cryptographic protocol assurance levels

6.1 General

The purpose
specification-lg

part of a wholg

In ISO/IEC 15
security of a s
used in the pr|
properties des

the designer

implementation, it often takes a lot of task. Therefore, this International Standard provides the commo

for verification
proprietary prg
protocol to be

cryptographic

NOTE Eac
follows: (1) Speq
Adversarial moqg
interacting with
formal or inforn

should satisfy,

evidence can Q

of this International Standards to evaluate the security of cryptographic protecol
vel. This leads to prepare the environment where cryptographic protocols can’ be usg

system, while the part can be regarded as a security-certified black-box.

108 [13,14,15], when evaluating generic IT products, it is not generally required to prd
andard cryptographic protocol used in the products, while a proprietary cryptographic p
pducts is required to show in the framework of ISO/IEC 15408 that they satisfy their s
Cribed in the Security Target. While the framework of ISO/IEC 15408 does not only req

o show the security feature of the specification, Hut*also requires the correctness

of security feature of specification. It gives high-level assurance on the specificatig
tocol based on rigorous verification metheds so that it enables a proprietary crypto
used in a system as a security-certified black-box as confident as commonly-used sf

protocols.

ification of the cryptographic protocol can be recognized as a part of TOE Security Functionality (T
el can be recognized) as a part of Operating Environment in which the protocol is executed
AN attacker whase ability is specified in the model. (3) Security property can be recognized as 3§
al Security\Policy Model (SPM) based on Security Functional Requirement (SFR) which the
buch ,as;secrecy of exchanged key and authenticity of communicating party, etc. (4) Self-assq

e reeognized as a part of Evidence, that is, what the protocol designer described in the

at a

d as a

ve the
rotocol
ecurity
Lire for
of the
n basis
n of a
jraphic

andard

h of four artifacts in this Internafional Standard corresponds to ISO/IEC 15408 and ISO/IEC 18045 as

SF). (2)
Dossibly
part of
protocol
b ssment

brotocol

specification as a part of TSF satisfies the security property specified as a part of SPM in the adversarial model specified

as a part of Ope

rating Environment.

Followings are three levels of assurance requirements on the design artifacts, which provide increasingly

strong guarantees about the security of cryptographic protocols. These levels have associated requirements.
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Table 1 — Cryptographic protocol assurance levels

Protocol Assurance | PAL1 PAL2 PAL3 PAL4

Level

Protocol PPS_SEMIFORMAL PPS_FORMAL PPS_ MECHANIZED

Specification Semiformal Formal description of | Formal description of protocol specification in a
description of protocol | protocol specification. | tool-specific specification language, whose
specification. semantics is mathematically defined.

Adversarial Model

PAM_INFORMAL
Informal description of

dvaraarial-maadal
aCverosarte ottt

PAM_ FORMAL
Formal description of

a el dal
aCversarar oGt

PAM_ MECHANIZED

Formal description of adversarial model in a

£3 1 HH
tOOT-SPCem T

speeifieatior—ianguage,

whose

semantics is mathematically defijned.

Security Property

PSP_INFORMAL
Informal description of
security property

PSP_ FORMAL
Formal description of
security property.

PSP_ MECHANIZED

Formal description ©f 'security pfoperty in a tool-

specific  specification

language, whose

semantics is mathematically defined.

Self-asgessment
Evidende

PEV_ARGUMENT
Informal argument that
the specification of the
cryptographic protocol
in its  adversarial
model achieves and
satisfies its objectives
and properties.

PEV_HANDPROVEN
Mathematically formal
paper-and-pencil proof
verified by human that
the specification of the
cryptographic protocol
in its  adversarial
model achieves and
satisfies itsi.objectives
and properties.

PEV_BOUNDED

Toolsaided  bounded
verification that the
specification of the
cryptographic protocol
in its  adversarial
model achieves and
satisfies its objectives
and properties.

PEV_UNBOUNDED
Tool-aided unbounded
verificgtion that the
specification of the
cryptographic protocol
in its aflversarial model
achieves and satisfies
its  dbjectives and
properfies.

6.2 Prptocol Assurance Level 1

a) Segurity relevant parts of the protocol shall be specified in a semiformal language, e.g., as|a sequence of

megssage exchanges.

b) Infprmal specification of the adversarial model.

c) Infprmal speeification of the security properties.

d) Infprmal argument of why the protocol has the specified properties.

6.3 Protocol Assurance Level 2

a) Security relevant parts of the protocol shall be specified in a formal language.

b) Adversarial model specified in a formal language.

c) Properties specified in a formal language.

d) Mathematically formal paper-and-pencil proof of why the protocol has the specified properties.

© ISO/IEC 2011 — All rights reserved
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6.4 Protocol Assurance Level 3

a) Security relevant parts of the protocol shall be specified in a formal tool-specific specification language.

The protocol model may bound the number of role instances to some specified value.

b) Adversarla‘l IIIUdC: Q}JC\.’IfICd ;II A fUIIIIG: :Cll IUUGUC.
c) Properties|specified in a formal language.

d) Self-assessment evidence for verification (solving the model-checking problem) by a model checking or

theorem proving tool.
6.5 Protocol[Assurance Level 4

a) Security rglevant parts of the protocol shall be specified in a formal-tool-specific specification language.

The proto¢ol model shall allow for unboundedly many number of+6le instances
b) Adversarigl model specified in a formal language.
c) Properties|specified in a formal language.

d) Self-assessment evidence for verification ejther by a model checking tool or by a theorem proving tool.
For mode| checking, procedures should.be employed that can handle the infinite state space tha{ arises

in unbounped verification.
6.6 Differenge among Protocol’/Assurance Levels

The differencqg between PAL1 and PAL2 is whether all aspects of the protocol description, such [as the
specification, pecurity property, and adversarial model, are formally described or not. If these are not

sufficiently formal, @ tigorous analysis is not possible and the designer cannot search for attacks or cgnstruct

correctness proofs. At best, the designer can search for typical weakness and evaluate the protodol with

respect to those attacks that she has thought of. Hence, PAL1 gives only minimal guarantees about the
protocols security. However, PAL1 might be sufficient for some closed network environment, such as a

company intranet, lacking committed adversaries.

In contrast, in PAL2 and higher levels, the protocol designer provides a formal specification. This makes it

possible to search for attacks rigorously or construct correctness proofs.

The difference between PAL2 and PALS3 is whether the security of the protocol is verified by hand or by

mechanized tools. At least in theory, protocol verification can be carried out by hand proofs, using paper and
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pencil. However, given the substantial amount of detail typically involved in cryptographic protocol verification,

hand proofs could be error prone and confidence in the results is substantially increased by using mechanized

tools such as model checkers and theorem provers. Thus, proofs only with paper-and-pencil are treated as a

lower assurance level (i.e. PAL2) than mechanized proof in this International Standard. PAL2 is generally

effective for only simple protocols in open network environment such as the Internet.

In PAL3, the protocol designer provides a protocol specification in a formal tool-specific specification

language. Thus she can capture all traces consistent with the specification within some bound specified for

the velification. Designers are typically poor at anticipating all possible (interleaved) traces an

traces

gives rfleasonable guarantees that there does not exist any other successful advefsary at g

bound

The difference between PAL3 and PAL4 is whether or not the analysis (and hence the evidenc

for unb
her prg
that no
With u
even t

system
6.7 Cd

The
cryptod
Standg
system

evalua

NOTE

system

will usually include complex ones, not considered in advance by the protocol designer. H

pn the number of protocol sessions. PAL3 can be recommended for opennetwork envirg

ound verification or not. Verification in PAL3, is bounded and thds the designer cannot p
tocol for complex attacks which lie outside the bound. In contrast, PAL3 gives strong
successful (symbolic, Dolev-Yao) adversary exists, even allowing for unbounded numbeg
hbounded verification, a protocol designer can pravevsecurity of her protocol against 3
hose willing to carry out complex and expensive attacks. PAL4 is effective for criti

s, such as those providing social infrastructures or financial systems.

rresponding assurance levels in’ISO/IEC 15408

raphic protocols at a specification-level. First, it should be emphasized on that thi
rd is useful even in evaluating specification-only cryptographic protocols independently
where the protocolstare implemented. Second, this International Standard is designed

ing cryptgraphic'protocols in critical IT systems which is often the target of ISO/IEC 1540

d hence these
PAL3 generally
Il within some

nment.

b presented) is
ove security of
guarantees on
rs of sessions.
[l adversaries,

al information

purpose of this International\"Standard is to specify the method to evaluate the security of

5 International
rom the whole
to be useful in

8 cerificaton.

Levels |

In a'case of using this International Standard jointly with ISO/IEC 15408 to evaluate totd

| security of IT

tion Assurance

this case, the developper should identify a subset of cryptographic protocols in TOE as a set of target protocols to be

evaluated in this International Standard. This set of target protocols should cover all critical cryptographic protocols in

TOE. Cryptographic protocols which exchange important information over an open network or are used as a critical social

infrastructure are examples of the prospective target protocols.
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Table 2 (Informative) — Envisioned correspondence between EAL and PAL

ISO/IEC 15408 ISO/IEC 29128
EAL PAL
Target Protocols in TOE Other Protocols in TOE
EAL7 PAL 4
EAL 6
PAL 3
EAL 5
EAL 4
PAL 2
EAL 3
EAL 2
PAL 1
EAL 1

7 Securit
7.1 Protocol
711

7111  Obj

Protocol speci
semiformal lan
Protocol Desig
PPS_SEMIFO
specification.

71.1.2
The developer
7113

Corn

The protocol S

PPS_SEMIFORMAL

Developer action elements

y Assessment and Verification

specification

bctives

fication in PPS_SEMIFORMAL shall specify’;the security relevant parts of the protoc
guage, usually as a sequence of message ‘exchanges. Annex 1, “Guidelines for Crypto
n”, describes relevant issues when“a protocol designer designs or evaluates a protd

RMAL. A protocol designer shalltake these issues into account in designing the secure g

shall provide specification of target cryptographic protocol written in semi-formal languag
tent and-presentation elements

pecification shall describe sequences of the protocol, which include cryptographic op€

ol in a
jraphic
col for

rotocol

rations

executed by &

message.

7114 Eva
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luator action elements

rotocol

The evaluator shall confirm that the information provided meets all requirements for content and presentation.
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7.1.2 PPS_FORMAL

7.1.21 Objectives

Protocol specification in PPS_FORMAL shall specify the security relevant parts of the protocol in a formal

language. The semantics of the language shall be explicitly or implicitly defined.

7.1.2.2 Developer action elements

The developer shall provide PPS_SEMIFORMAL.

The developer shall provide specification of target cryptographic protocol written in aformal lanquage.
7.1.2.3] Content and presentation elements

The fgrmal protocol specification shall describe all necessary items\ i Clause5.3 such ps messages,
observljng messages, algebraic properties, and protocol roles written in a formal language. This formal
protocgl specification shall conform to PPS_SEMIFORMAL.

7.1.2.4] Evaluator action elements
The evpluator shall confirm that the information provided meets all requirements for content and presentation.

7.1.3 |PPS_MECHANIZED

7.1.3.1 Objectives

Protocgl specification in PPS_MECHANIZED shall specify the security relevant parts of thg protocol in a

formal fool-specific specification tanguage.

NOTE 1 Protocols can~be-specified in a tool-specific specification language as a protocol automatop representation
(such ap Mealy Machings) for the different principals, or specified as a strand-style notation [4], where one lists, for each

role, thg messag€s'sent and received.

NOTE 2 Protocols can be specified in general predicate logic language as an inductively defined sét where the set

formalizes the possible actions (e.g., communication events) arising from principals following their protocol roles as well as
an intruder. Protocols can also be specified with notation based on processes, transition systems, or strands, where the
formalization can be in terms of the local actions of the different principals (e.g., their individual processes or local

transition systems) or the global transition system.
7.1.3.2 Developer action elements

The developer shall provide PPS_SEMIFORMAL.
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The developer shall provide a specification of the target cryptographic protocol written in a formal tool-specific

specification language.

The developer shall provide information about the language which is used for describe specification of the

target protocol.
7.1.3.3 Content and presentation elements

The formal protocol specification shall describe all necessary items in Clause 5.3 such as messages,

observing megsages, algebraic properties, and protocol roles written in a formal tool-specific speclication

language. Thig formal protocol specification shall conform to PPS_SEMIFORMAL. Information about the tool-

specific specification language shall include materials such as reference manuals and paperst
7.1.3.4 Evaluator action elements

The evaluator ghall confirm that the information provided meets all requirements for.content and presentation.

7.2 Adversarfial model
7.21 PAM INFORMAL

7.211  Objectives

Adversarial mqdel for PAM_INFORMAL shall specifyzthe intruder model, properties of communication dghannel

and scenario typically in an informal language.

7.21.2 DeVeloper action elements

The developer|shall provide a statement of adversarial model.
7.21.3 Cortent and presentation elements

The statemenf of adversarial model shall describe all necessary items in Clause 5.4 such as network

specification, gbility of*attacker and scenario.

7.21.4  Evaluator action elements
The evaluator shall confirm that the information provided meets all requirements for content and presentation.
7.22 PAM_FORMAL

7.2.21 Objectives

Adversarial model for PAM_FORMAL shall specify the intruder model and properties of communication
channel in a formal language. Semantics of the language shall be explicitly or implicitly defined. This may be

the Dolev-Yao[3] intruder or some variant thereof. The Dolev-Yao intruder model is a typical operating
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environment in which the network is under full control of the intruder, that is, any message over the network
can be learnt, falsified, and created by the intruder. Variants may include weaker intruders such as a passive
intruder who can only eavesdrop on the network, or a wireless intruder who can both eavesdrop and create
any message but cannot deflect a message with learning the message. Variants may also arise when

additional properties are modeled of cryptographic operators (e.g., algebraic properties [1, 2]).
7.2.2.2 Developer action elements

The developer shall provide PAM_INFORMAL.

The degveloper shall provide a statement of adversarial model in a formal language.
7.2.2.3] Content and presentation elements

The statement of adversarial model shall describe all necessary items ,in €Clause 5.4 su¢h as network
specifi¢ation, ability of attacker and scenario written in a formal language. This formal adversatial model shall
conform to PAM_INFORMAL.

7.2.2.4 Evaluator action elements

The evpluator shall confirm that the information provided meets all requirements for content and presentation.

7.2.3 |PAM_MECHANIZED
7.2.31] Objectives
Advergarial model _foey PAM_MECHANIZED shall specify the intruder model and properties of communication

channgl in a taal-specific specification formal language. This may be the Dolev-Yao[3] intruder gr some variant

thereof. The Dolev-Yao intruder model is a typical operating environment in which the network is under full

control{ of 'the intruder, that is, any message over the network can be learnt, falsified, and ¢reated by the

intruder. Variants may include weaker intruders such as a passive intruder who can only eavesdrop on the
network, or a wireless intruder who can both eavesdrop and create any message but cannot deflect a
message with learning the message. Variants may also arise when additional properties are modeled of

cryptographic operators (e.g., algebraic properties [1, 2]).
7.2.3.2 Developer action elements

The developer shall provide PAM_INFORMAL.

The developer shall provide a statement of adversarial model in a tool-specific specification language.
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The developer shall provide information about language which is used for describe adversarial model of the

target protocol.

7.2.3.3 Content and presentation elements

The statement of adversarial model shall describe all necessary items in Clause 5.4 such as network
specification, ability of attacker and scenario written in a formal tool-specific specification language. This

formal adversarial model shall conform to PAM_INFORMAL.

Information abput the tool-specific specification language shall include materials such as reference, manuals

and papers.

7.23.4 Evaluator action elements

The evaluator ghall confirm that the information provided meets all requirements for content and presentation.

NOTE 1  Advgrsarial model can be specified in tool-specific specification language. For efficiency reasons, mgst tools

“hard-wire” this fintruder model into their tool, e.g., via specialized calculi for constraint solving. If one uses a ¢eneral-

purpose model ¢hecker, one must explicitly represent the intruder as aprocess.

NOTE 2  Adyersarial model can be specified in general predieaté logic language as an inductively defined set ds part of

the protocol specification. The adversarial model can alse\be specified as an intruder formalization integratgd within

verification tool$.

7.3 Security properties

7.3.1 Gener3l

Properties ¢ specify requireménts on the behavior of the protocol. For the vast majority of Formal Methods,

the model M cpnstitutes a-fransition system, describing the system states and the transitions between|states.

In this setting,

reachable sys

a property o is typically either a state-property, i.e., some invariant that should hold

em (states or a temporal property describing valid sequences of states (or system €

Standard exar

for all

vents).

L ot : : , . ,

ecy (or

confidentiality) property is generally a state invariant and says that some set S of data items (e.g., keys and
nonces) is never obtained by the attacker in an unencrypted form. Authentication properties include both
message-origin authentication (that a message supposedly sent by a party actually was sent by the party) and
entity authentication (roughly, that a given principal is currently participating in the protocol in some stated

role).
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7.3.2 PSP_INFORMAL

7.3.21  Objectives

Security properties for PSP_INFORMAL shall specify informal specification of the security properties in an

informal language.
7.3.2.2 Developer action elements

The developer shall provide statement about the security property which the protocol should achieve.

7.3.2.3] Content and presentation elements
The statement about the security property shall cover all properties which the protocolshould aghieve.
7.3.2.4 Evaluator action elements
The evpluator shall confirm that the information provided meets all requirements for content and presentation.

7.3.3 |PSP_FORMAL

7.3.3.1 Objectives

Security properties for PSP_FORMAL shall specify requirements on the behavior of the protocol in a formal

languape. Semantics of the language shall be explicitly=or implicitly defined.

7.3.3.2] Developer action elements

The degveloper shall provide PSP-INFORMAL.

The dgveloper shall provide:statement about the security property which the protocol should achieve. This

shall bg¢ written in formal language.

7.3.3.3 Content and presentation elements

The statement about security property shall cover all properties which the protocol should achieve written in a
formal language in a way described in Clause 5.5. This formal security property shall conform to

PSP_INFORMAL.
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7.3.3.4 Evaluator action elements

The evaluator shall confirm that the information provided meets all requirements for content and presentation.

7.3.4 PSP_MECHANIZED

7.3.41 Objectives

Secunty propetties for PSP _MECHANIZED shall Qpnmf\/ reguirements-—on the behavior of the prntnr0| in a

formal tool-spdcific specification language.

7.3.4.2 DeVeloper action elements

The developer|shall provide PSP_INFORMAL.

The developer| shall provide statement about security property which the<protocol should achieve. Thjs shall

be written in formal tool-specific specification language.

The developer| shall provide information about language which-is' used for describe security propertieg of the

target protocol

7.3.4.3 Cortent and presentation elements

The statement|about security praperty shall cover all properties which the protocol should achieve writfen in a
formal tool-spdgcific specificationlanguage in a way described in Clause 5.5. This formal security property shall
conform to PSP_INFORMAL.

Information abjout teol-specific specification language shall include materials such as reference mamllal and

papers.
7.3.4.4 Evaluator action elements

The evaluator shall confirm that the information provided meets all requirements for content and presentation.

NOTE Verification tools such as state-of-the-art model-checkers provide a collection of predefined predicates to
formalise typical security properties such as secrecy and various notions of authentication. Hence, with such verification
tools, a security property specification consists of selecting and instantiating appropriate security predicates, for example,

indicating which terms should remain secret, or which values should be agreed upon by which principals.
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7.4 Self-assessment evidence for verification

7.41

General

Self-assessment evidence of verification is an evidence that the protocol designer solves the model-checking

problem of demonstrating that the model M has the property o, i.e., M satisfies ¢. There are a variety of

differe

7.4.2

7.4.21

The ev

specifigd properties.

7.4.2.2

The dg

adversprial model.

7.4.2.3

The in

security property in the adversarial model.

7.4.2.4

The evpluator shall confirm that.the information provided meets all requirements for content and

7.4.3

7.4.3.1

The e

proof of why the protocol has the specified properties.

PEV_ARGUMENT

Objectives

dence for verification for PEV_ARGUMENT consists of informal argument of why the p

Developer action elements

veloper shall provide information how the protocol-Sgecification fulfills the security f

Content and presentation elements

ormation shall describe the reason inta verifiable way why the protocol specificatio

Evaluator action elements

PEV_HANDPROVEN

Objectives

idence™for verification for PEV_HANDPROVEN consists of mathematically formal p3

7.4.3.2

Developer action elements

otocol has the

roperty in the

n assures the

presentation.

per-and-pencil

The developer shall provide information how the protocol specification fulfills the security property in the

adversarial model.
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7.4.3.3

Content and presentation elements

The information shall describe the reason in a verifiable way why the protocol specification assures the

security property in the adversarial model.

7.4.3.4 Eva

luator action elements

The evaluator shall confirm that the information provided meets all requirements for content and presentation.

7.4.4 PEV_BOUNDED

7.441

The evidence

and (if requirg
additional parg
Different mods
satisfies decla|

should provide
7.44.2

The develope
security prope|

number of role

The developer
7443 Corn

The proof sha

clearly specify

The statement

Obchtives

Devieloper action elements

or verification for PEV_BOUNDED consists of the protocol specification and security pra
d) the adversarial model used by a verification tool such as model .checkers alon
meters. The most important parameter is to provide a bound on the aumber of role ins
| checkers provide different ways of doing this. The evidence is iqgut to the tool. If a g
fed properties, the tools simply report this. If the protocol fails to\satisfy the properties, th

informative output such as a trace or message sequence chart.

shall provide a proof of how the protocol ¢specification of PPS_MECHANIZED fulf
rty of PSP_MECHANIZED on the adversafial model of PAM_MECHANIZED for a b

instances.

shall provide a statement that the-verification tool used is sound.
tent and presentation elements

| describe results ef verification tool in such a way that they are repeatable. The pro

that number of rolé instances with which the security of the protocol is assured.

shall describe the correctness of the verification tool used and the soundness of the prod

7.44.4 Evaruator action elements

perties
g with
ances.
rotocol

e tools

ills the

bunded

bf shall

—h

The evaluator shall confirm that the information provided meets all requirements for content and presentation.

7.4.5 PEV_UNBOUNDED

7.4.51

Objectives

The evidence for verification for PEV_UNBOUNDED is an evidence that the protocol designer solves the

model-checking problem of demonstrating that the model M has the property ¢ for an unbounded number of

inter-leaving role instances.
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This evidence shall be constructed with the aid of a verification tool. The evidence required for verification

depends on the verification tool. Protocol designers may choose state-of-the-art verification tools such as

theorem provers and model-checkers. Theorem provers for first or higher-order logic usually take as input a

script of commands. These commands include declarations of definitions and lemmas as well as commands

for constructing proofs themselves. The proofs are built from inference rules or tactics, which are programs

that construct proofs. In the verification process, the script is input to the theorem prover. If any of the

commands fail, then the verification fails. If the proof script runs successfully, then all theorems stated in the

script,

and therefore proven about the protocol, are valid.

idity of the final results depends on the soundness of the logic used, its correct implementation in the

The va]:’|
theoremn prover, and that all extensions done to the logic (by adding definitions, rules, @tc.) werd done in a way

that pr

the resplts.
7.4.5.2] Developer action elements

The dgveloper shall provide a proof how the protocol specification.of PPS_MECHANIZED fulf
properfy of PSP_MECHANIZED on the adversarial model of.PAM_MECHANIZED for unboun

role ingtances.

The developer shall provide a statement that the vefification tool used is sound.

7.4.5.3

The pr

The pr

The statement shall describe the correctness of the verification tool used and the soundness of

7.4.5.4 Evaluatoraction elements

The eV

pserves the logic’s consistency. Protocol designers shall provide information regarding

Content and presentation elements

pof shall describe results of verifieation tool in such a way that they are repeatable.

pof shall indicate that the 'security of the protocol is assured with unbounded number of rg

pluatershall confirm that the information provided meets all requirements for content and

8 C«

the validity of

s the security

Hed number of

le instances.

he proof.

presentation.

Methodotoay-for-ervot hic-Protocots-Secaritv-Evataati

8.1 Introduction

This clause shows common methods for cryptographic protocol evaluation according to this International
Standard.

© ISO/IEC 2011 — All rights reserved

25


https://iecnorm.com/api/?name=05e187e66254220d5be8a644d76f1632

ISO/IEC 29128:2011(E)

8.2 Protocol

8.2.1 Evalua

specification evaluation

tion of sub-activity (PPS_SEMIFORMAL)

8.21.1 Input

The evaluation

evidence for this sub-activity is:

— The specification of target cryptographic protocol written in semi-formal language.

8.21.2 Act

on

The evaluator
cryptographic

operations and

shall confirm that the protocol specification describe sequences of the protocol, which

protocol message.

8.2.2 Evaluation of sub-activity (PPS_FORMAL)

8.2.21 Inpuit

The evaluation

— The PPS |

— The speci

8.22.2 Act

The evaluator

such as mess3

The evaluator

evidence for this sub-activity is:

SEMIFORMAL.

ication of target cryptographic protocol writte@sin a formal language.

on

ges, observing messages,.algebraic properties, and protocol roles written in a formal lan

shall confirm that this fermal protocol specification conforms to PPS_SEMIFORMAL.

8.2.3 Evaluation of.sub-activity (PPS_MECHANIZED)

8.2.31 Inp|||t

nclude

pperations executed by all protocol participants, required information of these -Cryptographic

shall confirm that the formal protecol specification describes all necessary items in Clayise 5.3

guage.

The evaluation evidence for this sub-activity is:

— The PPS_SEMIFORMAL.

— The specification of target cryptographic protocol written in a formal tool-specific specification language.

— The information about language which is used for describe specification of the target protocol.
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Action

The evaluator shall confirm that the formal protocol specification describes all necessary items in Clause 5.3

such as messages, observing messages, algebraic properties, and protocol roles written in a formal tool-

specific specification language.

The evaluator shall confirm that this formal protocol specification conforms to PPS_SEMIFORMAL.

The evaluator shall confirm that Information about tool-specific specification language includes materials such

as refe

8.3 Ad
8.3.1

8.3.1.1

The ey

— TH

8.3.1.2

The eV
5.4 suq

8.3.2

8.3.2.1

The ey

— TH

— TH

8.3.2.2

Fence manual and papers

versarial model evaluation
Evaluation of sub-activity (PAM INFORMAL)

Input

pluation evidence for this sub-activity is:

e statement of adversarial model.
Action

aluator shall confirm that the statement of adversarial model describes all necessary it

h as network specification, ability of attacker and scenario.

Evaluation of sub-activity (PAM_EORMAL)

Input
pluation evidence for this sub-activity is:

e PAM_INFORMAL:

e statement of adversarial model in a formal language.

Action

ems in Clause

The evaluator shall confirm that the statement of adversarial model describes all necessary items in Clause

5.4 such as network specification, ability of attacker and scenario written in a formal language.

The ev

aluator shall confirm that this formal adversarial model conforms to PAM_INFORMAL.
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8.3.3 Evaluation of sub-activity (PAM_MECHANIZED)

8.3.31 Input

The evaluation evidence for this sub-activity is:
— The PAM_INFORMAL.

— The statement of adversarial model in a formal tool-specific specification language.

— The infornpation about language which is used for describe adversarial model of the target protocol

8.3.3.2 Action

The evaluator [shall confirm that the statement of adversarial model describes all necessary items in (Clause
5.4 such as ndtwork specification, ability of attacker and scenario written in a formal-tool‘specific specification

language.
The evaluator ghall confirm that this formal adversarial model conforms toPAM_INFORMAL.

The evaluator ghall confirm that information about tool-specific specification language includes materials such

as reference nmjanual and papers.

8.4 Security properties evaluation
8.4.1 Evaluation of sub-activity (PSP_INFORMAL)

8411 Inpuit
The evaluation evidence for this sub-activity is:

— The statement about security-property which the protocol should achieve.
8.41.2 Action

The evaluator ghall confirm that the statement about security property covers all properties which the grotocol

should achievq.

8.4.2 Evaluation of sub-activity (PSP_FORMAL)

8.421 Input

The evaluation evidence for this sub-activity is:

— The PSP_INFORMAL.

— The statement about security property which the protocol should achieve. This shall be written in a formal

language.
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8.4.2.2 Action

The evaluator shall confirm that the statement about security property covers all properties which the protocol

should achieve written in a formal language in a way described in Clause 5.5.

The evaluator shall confirm that this formal security property conforms to PSP_INFORMAL.

8.4.3 Evaluation of sub-activity (PSP_MECHANIZED)

8.4.31 Input

The evpluation evidence for this sub-activity is:

— THe PSP_INFORMAL.

— THe statement about security property which the protocol should achieve. This shall be wriften in a formal

togl-specific specification language.
— THe information about language which is used for describe security properties of the target protocol.

8.4.3.2 Action

The evialuator shall confirm that the statement about security property covers all properties whitch the protocol

should|achieve written in a formal tool-specifig;Specification language in a way described in Clayse 5.5.

The evpluator shall confirm that this formal security property conforms to PSP_INFORMAL.

The evaluator shall confirm that*the information about tool-specific specification language inclides materials

such as reference manual-and papers.

8.5 Sellf-assessment evidence evaluation
8.5.1 |Evaluation of sub-activity (PEV_ARGUMENT)

8.5.1.1 Input

The evaluation evidence for this sub-activity is:

— The information how the protocol specification fulfills the security property in the adversarial model.
8.5.1.2 Action

The evaluator shall confirm that the information describes the reason in a verifiable way why the protocol

specification assures the security property in the adversarial model.
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8.5.2 Evalua

8.5.2.1

tion of sub-activity (PEV_HANDPROVEN)

Input

The evaluation evidence for this sub-activity is:

property in the adversarial model.

8.5.2.2

Action

The mathematically formal paper-and-pencil proof how the protocol specification fulfills the security

The evaluator

specification a

shall confirm that the proof describes the reason in a verifiable way why the ¢

bsures the security property in the adversarial model.

8.5.3 Evaluation of sub-activity (PEV_BOUNDED)

8.5.3.1

The evaluation

The proo
PSP_MEC

instances.

The stater
8.5.3.2 Act

The evaluator

repeatable.

The evaluator

security of the

The evaluator

Inpuit

evidence for this sub-activity is:

f how the protocol specification of PPS_MECHANIZED fulfills the security prop
HANIZED on the adversarial model of PAM_MECHANIZED for bounded number

hent that the verification tool used is sound.
on

shall confirm that the proof describes results of verification tool in such a way that th

shall confirm that the proof clearly specifies that number of role instances with wh

protocol is assured.

shall confirm that the statement describes the correctness of the verification tool used 4

rotocol

brty  of

of role

ey are

ch the

ind the

soundness of tre proof.

8.5.4 Evalua

8.5.4.1

The evaluation

tion of sub-activity (PEV_UNBOUNDED)

Input

evidence for this sub-activity is:

The proof how the protocol specification of PPS MECHANIZED fulfills the security property of

PSP_MECHANIZED on the adversarial model of PAM_MECHANIZED for unbounded number of role

instances.
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The statement that the verification tool used is sound.
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8.5.4.2 Action

The evaluator shall confirm that the proof describes results of verification tool in such a way that they are

repeatable.

The evaluator shall confirm that the proof indicates that the security of the protocol is assured with unbounded

number of role instances.

The evaluator shall confirm that the statement describes the correctness of the verification tool used and the

soundrjess of the proof.
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Annex A
(informative)

Guidelines for Cryptographic Protocol Design

This informative annex gives known guidelines for the design of cryptographic protocols. These guidelines will

help for a cryptographic protocol designer to avoid typical errors. Note that a protocol designed along with the

principles is not necessarily compliant with this Iniernational Standard. The designed protocol shduld be

verified separgtely to be compliant.
This clause giJes the design guidelines in [5]. Similar guidelines are also given in [6].

1 Every megsage should say what it means the interpretation of the message, should depend only on its
content. If should be possible to write down a straightforward English sentence describing the cgntent -

though if fhere is a suitable formalism available that is good too.

2  The condltions for a message to be acted upon should be clearly set out so that someone revigwing a

design cah see whether they are acceptable or not.

3 If the ideptity of a principal is essential to the meaning of a message it is prudent to mention the

principal'y name explicitly in the message.

4  Be clear about why encryption is being dene. Encryption is not wholly cheap and not asking precisely
why it is being done can lead to redundancy. Encryption is not synonymous with security and its improper

use can lgad to errors.

5 When a principal signs material that has already been encrypted it should not be inferred t:[at the
al that

principal knows the content of the message. On the other hand it is proper to infer that the princi

signs a message andithien encrypts it for privacy knows the content of the message.

6 Be clear |what-properties you are assuming about nonces. What might do for ensuring tgmporal

successiom gt ot do for ensuring association and perfiaps association 15 best estantisiied oy other

means.

7 The use of a predictable quantity such as the value of a counter can serve in guaranteeing newness
through a challenge-response exchange. But if a predictable quantity is to be effective it should be

protected so that an intruder cannot simulate a challenge and later replay a response.

8 If timestamps are used as freshness guarantees by reference to absolute time then the difference

between local clocks at various machines must be much less than the allowable age of a message
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deemed to be valid. Furthermore the time maintenance mechanism everywhere becomes part of the

trusted computing base.

A key can have been used recently for example to encrypt a nonce yet be quite old

compromised. Recent use does not make the key look any better than it would otherwise.

and possibly

If an encoding is used to present the meaning of a message then it should be possible to tell which

encoding is being used. In the common case where the encoding is protocol dependent, it should be

fact o o 41

nratacal—a o
Toctr to— o™

aibla _tao _daod that thao _maccaan baolonaatao.
T

thic
TS

Qs aduco nm. o nd nartios
pgssible—te—deduee—that-the—message—belongs—te protoeek—ane—n partiet

prptocol, and to know its number in the protocol.

TH
de
th

e protocol designer should know which trust relations his protocol depénds on
pendence is necessary. The reasons for particular trust relations being-acceptable shq

bugh they will be founded on judgment and policy rather than on logict
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B.1 Symbo

Annex B
(informative)

Example of formal specification

lic specification of security protocols

Here we describe a way of formal specification of security protocols along the guidelines given in Clause 5.

Although it still

methods in the

simplified Needlham-Schroeder public-key protocol.

Our description style follows the syntax of Cas Cremer's Scyther [9] because of its simplé and intuitive

the specificatid
of Bruno Blan

protocols.
B.1.1 Abstre

The protocols

the attacker is
B.1.1.1

A formal langy
variables to st
symbols, a se
generation, res

two binary fung

It is assumed that the-cryptographic primitives such as enc and dec are perfect. Only their relevant pra

are assumed t

Languages

remains abstract to a certain degree, the description below demonstrates a way of using

verification of protocols. Furthermore, we explain each step with a concrete example ug

n of security protocols. However, the description below corresponds.also to the basic cd

het's ProVerif [10], one of the leading tools for the automatic.symbolic verification of g

ction level

bre specified at the most abstract level, i.e., messages are terms constructed from symb

modeled as a formal process.

age L = (V, G, R, F) for thefNeéedham-Schroeder public-key protocol consists of a s

bre received messages, @ set € of local constant symbols for nonces, a set R of role

pectively, a binary_pairing function (-,-), two unary functions m1, 7, for decompositions o

tions enc andidec for encryption and decryption, respectively.

b be khown. We impose no restriction on the construction of a term, i.e., all terms that a

formal

ing the

use for
ncepts

ecurity

bls and

et V of

name

F of function symbals ‘for two key-generating functions pk and sk for public or private key

f pairs,

perties

re built

with the function symbols following the arity resiriciions are valild messages: A ferm is a variable v € V, a

nonce N € C, a role name r € R, or a compound term using a function symbol.

We could have used some restrictions that some arguments are restricted to some classes. Instead we

assume that terms are distinguishable according to their types: role nhames, nonces, keys, encryption, tuples,

etc. This means, e.g., that only keys can be used to encrypt a message, otherwise the terms will be ignored or

discarded directly.
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B.1.1.2 Algebraic properties

Besides the syntactic equality of terms, the symbolic-level specification of message equality includes the

following basic equations:

dec(sk(r),enc(pk(r),m) =m
mi(my,my) =m; i € {1,2}

We remark that, in general, adding algebraic properties of @, exclusive or, with a homomorphi¢ hash function

to the [Polev-Yao attacker model

DY) Bz=xDHYD2)

x@y=yDx
0Px=x
x@P0=x
xPx=0

h(x @ y)= h(x) ® h(y)
enc(k,x &Yy) = enc(k,x) ® enc(k,y)

weakens the perfect cryptographic assumption [11].

We alqo remark that the current State of Scyther or ProVerif cannot deal with the exclusive of. On the other

hand, there are some researches on how to deal with the exclusive or for automatic verification fools [12].
B.1.2 |Protocol specifications

Given @ language £ = (V, €, R, F), a protocol P describes the behaviour of each of the roles sdich as initiator,

respongdety key server, etc. In the specification, the behaviour of each role is formalized as a trgnsition system

describing how to create messages, how to react to the received messages, and how to manipulate them. We

assume that all the communications are made through a single public channel c.
B.1.2.1 Sending and receiving events

We use two ternary predicate symbols exist: Send for sending messages and Receive for receiving

messages:
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Send(i,r,m) for i sends the messagemtor.
Receive(i,r,m) for r receives the message m from i.

B.1.2.2 Role specifications

A protocol consists of role specifications for each role. A role specification describes the behaviour of a role,

which is represented as a finite sequence of sending and receiving events. An initial knowledge also belongs

to the role specification. The initial knowledge of a role contains the names of other roles, public keys of all

roles, his own

private key, etc.

The Needham

responder.

— For the in

role R and

—  For the rd

initiator ro

B.1.2.3 Com

Before any ev

Schroeder public-key protocol contains two specifications, one for the initiator, the(other|

tiator: The agent taking the initiator role I knows the identity of the agent taking the res

its public key pk(R) besides his own private key sk(I) and can creaté a‘honce N.,.

Send(l, R; {NL ) I}pk(R))’
Receive(R, I, {N;, x} )
Send(l, R, {x},y(»))

sponder: The agent taking the responder role R knows the identity of the agent tak

e I and its public key pk(I) besides hisown private key sk(R) and can create a nonce N..

Receive(l,R,{y, I}pk(R))i

Send(R, 1, {y! Nr }pk(l));
Receive(l,R, {N, },i(r))

putation

bntds executed, each agent performs some computations, while the state changes aftg

for the

ponder

ng the

r each

event execution. What exactly the computation does, depends on the protocol model. Below are two standard

examples of computation.

— Pattern matching: It can be assumed that any agent in a role r could see the pattern of any message:

nonces, agent names, session keys, pairs, encrypted messages, etc. Messages which do not follow the

pattern matching will be ignored, forwarded, or discarded directly.

— Knowledge inference: Based on the pattern-matching, any agent including the attacker can infer new

knowledge from his initial knowledge together with the previously received messages. The knowledge of
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an agent is obtained from his initial knowledges or received messages using his capability to manipulate

them like composition, discomposition, encryption, decryption, etc.

B.2 State transitions

In this example, the roles can run events concurrently and each event can be repeated unlimitedly many

times.

B.2.1

Attacker model

The ne

catch,

The ini
his priy
agents
running

B.2.2

The co

bavesdrop, or fake messages. He can also interrupt or disturb the protocol running;

lial knowledge ¥ 4° of an agent A in a role consists of e.g. the names and(public keys of
ate key of his role. The initial attacker knowledge X ,° consists of the initial knowledge
including their private keys. The knowledge of an agent including”the attacker will g

of the protocol whenever he receives or catch messages.
Configuration state

hfiguration state at some point during running a protocol P is composed of the local attag

and the¢ local knowledge of every possible agent A,, where n varies over natural numbers. The

made i
unlimit

control

The st

running

hfinite such that it reflects the fact that thé.attacker could initiate new session at any ste
bd sessions. In the initial state, every?agent is in his initial state, i.e. his initial knowle

state. If an agent A,is not active yet, then his initial knowledge is empty.

hte transition rules of a/protocol P describe how configuration states changes durin

. Below are three rules which constitute the operational semantics of the protocol P.

N

w instances . lf_an agent performs a new instance event, then he adds a new role

state. This is¢hased on the assumption that unlimited number of role instantiation is possi

performs_this' role gets then the initial knowledge assigned to the role. If the agent is com

he shares all the knowledge with the attacker.

twork can be partially or completely under control of an attacker. Based on his knowledcl]e, he can e.g.

all agents and
pf all untrusted

ow during the

ker knowledge
ist of agents is
p and perform

dge and initial

g the protocol

nstance to his
ble. The agent

bromised, then

Sending event

If an agent performs a sending event, the sent message m is added to the attacker

knowledge. Then he performs some computations, and depending on the computation result, he moves

to

Receiving event

some state where he is waiting for another sending or receiving event, or stops.

If an agent performs a receiving event, the agent performs some

computations.

Depending on the computation result, he moves to some state where he is waiting for another sending or

receiving event, or stops. The computations include e.g. the readability test. If the received message m

passes the readability test, the message will be added to the knowledge of the agent.

© 180/
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B.2.3 Traces

A state transition is the conclusion of finitely many applications of the rules above, starting from the initial

state. A trace of a protocol P is the description of any possible state transition starting from the initial state:

me+2

(K030 0 ) =3 -+ 25 (3£, (3L 0) =5 (341, (3£+1),,)

Here ¢ denotes the #-th transition step and m, is the exchanged message at the #¢-th transition. (¥ 4.f)» and

K stand for t
an abbreviatio

and m;, i <m,
B.3 Trace
Among many s
B.3.1 Secre(

Secrecy expre
honest agents
formally, a pro

an arbitrary tra

for any ¢, whelle A is not one of A,1,-+, App@nd K + m denotes that m can be inferred from the local kno

XK. In case of
moment £ in &
found by G. U

generated by 3

0 for the infinite list of #4,¢, where n varies over natural numbers. The relationship-betw

s decided by the protocol specification.
)roperties
ecurity properties we illustrate here two trace properties: secrecy and-authentication.

y

\34

5ses that certain information cannot be revealed to any.other agent or the attacker exc
who have run the protocol, even though the protacol is executed in an untrusted networl
ocol P satisfies secrecy of a message m among-some honest agents A1, , Anp if and o

ce, m cannot be inferred from the knowledge-of anybody else, i.e.,

Kf ¥ m> and Kf ¥ m

he Needham-Schroeder public-key protocol, the secrecy question is if K/ # N, holds
trace if the roles /~and R are performed by two honest agents. The man-in-the-middle
owe, against the-.Needham-Schroeder public-key protocol demonstrates that the secr

n honest agent B is not guaranteed.

An{))n iS

een my

ept the
. More

nly if in

wiedge
for any
attack,

ecy Ny
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A E(compromised) B
|
Na [ANa]pk(E)
—> [A,Na]pk(B)
[Na,Nb]pk(A) Nb
[Na,Nb]pk(A) <
[Nb]pk(E) [Nb]pk(B)

Figure B.1 — Man-in-the-middle-attack (G. Lowe 1995)
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Secrecy defined as it stands can be referred as weak secrecy, since it does not care about partial disclosure

of the message content. There are also probabilistic secrecy, indistinguishability, etc. But they are out of

scope here.

B.3.2

Authentication

There

properfies as it is shown by Lowe: aliveness, recentness, (non-)injective agreement,

synchr

Ini
the

Injectiv

A form

on the

bnization, etc. G. Lowe described, e.g., the non-injective agreement as follows:

tiator i is in agreement with responder r, whenever i as initiator completes a run of the

e agreement insists furthermore that each run of i corresponds to a unique run of r.

S no general consensus on the meaning of authentication. Indeed, there is a hierarchy of

bl specification of authentication can, however, differfrom a tool to another in a subtle

specification language and operational semantics. We give here an intuitive understg

authentication

(non-)injective

brotocol with r,

kN r as responder has been running the protocol with i. Moreover, i'and r agree on all data variables.

vay depending

nding of (non-

)agreement as a trace property. First we need to intfoduce another event using a binary predicate Claim.

Claim(r, NI — Agree) for ¢he non — injective agreement holds for the role r

Each :_1
agreenpent holds for the role r, thefollowing should hold:

In

CdQ

claim in the {rotocol should have been executed by expected honest agents before the

st

each trace where-a claim event is executed at the ¢-th transition step by a honest ag

bp in the.same trace.

ace of a protocol P can contain_a’humber of instances of the claim event. In order that th

e non-injective

ent 4 who has

mmunicated with-honest agents only, each expected exchange of a message up to the point of the

£-th transition

More informally said, the non-injective agreement holds for r when

the instantiated claim event (4, NI-Agree) iSs executed by an honest agent A at the ¢-th transition of a

trace, and when the trace is supposed to be created by honest agents only, then all exchanged

messages, between two honest agents A, A” who are supposed to have performed the sending and

receiving events according to the protocol before the claim event, should have been sent or received by

A’

©180/1

A’before the ¢-th step in the same trace.
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In case of the Needham-Schroeder public-key protocol

Send(l, R, {N;, I},r));

Receive(R,,{N;,x}, ) d
an

Send(], R, {x}(r))

Claim(/,NI — Agree)

Receive(l, R, {y, [} xx));
Send(R, I, {y, N; }ox));
Receive(l,R,{N, },xx))
Claim(R, NI — Agree)

the man-in-the-middle-attack in Figure B.1 says that the non-injective agreement fails for the responder role:

the honest agent B believes to have communicated with the honest agent A and the message {Ns}pks) IS
supposed to b

p sent by the honest agent A, but it is faked by the compromised agent E.
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