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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Big data refers to the massive amount of digital information collected in various forms from different
sources of digital and physical environments. This data is not only generated by traditional means
of information exchange, but also from sensors embedded in physical environments, such as city
surroundings, transportation vehicles, critical infrastructures, etc. The collection and processing of big
data provides additional challenges not inherent in the traditional digital information exchange setting.

This document was developed in response to the worldwide demand for a common baseline of security
and privacy aspects for big data architectures to facilitate interoperability in big data systems without

compromisi

The big datg
areas tradit
comprehens

g privacv confidentialitv orintegritv
[= 28 ul J7 J7 [=] 4

paradigm blurs the security boundaries between data collection, storage and.accgss —
onally addressed independently — that now needs to be confronted holistically with a
ve security and privacy foundation, tightly coupled to all architecture components.

Effective standardization of security and privacy is paramount to the developmentofmutual truqt and

cooperation

amongst big data stakeholders.

Vi
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Information technology — Big data reference
architecture —

Part 4:
Security and privacy

1 Scope

This |document specifies the security and privacy aspects applicable to the big da

ta reference

architecture (BDRA) including the big data roles, activities and functional\ components and also

provides guidance on security and privacy operations for big data.

2 ormative references

The following documents are referred to in the text in such a way that some or all of {
constlitutes the requirements of this document. For dated refergnces, only the edition citeqd
undated references, the latest edition of the referenced docuinent (including any amendme

ISO/I[EC 20546, Information technology — Big data — Oveyview and vocabulary

ISO/IEC 20547-3, Information technology — Big~data reference architecture — Part
architecture

ISO/IEC/IEEE 15288, Systems and software ehgineering — System life cycle processes

3 erms and definitions

For tlhe purposes of this document; the terms and definitions given in ISO/IEC 20546 apply]

heir content
| applies. For
nts) applies.

3: Reference

ISO apd IEC maintain terminotogical databases for use in standardization at the following addresses:

— IFO Online browsingplatform: available at https://www.iso.org/obp

— IEC Electropedia:available at http://www.electropedia.org/

4 Symbelsand abbreviated terms

APT advanced persistent threat

BDRA big data reference architecture

BD-S&P big data security and privacy

DDoS distributed denial of service

LINDDUN linkability, identifiability, non-repudiation, detectability, disclosure of information, una-
wareness, non-compliance

PII personally identifiable information

STRIDE spoofing of user identity, tampering, repudiation, information disclosure, denial of ser-
vice, elevation of privilege

© ISO/IEC 2020 - All rights reserved 1
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5

Overview

5.1 Big data security and privacy concerns

This subclause addresses three types of concerns:

risks caused by big data characteristics;
security and privacy challenges from big data;

ecosystem coordination capabilities needed in the context of big data.

Big data has fhe key data characteristics of volume, velocity, variety and variability and also the key data
processing dharacteristics of volatility, veracity and value. These characteristics introduce-additional

risks and thyis challenges on the security and privacy aspect of big data.

Volume pf data is at risk associated with massive amounts of data in various layers. For example,
multi-tigred, distributed storages and transmission on various networks with different protofols.

Velocity|of data has risks associated with faster flow at which the data isereated, stored, anallysed
or visualized. Security controls can be a burden on velocity and easily omitted.

Variety pf data brings more complexity from a diversity of sources tinder the control of vqrious
actors. Complexity inevitably leads to vulnerability. An emergent-phenomenon introduced by big
data variety is its ability to infer identity from anonymized datasets by correlating with appatgently
innocuols public databases.

Variabillty of data has risks associated with faster changes in data rate, format/structure, semdntics
and/or quality. It can become more difficult to apply: security controls on data security and prjvacy.

Volatility of data can affect to keep audit trails and“make security management difficult.

Veracitylof data brings higher requirements to'integrity, consistency and accuracy. Associated|risks
can be aggregated and magnified.

Value of|data brings more attacks forja variety of purposes and interests.

Big data appglication boom brings miore serious security and privacy issues on data, such as frefjuent
incidents of |data loss and personal data leakage, illegal data transactions underground, which fause

data abuse ajnd Internet fraud and‘endanger social stability and national security.

From technglogy platform\perspective, due to the continuous emergence of a variety of big| data
technology, hew technigal*architecture and support platforms and big data software, the follgwing

security and| privacy,eapabilities are needed in the big data context.

Traditiopal security controls in big data context are needed.

Massive| multi-sourced, heterogeneous, dynamic and ather hig data characteristics lead tio the
difference of data application security from a closed environment. Big data applications generally
use open distributed computing and storage architecture with complex underlying support to
provide massive data distributed storage and high-performance computing services. These new
technologies and architectures make the network boundaries of big data applications become
blurred so that the boundary-based traditional security protection measures are no longer valid.
Meanwhile, under this new situation, the advanced persistent threat (APT), distributed denial
of service (DDoS), machine learning-based data mining and privacy discovery and other attacks
make the traditional defence, detection and other security controls expose serious deficiencies. For
instance, providing secure data management and threat intelligence, providing secure data storage
for big data as well as secure log data generation, transmission, storage, analysis and disposal
becomes very difficult. Additionally, novel technical approaches for privacy-preserving, machine
learning, cryptographic mechanisms for data-centric security and access control are necessary.

© ISO/IEC 2020 - All rights reserved
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For more information on the requirements of big data security and privacy, refer to the security
and privacy technical considerations in different use cases provided by ISO/IEC TR 20547-2.

Security and privacy need to be provided for the distributed computation and data store
infrastructure of big data.

This requires privacy-preserving and secure distributed computation and information
dissemination. Big data requires scalable and distributed solutions for secure data storage as
well as for audits and investigations for data provenance. Data integrity for streaming influx of
data from various sensors and other endpoints has to be provided. Real-time analytics for threat
intelligence requires the processing of large amounts of security-related information such as traffic

streams-and ]r\g information

—

latform security mechanisms need to be improved in the context of big data security

h general, existing big data applications use big data management platfdzms and

latforms and technology are mostly considered to be used in the trusted internal n{
ttle consideration of authentication, authorization, key services and,seourity audit. Al
pftware is improved, such as adding the Kerberos authentication-mechanism, the ove
apability is still relatively weak. Meanwhile, third-party open-Selifce components ar
h big data applications. Due to the lack of rigorous test management and security ce
hese components, the ability to prevent software vulnerabilities and malicious back
ata applications is insufficient.

pplication access control capabilities in big data cofitext are needed.

ecause of the variety of data types and the.wide range of applications of big dat
sed to provide multiple services to users with different identities and purposes fr
rganizations or departments. In general, access control is an effective means to achiey
ccess to data. However, due to a largexhumber of unknown data users and data to
it is very difficult to pre-set roles and\permissions of data access. Although the usg
dccess data can be classified in advance, because of the numerous roles, it is diffic
the control of each role's actual permissions in a fine-grained way. So, it is difficult 1
specify the range of data for eaeh user to access without deploying a newer access c
such as attribute-base access control (ABAC). This also causes the issue with the data 1
drinciple in ISO/IEC 29100;

o 0

o

Jcalable security andprivacy mechanisms are needed.

hen designing and applying security and privacy mechanisms such key managem
and access mandgement, de-identification, etc., in the big data environment, not only
and privacy functionalities need to be considered, but also the scalability of these
eeds to.be taken into account in order to support processing of high volume and hig

and privacy.

technology,

uch as Hadoop-based HBase/Hive, Cassandra/Spark, MongoDB. At the beginning of design, these

btwork, with
though some
rall security
e often used
rtification of
doors in big

h, it is often
pm different
e controlled
be accessed,
r’s rights to
ult to define
o accurately
bntrol model
hinimization

ent, identity
the security
mechanisms
h velocity of

variability)

characteristics of big data and huge value in big data, the following security and privacy capabilities are
needed in big data context:

Data protection capabilities in big data context are needed.

In the open network society, the huge volume of big data with immeasurable potential value
makes it more favoured and easier to become a significant target of network attacks. In recent
years, information security incidents frequently occur, for example, leakage of email accounts,
social security information and bank card numbers. The distributed system deployment, the open
network environment, the complex data application and the large number of user accesses, all
cause the big data to face the bigger challenges in confidentiality, integrity, availability and so on.

© ISO/IEC 2020 - All rights reserved 3
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share data.

5.2 Securjity and privacy objectives

Personal data protection capabilities in big data context are needed.

Due to the large amount of personal data in big data systems, when the security incidents such as
data abuse, internal theft and network attacks occur, the consequences of personal data leakage are
more serious than ordinary information systems. On the other hand, the advantage of generating
value from the analysis and usage of large amounts of data can be compromised by the more risk of
personal data leakage during the comprehensive analysis of multi-source data where analysts are
easier to explore more personal data through correlation analysis.

Data authenticity capabilities in big data context are needed.

Datain big data systems have a wide range of sources that can be a variety of sensors, active uploads
and public websites. In addition to reliable data sources, there are a large number of untrusted data
sources]Some attackers even deliberately falsify data in an attempt to induce data analysis rejsults.
Therefore, it is very important to verify the authenticity of data and their sources. However, there
are many difficulties in verifying all the data authenticity because of the performance limitation
of data hcquisition terminals, the lack of technology, the limited amount of infornmation and the
variety and complexity of sources.

During the application of big data, the data can be accessed by a variety of users, flow from one
controllgr to another and even be mined to produce new data. Therefore, in the process of data
and sharing, there is the circumstance where the data ownership of a data owner ard the
data usq right of a data manager are separated, which implies ¢that data can be out of data owner's
control gnd brings the risks such as data abuse, vague ownefship of data, unclear responsibilities of
data secjrity supervision so that the rights and interests-of.-data owners can be seriously damjaged.

lves ecosystems, or networks of organizatigns that collaborate to collect, analys¢ and
he following collaborations are needed ina big data context:

collaborption between stakeholders to ensuiré that overall ecosystem security and pifivacy
requireinents and individual organization’s@ecurity and privacy requirements are consistent;

collaborption between stakeholders toensure that the overall ecosystem risk management arjd the
individual organization’s risk managément are consistent; and

collaborption between stakeholders to ensure that individual organizations ensure consistent
treatmept of the assets to pretect.

Big data applications‘have security and privacy objectives. Table 1 describes examples of sequrity
objectives. Table 2-describes examples of privacy objectives. Note that Table 2 describes alternative

ways to looklat objectives.

© ISO/IEC 2020 - All rights reserved
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Security
protection goals

Objective Description Examples
. L Protected transmission of collected
Ensures that information is not . )
. . data, protected access with suitable
. . made available or disclosed to .
Confidentiality authentication schemes, protected

unauthorized individuals,
entities, or processes.

storage.

processing of data and protected

Ensures the accuracy and

Protection of integrity during
transmission, processing of data, as

[From Integrity completeness of data over its well as at storage level using schemes
ISO/IEC 27000 entire life cycle. stehas-disital signatures
s Preventing service disruptions due
Ensures accessibility and :
o o to power outages, hardwagre failures,
Availability usability upon demand by : : :
. : or denial of serviceldttackls using
an authorized entity
schemes suchjas'redundapt systems.
Table 2 — Privacy objectives
Objective Description
Providing PII principals with Clear, prominent, easily
Consent and choice understandable, accessible’and affordable mechanisms to
exercise choice and to\give consent in relation to the
processing of theirPH at the time of collection
Purpose legitimacy Presupposingthat the purpose(s) is in compliance wijith applica-
and specification ble law and elies on a permissible legal basis
Collection limitation Limiting the collection of PII to that which is within the bounds
of applicable law and strictly necessary for the specified purpose
Data minimization Strictly minimizes the processing of PII
Use retention and Limiting the use, retention and disclosure (including transfer) of
disclosure limitation PII to that which is necessary in order to fulfil speciffc, explicit
and legitimate purposes
Ensuring that the PII processed is accurate, complet¢, up to date
Accuracy andrquality | (unless there is a legitimate basis for keeping outdatpd data),
adequate and relevant for use
Privgcy principles | Openness, Providing PII principals with clear and easily accessible
tranSparenc information about the PII controller’s policies, procedures and
[From P y p p
1S0/1EC TR 27550] and.notice practices concerning the processing of PII
Individual Giving PII principals the ability to access and review|their PI],
articipation provided their identity is first authenticated with an|
gnd acfess appropriate level of assurance and such access is not|prohibited
by applicable law
Accountabilit The processing of PII entails a duty of care and the agloption of
y concrete and practical measures for its protection
Protecting PII under its authority with appropriate controls
at the operational, functional and strategic level to ensure the
Information securit integrity, confidentiality and availability of the PII and protect it
y against risks such as unauthorized access, destruction, use,
modification, disclosure or loss throughout the whole of its life
cycle;
Verifying and demonstrating that the processing meets data
Privacy compliance protection and privacy safeguarding requirements by
y p periodically conducting audits using internal auditors or
trusted third-party auditors

© ISO/IEC 2020 - All rights reserved
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Table 2 (continued)

Objective

Description

Privacy

protection goals

Unlinkability

Ensures that a PII principal may make multiple uses of resources
or services without others being able to link these uses together

EXAMPLE A customer uses two different accounts for a service
that involves big data analysis.

Transparency

Ensures that an adequate level of clarity of the processes in
privacy relevant data processing is reached so that the collection,
processing and use of the information can be understood and
reconstructed at any time

[From
ISO/IEC TR 2

7550]

EXAMPLE Understandable documentation covering techtielogy,
organization and responsibilities accessible to the PII principal.

Intervenability

Ensures that PII principals, PII controller, PII processors and
supervisory authorities can intervene in all privacy-relevant data
processing

EXAMPLE Processes for influencing or stépping the data
processing fully or partially, manually ovepturning an automnjated
decision, data portability precautions,

Privacy
engineering
objectives

[From
ISO/IEC TR 2

Predictability

Providing a reliable understanding.of'what is occurring with PII
processing within a system

EXAMPLE Developing a PIFprocessing capability that is
repeatable. Related to the transparency protection goal.

Manageability

7550]

Administration of Pll<with sufficient granularity so that the fight
level of control can‘be applied

EXAMPLE Development of a privacy preference management
that allows PH principal the right level of control. Related to [the
intervenability protection goal.

Disassociability

Actively\protect or “blind” an individual’s identity or associated
activities from unnecessary exposure during transactions

EXAMPLE Development of a health data processing capability
that is anonymous. Related to the unlinkability protection ggal.

Clauses 6 to
concerns an

Big data sec
defined in IS

6 Securi

3 are under the contextlofibig data systems that have the above security and privacy (S&P)

| objectives.

irity and privaey-(BD-S&P) shall be based on the big data reference architecture (BDRA)

0/IEC 20547+3.

Iy and\privacy aspects of BDRA user view

6.1 Governnance activities

6.1.1 Purpose

The data governance defined in ISO/IEC 20547-3 is the governance of an organization that focuses
on the data aspect of the organization. The purpose of BD-S&P governance activities is to establish
and maintain BD-S&P's coherence and alignment with objectives and constraints with respect to the
current and future security and privacy needs of an organization and its stakeholders or interested

parties.

NOTE

Governance of BD S&P can apply to an organization internally, or to an ecosystem. For instance, an

organization in charge of a big data market place can provide governance policies to its participants.
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6.1.2 Prepare for and plan BD-S&P governance effort

a)
b)

‘)

d)

f)

g)

h)
)

6.1.3| Monitor, assess and control BD-S&P governance activities

a)
b)

c)

d)
e)
f)

Establish BD-S&P strategy derived from organizational objectives, strategy and vision.

Establish role, responsibilities, accountabilities, authorities and organizational structures to
support BD-S&P governance effort and reporting requirements.

Establish BD-S&P governance organizational structure that is consistent with defined roles,
authorities, responsibilities and accountabilities.

Establish guiding principles and work instructions for performing BD-S&P governance.

ESE WOTKIT S by Those Who eXecUte the governance
ctivities. This is to ensure the decision processes are transparent and consistently followed,|Sometimes, a
pcretariat is used to administer these work instructions and to ensure they are properly followed.

wn_Q

Hstablish decision forums to carry out BD-S&P governance work instructions.

=

efine procedures for identifying, managing, auditing and disseminating informatign related to
D-S&P governance decisions.

wel

1) Link these procedures to BD-S&P strategy.

DD

) Map these procedures to resources and constraints.to support strategy, planning and
decision making.

Hlan BD-S&P governance effort.

1) Establish the scope of BD-S&P governance effort.

2) Establish metrics for BD-S&P governancé.effort.

3) Identify the data and information néeded for BD-S&P governance effort.

4) Identify and define BD-S&P govérnance work elements and associated resources.
) Develop BD-S&P governanee-schedule and define associated milestones.

(btain necessary approvalsand funding for the plan.

(Jollect the data and information needed for BD-S&P governance effort.

NMonitor and’assess metrics for BD-S&P governance effort.

[flentifyand assess risks and opportunities associated with BD-S&P governance effort]

Hrsure that other processes (e.g. enterprise life cycle processes, system life cycle prjocesses) are
properly using BD-S&P governance directives and guidance.

Report BD-S&P governance activity plans and status in accordance with reporting requirements.
Assess and control BD-S&P governance effort.

Manage risks associated with BD-S&P governance.

6.1.4 Establish BD-S&P governance objectives

a)

Examine current and future big-data-related business needs when known.

1) Examine current and future big-data-related enterprise objectives that need to be achieved,
such as maintaining a competitive advantage.

© ISO/IEC 2020 - All rights reserved 7
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2) Examine and make a judgment on the current and future big-data-related enterprise vision,
including strategies, proposals and supply arrangements (whether internal, external, or both)
in support of the big-data-related enterprise objectives.

NOT

E1 The examination can consider the external or internal pressures acting on the enterprise,
such as business change, technological change, economic and social trends and political influences.

3) Examine BD-S&P objectives of the strategies and proposals that are being evaluated.

b) Examine current and future big-data-related mission needs for those missions supported by the
enterprise.
1) Exajmine current and future big-data-related mission objectives that need to be achieved.
2) Examine and evaluate possible future use of big data, including strategies, propoesals and
supply arrangements (whether internal, external or both) in support of the missionlobjectives.
NOT[E 2  The examination can consider the external or internal pressures acting on the enterprise,
sucH as technological change, economic and social trends and political influences.
3) Examine BD-S&P objectives of the strategies and proposals that are being evaluated.
c) Establish BD-S&P strategy by making the relevant decisions about the\governance in BD-S&P.
1) Disdover, develop, define and evaluate the overall goals of BD-S&P as a whole.
a) [(ldentify work to be performed to achieve these goals.
b) |Create a configuration of resources that are necessary ingredients in meeting these goals.
c) [Establish a means of measuring governancéeffectiveness.
2) Define BD-S&P governance policies relatedtp BD-S&P.
3) Define a set of governance principles thét apply to BD-S&P.
4) Det¢rmine adherence of objectivesbased on governance compliance criteria and strategigs.
5) Estgblish management criteria.for control of BD-S&P governance practices, dispensations and
compliance.
d) Identify[BD-S&P objectives.to be pursued and desired levels of achievement for each.
6.1.5 Dirgct BD-S&P
a) Establish and is§ue governance direction in the form of directives and guidance for BD-S&P.
1) Devglop‘and issue governance directive(s) that drive the appropriate evolution of BD-S&H.
2) Implement a governance framework that supports this governance directive to define
conceptual and organizational structures and provide a structured decision-making approach.
3) Establish a decision-making mechanism that minimizes or avoids potential conflicts of
interests with an escalation in the enterprise if the problems cannot be properly addressed by
BD-S&P governance.
b) Assign responsibility for, direct preparation and implementation of directives, standards and
policies that set the direction for BD-S&P efforts.
c) Make strategic decisions within the scope of BD-S&P governance responsibilities and authorities.
d) Review and communicate the decisions.
8 © ISO/IEC 2020 - All rights reserved
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6.1.6 Monitor and assess compliance with BD-S&P governance directives and guidance

a) Monitor the governance of BD-S&P by the enterprise by utilizing appropriate means.
NOTE1 BD-S&P is not monitored. In order to see how well BD-S&P are helping to achieve the enterprise
goals and objectives, BD-S&P governance can monitor metrics from the development and use of actual
entities based on BD-S&P.

b) Establish a means for monitoring compliance with BD-S&P governance directives and guidance.
NOTE2 A dashboard is a common way of doing this.

) ive, common

d) hen appropriate, BD-S&P governance authority may access directly an . ‘entity |constructed
dccording to a BD-S&P design under auspices of the governance authority.

OTE3  Thisaccess by governance is to enable verification that a system, anfetiterprise, a software item, a
service, or other kinds of BD-S&P entity conform to obligations established by.governance directives. Merely
checking BD-S&P for conformance can be insufficient since BD-S&P features can lack a propgr translation
into the design or operation of the entity.

e) Hstablish a responsibility matrix to ensure responsibilities ate)appropriately assigned

f) Monitor management plans and status and assess compliance with governance difectives and
guidance for BD-S&P.

g) Hxamine the effectiveness of the governance pdlicies and initiate steps to revise thee policies as
rjecessary.

h) (ollect lessons learned regarding BD-S&P-governance as reported from previous engagements and
make these lessons available to future projects.

6.1.7] Review implementation of BD-S&P governance directives and guidance and|prepare

for change

NOTH This activity includes the’tasks necessary for the BD-S&P governance authority to cloge out BD-S&P

goverphance effort.

a) Heview all information to assert that BD-S&P governance work is complete and that BD-S&P
dbjectives have peen met.

b) Hresuppose-compliance with current regulations and standards that affect BD-S&P goyernance.

c) Hstablishprocedures to investigate and capture the various reasons for non-implementation of
governance directives and guidance.

d) Reeordlessonslearnedandcommunicatewithallrelevantstakeholders
1) Contribute to best practices for BD-S&P governance.
2) Scrutinize the effectiveness of governance directives and guidance.

e) Identify and select the changes to be made to BD-S&P governance directives and guidance.

f) Incorporate the changes into BD-S&P governance directives and guidance.
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6.2 Management activities

6.2.1 Purpose

The purpose of BD-S&P management activities is to ensure the proper implementation of BD-S&P
governance directives and the timely and efficient achievement of BD-S&P objectives.

6.2.2 Prepare for and plan BD-S&P management effort

a) Identify BD-S&P management approaches, constraints, methods, tools and techniques according to
BD-S&P governance policies, directives and guidance.

NOTE Management by objectives, management by measurement and management by policigs are
exampleg of management approaches.

b) Develop|a charter for the management of BD-S&P.

1) Identify organizational assets (people, resources, processes) that influenice the managgment
of BD-S&P.

2) Iderjtify knowledge assets (historical information, issues and defect resolutions, succgssful
outdomes) that can aid in the management of BD-S&P.

3) Identify internal and external factors and criteria that influence the management of BD-SP.
4) Iderjtify in-scope and out-of-scope items that influence the management of BD-S&P.

5) DevElop a statement of work in alignment with the charter for management of BD-S&P.
6) Define measurable BD-S&P management objectives and related success criteria for BD-S&P.

c) Develop|BD-S&P management organizational structure.

1) Idertify the necessary managerial rol€s, responsibilities and authorities that are conce¢rned
wit] or involved in BD-S&P management.

2) Define a BD-S&P management control hierarchy corresponding to the identified roley and
responsibilities.

3) Ensfpire proper delegation of management responsibilities in the BD-S&P management cantrol
hierprchy.

4) Enspire proper«allocation of roles to identified role players in the BD-S&P managgment
hierarchy.

d) Plan the|effortfor managing BD-S&P.

1) Estdblish the scope of the BD-S&P management effort.

2) Identify metrics for the BD-S&P management effort.

3) Collect the data and information needed for the BD-S&P effort.

4) Obtain access to enablers needed for the BD-S&P management effort.

5) Identify and define BD-S&P management work elements and associated resources.
6) Develop BD-S&P management schedule and define associated milestones.

7) Obtain necessary approvals for the BD-S&P management plan.

8) Ensure that BD-S&P is established and maintained in accordance with the relevant plans.
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6.2.3 Monitor, assess and control the architecture management activities

a) Report BD-S&P management activity plans and status.

b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.
c) Monitor and assess metrics for the BD-S&P management effort.

d) Identify and assess risks and opportunities associated with the BD-S&P management effort.

e) Ensure that other processes (e.g. enterprise life cycle processes, system life cycle processes) are
properly using BD-S&P management work instructions.

f) Heport BD-S&P management activity plans and status in accordance with reporting\regquirements.
g) Assess and control BD-S&P management effort.

h) Manage risks associated with BD-S&P management.

6.2.4{ Develop BD-S&P management approach
a) [Develop BD-S&P management plans in accordance with governance directions for BD-S&P.
1) Identify BD-S&P requirements and other concerns.

) Define BD-S&P management scope statement ({scope description, acceptance criteria,
deliverables, exclusions, constraints, assumptions).

3) Establish specific BD-S&P management goals.that address BD-S&P objectives and specify the
reasons for their sufficiency.

4) Prioritize the goals in terms of theirimportance in achieving BD-S&P objectives.

5) Create a work definition that, pfovides a common framework for the overall glanning and
control of BD-S&P.

a) Outline the tasks (i.e.the course of action) required for achieving the BD-S&P nanagement
goals and order the'tasks in terms of importance toward achieving those goals.

b) Define organizational resources necessary for carrying out the tasks.

c) Establish{ evaluation methods for assessing the progress of the tasks tpwards goal
completion.

d) Identify alternate courses of action (contingency plan) in case certain goals| prove to be
Unattainable.

e)” Ensure that the work definition is consistent with the BD-S&P management goals and

includes nnfir‘ipnfnﬂ levels of nnr‘nrfninfy and r‘hnngn

6) Establish the resources necessary for performing the BD-S&P management work elements and
assign responsibility and authority to the management hierarchy.

Develop the resource definition that is essential for delivering the outcomes.

7) Define management measures that allow assessment of compliance with the BD-S&P
management goals.

Define measurement systems that can aid in the measurement of BD-S&P activities.
b) Develop BD-S&P management schedule in accordance with the BD-S&P management plan(s).

1) Develop a budget to create and manage BD-S&P and incorporate checks and balances to
validate the budget.
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Develop the schedule for the activities identified in the work definition and define precise and
measurable milestones.

Define the organizing logic and order of the activities and resources necessary for creating and
managing BD-S&P.

Estimate the duration of each of the activities and include them as part of the schedule.

Adapt the BD-S&P management plan according to new information.

Establish and issue management direction in the form of instructions and guidance for BD-S&P.

Adjust management activities, schedule, directions and goals in response to new information.

Pre

Apply new knowledge, insights and technologies that contribute to achieving, ‘B}-S&P
marjlagement objectives.

Perform management of BD-S&P

Assign rlesources to all the identified roles in accordance with the seqiénce of tasks that neg¢ds to

be performed.

Activatd the necessary tracking systems which can capture work performance information arld use

it to confrol BD-S&P development.

Perform| the tasks defined in the BD-S&P management planto achieve the BD-S&P objectives.

Assess BD-S&P management measures, work performance information, resource utilizption,

probabl¢ risks and new opportunities and managexchanges to improve work performance.

Provideljrelevant information to all stakeholdeks as outlined in the BD-S&P management plan

Continually confirm that work performanee results conform to the BD-S&P requirements inclhding

deviatiops and dispensations.

Set tacti[al directions for BD-S&Pthat address policy decisions.
Establish individual plans for the development or revision of BD-S&P.
Manage|decisions about-BD-S&P.

Manage|risks assocjated with BD-S&P management.

2)
3)
4)

0
1
2)
3)

6.2.5

a)

b)

0

d)

e)

f)

g)

h)

i)

j)

k)

1)

6.2.6 MonitorrBD-S&P effectiveness

a)

12

Manage|changes:to BD-S&P.

Monitor and control work performance by tracking, reviewing and regulating the progress to meet
the management objectives as per the BD-S&P management plan.

1y
2)

3)
4)

5)

Monitor work performance to identify variances from the BD-S&P management plan.

Monitor management issues and recommend preventive action in anticipation of possible
problems.

Monitor management plan execution progress against the schedule estimates.

Monitor the health of BD-S&P (using the identified management measures) and identify any
areas that require additional attention.

Monitor the status of the BD-S&P scope and manage changes to the scope baseline.
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6) Monitor the status of the BD-S&P management schedule and manage changes to the schedule

baseline.

Assess actual outcomes against planned targets and make corrective actions when necessary.

Collect and communicate performance information to all relevant stakeholders
intervals.

1) Maintain accurate and timely information concerning BD-S&P.

2) Atperiodic intervals, assess whether the BD-S&P management objectives are bein

at periodic

g reached.

3y—Provide forecaststoupdate current schedute iformmatior:

[Jefine quality assurance actions and audits that confirm the execution™of
management plans.

Heport BD-S&P management activity plans and status in accordance with.reporting re

Assess and control the BD-S&P management effort.

6.2.7| Update the BD-S&P management plan

g)
h)

Hinish the previous BD-S&P management plan.

ow]

eview all information to assert that the BD-S&P management work is complete and
&P objectives have been met.

(V5]

Monitor and assess metrics for the BD-S&P management effort.

Hresuppose compliance with regulations and standards that affect BD-S&P.

lwul

stablish procedures to investigate and capture the various reasons for management 3
s part of BD-S&P management.

jo5)

Hecord lessons learned and cominunicate to all relevant stakeholders.
1) Contribute to best practices for BD-S&P management.

2) Scrutinize the effectiveness of management approaches that were adopted in ord¢
the BD-S&P management problem.

Ifentify changes.to be made to the BD-S&P management plan.
Select the ¢changes to be made in the next iteration of the BD-S&P management plan.

Ihcorporate the changes into the BD-S&P management plan.

the BD-S&P

quirements.

that the BD-

ctions taken

br to address
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6.3 Operation activities
6.3.1 BD-S&P solution design activities

6.3.1.1 Purpose

The purpose of BD-S&P solution design activities is to identify BD-S&P solutions that address
stakeholder concerns, achieve BD-S&P objectives and meet relevant requirements.

NOTE1 Animportantaspectof BD-S&P solution design is to allow the analysts and stakeholders to understand
the trade space of potential options that can meet the objectives (see 6.3.1.7 for more information on the nature
of a trade spdce). Typically, a varied and distinctive mix of BD-S&P solutions is considered in order to alldw the
trade-off betyeen various constraints and concerns. In other words, in dealing with a complex problem'sfjace, a
full exploratipn of the solution space is necessary as part of the BD-S&P solution design activitiesto.eventually
select the most appropriate solution.

NOTE 2  The candidate BD-S&P solution(s) can be derived from or can be already existing\BD-S&P solutjion(s)
under BD-S&IP management oversight or from other sources.

6.3.1.2 Prgpare for and plan the BD-S&P solution design effort

a) Identify|the potential problem area(s) that need to be addressed.

b) Define the expected purpose, scope, objectives and level of detail af the BD-S&P solution design ¢ffort.

c) Define ¢ne or more BD-S&P solution design approaches-that are consistent with the BI}-S&P
governapnce and management directions and are consistént'with the purpose, scope and obje¢tives
of this effort.

d) Select of develop the requisite techniques, methods;and tools for BD-S&P solution design.
e) Plan the|BD-S&P solution design effort.

1) Estdblish the scope of the BD-S&P solution design effort.

2) Estgblish metrics for the BD-S&R-solution design effort.

NOTE1 At a minimum, metrics and criteria that enable the BD-S&P solution design team to
determine when the BD-S&P solution design task is complete, is established.

3) Identify the data and\information needed for the BD-S&P solution design effort.
4) Obtain access towenablers needed for the BD-S&P solution design effort.
NOTJE 2  The’/enablers are usually obtained from the BD-S&P solution enablement activities. When

enaljlerssare obtained from other sources, these can become candidate enablers for use by |other
projects.through the BD-S&P solution enablement activities.

5) Identify and define BD-S&P solution design work elements and associated resources.
6) Develop BD-S&P solution design schedule and define associated milestones.

f) Obtain necessary approvals and funding for the plan.

g) Collect the data and information needed for the BD-S&P solution design effort.

h) Ensure personnel is trained in the use of identified techniques, methods and tools.

6.3.1.3 Monitor, assess and control the BD-S&P solution design activities
a) Report BD-S&P solution design activity plans and status.

b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.
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Monitor and assess whether BD-S&P management instructions and guidance are being followed.

Monitor and assess metrics for the BD-S&P solution design effort.

Identify and assess risks and opportunities associated with the BD-S&P solution design effort.

Maintain traceability of BD-S&P solution design results to the source material used during the

activities.

Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution design effort.

4 Characterize problem space and associated problems
Iflentify current and projected situation(s) in the problem space.

NOTE1 The problem space and the solution space are abstract. However, the.problem an
hemselves can be actual or perceived and they can also be tangible or intangible. For examplg
cpn be inefficient work (actual or perceived) and the solution can be to usefaster machineg
apply better processes (intangible). In simple terms, the problem spaCejrelates to the worl
challenges and motivations — it is all about needs (states of felt deprivation). The solution sq

ot

ot

ol

Hentify problems, difficulties and opportunities in the current and projected situatior

NOTE 2

ncertainty, or otherwise realized and undesirable event, set of events, condition, or situation
nlvestigation and corrective action”. A problem space is a mental representation of a prob
problems) that contains the knowledge of the initial state and the goal state of the problen]
possible intermediate states that need to be searched in order to link up the beginning and the e

Iflentify relevant aspects of the identified-situation(s).

NOTE3  An aspectis a way in whichha’thing can be viewed or regarded, an interpretation,
viewpoint. A clear understanding ef the different aspects involved can help ensure that the
the problems, difficulties and opportunities are well understood. It is a common error to not d
things from different perspectives.

wul

xamine current and future business and mission need with respect to these problem
and opportunities.

et

entify stakehadlders and their concerns corresponding to each of these problems, dif
pportunities.

o

et

Hentify.and analyse any formal and informal requirements that apply to this s
document which requirements are relevant to current effort and how they would
gvaluation criteria.

he world of products, services and technology — it is all about the-offérings that satisfy needs.

1 the solution
, the problem
(tangible) or
d of end-user
ace relates to

(s).

The concept of “problem” is used here in the same sense used in ISO/IEC/IEEE 15288: “difficulty,

that requires
em (or set of
(s) as well as
nd of the task.

or a different
full nature of
onsider these

5, difficulties

ficulties and

tuation and
flow to the

Identify quality attributes associated with these stakeholder concerns.

Identify and characterize how the problems, difficulties and opportunities affect different

stakeholders and their priorities in addressing these items.

Identify and characterize complexities of each problem, difficulty and opportunity, its cause and

effect and how it is being addressed currently in each of the identified situations.

6.3.1.5 Establish BD-S&P solution objectives and evaluation criteria

a)

Gather, analyse and negotiate relevant requirements for each identified problem, d
opportunity.

© ISO/IEC 2020 - All rights reserved
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b)

f)
g)

h)

6.3.1.6 Sypthesize potential solution(s) in the solution space

a)

b)

d)

16

Determine boundary conditions, root causes, drivers and relevant scenarios for each identified
problem, difficulty and opportunity.

Determine gaps or shortfalls of current or planned solutions in addressing the problem.
Identify relevant assumptions, degrees of freedom, constraints, conditions and challenges.

Identify and characterize the cause and effect relationships for the identified problem(s) or
difficulties.

EXAMPLES Inference networks can be used to characterize cause-effect relationships and can take
various forms depending on the situation such as, for example, problem tree, influence diagram, Bayesian
networkcausattoopdiagrams; fishbomediagramns; etc:

Formuldte a clear statement of the problem(s) and opportunity(ies).

Identify| and define BD-S&P solution objectives that address the problem(s), concerning the
stakeholder concerns, requirements, or quality attributes, or that take advanfage of identified
opportupnities.

Define ¢valuation criteria that can be used to assess the extent to which’the problems(§) are
resolved and to inform exploration and selection of alternatives.

NOTE These evaluation criteria are directly related to aspects of the.problem(s) in the problem|space
and are [primarily concerned with achieving desired “ends.” As such,~these are sometimes called ends
objectivegs. In some domains, the ends objectives are related directly to desired “effects” and are the basis
for so-called effects-based analysis. These criteria are different but related to the “means objectives’| to be
defined during solution space analysis.

Develop|an objective view by reformulating thé elements in the cause-effect characterizatipn as
conditiopns and levels to be achieved in addressing the problems revealed by examination of this
charactgrization.

Identify|problem mitigation strategies.that can achieve those conditions and levels and servg as a
potentigl solution(s).

1) Perform technology scan forrelevant technologies.
2) Perform problem/solution pattern scan for relevant solutions to similar problems.

3) Perform natural system metaphor scan for possible naturally occurring solutions to similar
problems.

4) Perform risk-assessment of the identified strategies.

Identify|ekiSting or previous solutions to determine if these can be used as a potential solutjon(s)
for the currentorprojected-situatiomrunderexanination:

NOTE1 Solutions can be found in current or future BD-S&P solutions and can sometimes address more
than one problem or difficulty.

Review the resulting relationships between problem mitigation strategies and problem causes to
assure the completeness of the potential solution(s).

NOTE 2  Strategies can apply to multiple objectives. It can be important to specify the relationships
between strategies and objectives to facilitate the examination of solution completeness.

Formulate purpose statement(s) for each potential solution.

NOTE 3 There can be a different purpose statement for each solution since the solution may not be
addressing the entire problem or all aspects of the problem.
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Identify needs, wants and expectations for each potential solution.

NOTE 4  Expectations are what someone regards as likely to happen, which can have nothing to do with
what they need or want. Expectations can drive the solutions as much as what can be needed or wanted by
a person.

Identify relevant critical success factors and key performance indicators for each potential solution.

NOTE5  Success factors can be different for each potential solution. It depends on the problem perspective
on which the solution is based. Success factors are relative to the purpose of that particular solution. The
proposed solutions can also be addressing different aspects/parts of the problem. Success factors and
performance indicators can be based on the identified stakeholder concerns or quality attributes from

1.1 1 H
L UUITIIT SpdltT alldly S15.

7 Characterize solutions and the trade space

Trade space is the range and extent of parameters, properties and characteristics requ

red to satisfy

BD-S&P solution objectives and stakeholder concerns. Trade space analysis is usedfor analysing the relevant
constfaints, conditions and challenges involved in large complex problems with)multiple staleholders and
multiple objectives. It involves the identification and understanding of trade-offsinvolved in chogsing between
compegting solutions.

a)

b)
‘)

d)

f)

g)
h)

Hxamine the context in which stakeholders perceive value and formulate value pro
each potential solution.

Iflentify strengths, weaknesses, opportunities and threats for each potential solution.

et

Hentify other important aspects related to each potential solution including, but not li
bllowing.

[

) Identify and characterize risks for each,potential solution.
2) Identify assumptions with respect toeach potential solution.
3)
4

) Determine remaining gaps or shortfalls after implementing the proposed solution

Identify additional problems that' can be caused by each potential solution.

cdohesive manner.

]

Hentify and chardcterize the trade-offs between and within proposed solutions.

OTE 2  Trade-offs can be within each solution and between solutions. There are also trade

s speed, accuracy vs timeliness, acquisition cost vs operating cost, ease of use vs security
redictability, agility vs robustness, risk vs reward, etc.

bositions for

mited to, the

5.

Harmonize elements of €ach potential solution to ensure that it can be realized in a ¢oherent and

offs between

N

proposed solétions and the status quo (which can be considered as one of the alternative “sdlutions” to be
cpnsidered)) Typical trade-offs to consider are the following: cost vs performance, cost vs schedule, weight
V
P

flexibility vs

Identify and characterize negative and positive influences and interactions between proposed

solutions and pre-existing/planned solutions.

Formulate a roadmap for implementing the proposed solution(s).

Define evaluation criteria that can be used to assess the extent to which the proposed solution(s)
address the specified problem(s) and to inform exploration and selection of alternatives.

NOTE 3
and are primarily concerned with the “means” by which a solution addresses the identified

These evaluation criteria are directly related to aspects of the solution(s) in the solution space

problems. As

such, these are sometimes called means objectives. These criteria are different but related to the “ends

objectives” defined during problem space analysis.
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6.3.1.8 Formulate candidate BD-S&P solution(s)

a)

b)

d)

f)

g)

h)

j)
k)

18

Establish and capture the desired functional and non-functional characteristics based on
the potential solution(s) with respect to the purpose of each solution that corresponds to the
stakeholder concerns, relevant requirements and constraints and quality attributes identified
during problem space analysis.

Devise structural, behavioural and organizational concepts and properties that support the desired
functional and non-functional characteristics.

EXAMPLE1  These concepts and properties can be expressed in the form of information-technology-
like constructs such as information flows, control flows, data structures, operational rules, event/trace
diagramg, state transition diagrams, timelines, roadmaps, etc.

EXAMPLE 2 These concepts and properties can be expressed in other forms such as risk modéls, finpncial
models, ¢conomic models, simulation models, sensitivity models, queuing models (as well as other kinds of
continuops and discrete event simulation models), geospatial models, management models, business mlodels,
social- a)pd environmental impact models, value stream models, etc.

Identify[and characterize the trade-offs between candidate BD-S&P solutions.

Identify|key characteristics that provide insight into the BD-S&P solutien“and use them to define
the context and scope of the BD-S&P solution(s).

NOTE 1 | These characteristics are based on identified stakeholdér-concerns, relevant requirements,
quality aftributes, BD-S&P solution objectives and other relevant factors. A mapping between such dfivers
and the dharacteristics can be developed to aid in traceability.

Formulgte principles, guidelines, protocols and standards for each candidate BD-S&P solution.

Decomppse and allocate the characteristics to components and processes that make up|each
candidate BD-S&P solution.

Identify|the processes and activities that, when arranged or performed in a specific order, prpvide
or enable the identified characteristics.

Identify|rules governing the components, their composition, interaction and interdependencé¢ that
ensure that each candidate BD-S&P solution provides or enables the desired characteristics.

Ensure that each candidate BD-S&P solution provides the desired characteristics or enables|them
to be realizable.

Identifylissues and areasfor improvement in the BD-S&P solution(s).

If more| than oné/BD-S&P solution is generated, select the best BD-S&P solution(s) for use
downstfeam.

NOTE 2 | The/BD-S&P solution evaluation activities can be used to facilitate the selection of the| most
suitable BD=S&P solution(s). The results of problem space analysis can be used as a basis for the evalliation
criteria. Often an initial screening of candidate BD-S&P solutions is conducted prior to sending these for
evaluation to avoid unnecessary effort in evaluating candidates that are duplicative, too costly or risky,
unsuitable or infeasible, etc.

NOTE3 Sometimes the selection of the BD-S&P solution(s) going forward is made through decisions
outside the scope of the BD-S&P solution design activity. In that case, then the candidate BD-S&P solutions
are presented to decision-makers along with an assessment of these BD-S&P solutions.
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6.3.2 BD-S&P solution evaluation activities

6.3.2.1 Purpose

-4:2020(E)

The purpose of BD-S&P solution evaluation activities is to determine the extent to which one or more
BD-S&P solutions meet BD-S&P objectives and address stakeholder concerns, or to determine the
quality or completeness of BD-S&P.

6.3.2.2 Prepare for and plan the BD-S&P solution evaluation effort

a)
b)

)

d)

f)
g)
h)

Identify the potential decision(s) that can be addressed by the BD-S&P solution evaluation effort.

[Jefine the expected purpose, scope, objectives and level of detail of the BD-§
gvaluation effort.

owl

eview stated purpose, scope and objectives of the BD-S&P solution evaluation eff]
ponsor, designer and other interested parties.

(%)

—

efine one or more BD-S&P solution evaluation approaches that are) consistent with

= o

br this effort.

Select or develop a BD-S&P solution evaluation framewapk.

(lollect any relevant regulatory requirements.

Hlan the BD-S&P solution evaluation effort.

1) Establish the scope of the BD-S&P solation evaluation effort.

) Establish metrics for the BD-S&Pssolution evaluation effort.

3) Identify the data and information needed for the BD-S&P solution evaluation effor
4) Obtain access to enablersneeded for the BD-S&P solution evaluation effort.

NOTE The enablers are usually obtained from the BD-S&P solution enablement act
enablers are obtaihed from other sources, these can become candidate enablers for
projects through'the BD-S&P solution enablement activities.

5) Identify and-define BD-S&P solution evaluation work elements and associated res

) Develop BD-S&P solution evaluation schedule and define associated milestones.

(btainnecessary approvals and funding for the plan.

&P solution

ort with the

the BD-S&P

overnance and management directions and are consistent with,the purpose, scope and objectives

Select or develop the requisite techniques, methods and to6ls for BD-S&P solution evaluation.

ivities. When
use by other

urces.

Cotte

Ensure personnel is trained in the use of identified techniques, methods and tools.

Ensure personnel has necessary and appropriate access to relevant BD-S&P solution work products.

6.3.2.3 Monitor, assess and control the BD-S&P solution evaluation activities

a)
b)
‘)
d)

Report BD-S&P solution evaluation activity plans and status.

Monitor and assess whether BD-S&P governance directives and guidance are being followed.

Monitor and assess whether BD-S&P management directives and guidance are being followed.

Monitor and assess metrics for the BD-S&P solution evaluation effort.
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e) Identify and assess risks and opportunities associated with the BD-S&P solution evaluation effort.

f) Maintain traceability of BD-S&P solution evaluation results to the source material used during the

activitie

S.

g) Ensure traceability and integration of assessed information.

h) Implement corrective actions to modify the work plan or realign the work with the plan.

i) Assess and control the BD-S&P solution evaluation effort.

risks associated with BD-S&P solution evaluation.

j) Manage
6.3.2.4 D¢
NOTE1 Th
criteria.

NOTE2 Th

any case, the

NOTE3 Th
S&P solution

a) Identify
b) Identify

NOTE 4

different
evaluatid
other pu

c) Definevy
that nee

NOTE 5
solution
can be ad

termine evaluation criteria

e evaluation criteria consist of both the value assessment criteria and the attribute an

alysis

e evaluation objectives can be related to the objectives used in BD-S&P sohition design or not. In

Hesign objectives need to be examined to determine to what extent they apply to this evaluati

e evaluation criteria can be based on the results of problem space ahalysis performed duriy
Hesign or elsewhere.

relevant mandates and imperatives, including relevant policies and standards.
relevant stakeholders and their concerns for the BDzS&P solution(s) being evaluated.

The stakeholder concerns to be considered during the BD-S&P solution evaluation c
from the stakeholder concerns addressed during the original design of the BD-S&P solution(s
n, for example, can be tasked with determiningif the BD-S&P solution can be suitable for
pose than that originally envisioned.

plue assessment criteria that contribuite to key success factors, key indicators and deci
d to be made.

During BD-S&P solution evaluation, those value assessment criteria defined during BI
Hesign can be evaluated for.relevance in the evaluation effort and if necessary, additional cf
ded or existing criteria cafi be modified to reflect the evaluation context.

d) Define attribute analysis criteria that support the value assessment criteria.

NOTE 6
analysis

Consider the @greed quality attributes for the BD-S&P solution as candidates for att
Criteria.

e) Determine valug'assessment and attribute analysis criteria structure and relationships.

NOTE 7

THhe relationships between value assessment and attribute analysis criteria is considered

the resu]llt_s dfthe analysis are used to determine the extent to which stakeholder concerns are addr

These refati
correlating this with the analysis results.

on.

g BD-

an be
). The
some

sions

D-S&P

iteria

ribute

when
bssed.
t and

f) Determine relationships between value assessment criteria and attribute analysis criteria and
elements of value or utility (e.g. value function, utility curve).

NOTE 8

This task determines how the two sets of criteria map to the “value curves” that represent the
figures of merit for the BD-S&P solution.

6.3.2.5 Determine evaluation methods and integrate with evaluation objectives and criteria

a) Select or develop value assessment and attribute analysis methods that support the defined value
assessment and attribute analysis criteria

20
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NOTE1 These methods can have been developed by the BD-S&P solution enablement activities. If so, then
they are located in the BD-S&P solution repository. If these methods are developed here, then they can be
supplied to BD-S&P solution enablement as candidate items to be made appropriate for reuse across the
organization.

b) Review assessment and analysis objectives, criteria and methods and associated scales and weights
(if any) with the sponsor and designer.

c) Identify sources of information for use during the application of the value assessment and attribute
analysis criteria.
NOTE 2 Some information comes from analysis but other information can come from other sources, such
afs prior evaluation errorts, operational experience, Industry databases, System Verirication ctivities and
research activities.

6.3.216 Establish measurement techniques, methods and tools

NOTH1 Many BD-S&P solution evaluations can be performed adequately without invoking |a substantial

multiftiered structure of value assessment and attribute analysis layers. At a migimum, the evalu

tion assesses

each glternative against the criteria. It does not always need to be quantitative and does not always|need to apply
meaSIrement scales. Weights are not absolutely required since this is nearly always a multi-objeftive problem

and t
math¢matically determine the "best" solution.

a)

b)

d)

f)

g)

e goal is usually to present to the stakeholders the trade-offs betwegenthose objectives, not pecessarily to

When appropriate, utilize scales and weight as a means;to measure the factors and properties of
the BD-S&P solution.

1) Define analysis scales for measuring againstthe‘analysis criteria, if appropriate.
2) Define assessment scales for measuring against the assessment criteria, if approptiate.
Specify weights for assessment and afialysis criteria, if appropriate.

NOTE 2  Some methods do not.use*weights, while others depend on them to achieve hore accurate
results. There are different kinds of weights, such as importance weights, swing weiglts, criticality
weights. The methods chosen.isually specify the kinds of weights to be used.

Determine where on thése scales the BD-S&P solution is now and identify the dedired point(s)
for future levels of achievement.

et

lentify appropriatesneasures for the relevant BD-S&P solution attributes.

]

entify metrics\to be determined from the measures.

OTE3 _There is an overlap between measures and metrics. Both can be qualitative or] quantitative,

ut what'\distinguishes them is important. Measures are concrete, usually measure one f

have’five more apples than I did yesterday). Measures and metrics can be useful for set

hing and are
ment baseline
ting program

N
b
quantitafive in nature (e.g. [ have five apples). Metrics describe quality and require a measure
(
P

riorities, allocating resources and measuring performance.

Define relationships between measures, metrics and evaluation criteria.

Identify sources of information for obtaining values for these measures and metrics.

Identify techniques, methods and tools appropriate for these measures, metrics and evaluation

criteria.

Estimate the likely accuracy, errors and level of uncertainty in results when using these measures,

metrics and evaluation criteria.

6.3.2.7 Review evaluation-related information

a)

Identify relevant information for the chosen value assessment and attribute analysis methods.
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NOTE 1
informat

If possible, reuse existing data and results from previous evaluations of this kind,
ion available is still valid.

Collect all relevant and necessary information.

if the

Create additional information if not readily obtainable (i.e. non-existent, inaccessible) and if its
creation is feasible within the available time without causing disruptions.

Examine and qualify collected artifacts in terms of completeness, correctness and consistency.

Develop an understanding of the BD-S&P solution, the BD-S&P solution quality attributes, key
decisions and system concerns.

NOTE 2

6.3.2.8 An

a)

b)

d)

f)

Identify
NOTE 1
NOTE 2
NOTE 3
sometim

alternati

NOTE 4

Quality attributes can be defined to characterize how stakeholder concerns can be address

alyse BD-S&P solution attributes and assess stakeholder value
BD-S&P solution alternatives for evaluation, if appropriate.
The alternatives can come from the BD-S&P solution design activities.
The status quo is sometimes one of the alternatives to be consideréd,
Development of these alternatives can be outside the scope of\the evaluation activity. Hoy

bs the evaluation activity determines that there is an insufficient number, variety, or ext
yes that have been predefined and that additional alternatives need to be generated.

case with respect to the evaluation criteria.

Use the
BD-S&P

Use sele
(alterna

EXAMPL
analysis,
and expe

Evaluatg
attribut

Identify

NOTE 5
consider
solutions

hssessment and analysis method(s) as speciffed in the evaluation work plan to asses
solution for the identified purpose.

Fives) with respect to the evaluation criteria.
observation, simulation, pratetyping, experimentation, inspection, audit, review, walk-th|
rt judgment.

the BD-S&P solution or the BD-S&P solution alternatives against the identified qy
s, stakeholder cangerns and BD-S&P solution objectives.

and characterize costs, risks and opportunities.
Risks haye been identified during the BD-S&P solution design for each potential solution

htion..The risks identified here for the BD-S&P solution under evaluation can be related to
risks.identified before.

ed.

vever,
ent of

Eliminate alternatives that are similar to each other)and that do not provide a discrimipating

s the

rted evaluation methods to determine‘the concepts and properties of the BD-S&P solution

E Examples of methods to determine these concepts and properties include elements stch as

ough

hality

under
those

Charact

the measurements used and other results obtained during the evaluation.

6.3.2.9 Characterize BD-S&P solution(s) based on assessment results

a)

b)

22

erize the accuracy of, the levels of uncertainty associated with and the extent ol errors in

Identify and characterize trade-offs with respect to quality attributes, stakeholder concerns, BD-
S&P solution attributes, costs, risks and opportunities.

Assess whether and the extent to which, relevant mandates and imperatives, including relevant

policies

NOTE 1

and standards, are met by the BD-S&P solution(s).

Sometimes the BD-S&P solution meets the objectives and addresses stakeholder concerns but
does not meet a mandate or imperative. It can be possible to get relief from meeting such mandates or
imperatives, so it is appropriate to examine this possibility.
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NOTE 2 It is sometimes better to eliminate BD-S&P solution alternatives that fail to meet mandates and
imperatives earlier in the process to avoid expending considerable resources in the further evaluation of
these items. However, it can also be helpful to see how far off these are from meeting the mandates and
imperatives.

c) Assess results of this analysis to determine, as appropriate, the best BD-S&P solution(s) among the
alternatives, the quality of a BD-S&P solution, or the extent to which a BD-S&P solution meets BD-
S&P solution objectives, meets relevant requirements, or satisfies stakeholder concerns.

d) Review analysis and assessment results with the sponsor, designer and other interested parties.

6.3.2,10 Formulate findings and recommendations

&
—_

lentify and characterize findings from the evaluation.

Analyse the findings.

c) Validate the findings with subject matter experts and other relevant paytiges.
Assess the implications of findings.

e) [Develop recommendations.

f) Heview findings and recommendations with the sponsor, designer and other interestefl parties.

6.3.2|11 Capture and communicate evaluation results

a) Ifentify the audience for communicating the evaluation results.

b) Select the most relevant and elaborate on ke{ findings and recommendations.
c) Develop an evaluation report.

d) (btain approval for the report, if appropriate.

e) Hresent findings and recommeng@dations to decision-makers, if relevant.

f) Hresent to key stakeholders.ahd designers.

g) (Japture responses from these presentations (e.g. issues, action items, risks, dbservations,
Hderspectives).

h) Ifrequired or requested, iterate relevant parts of the evaluation.
i) Ifan evaluation is updated, review changes with the sponsor, designer and other interested parties.

j)  Updatereports, if necessary, based on feedback from presentations.

k) Archive report and responses received during presentations
6.3.3 BD-S&P solution enablement activities

6.3.3.1 Purpose

The purpose of BD-S&P solution enablement activities is to develop, maintain and improve the enabling
capabilities and resources needed in performing BD-S&P solutions. This can involve the acquisition or
development of these capabilities and resources as and when required.

6.3.3.2 Prepare for and plan the BD-S&P solution enablement effort

a) Identify the enabling capabilities and resources needed for support to BD-S&P governance and
management.
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b)

d)

f)

a)
b)

<)

d)

f)
g)
h)
i)
j)

6.3.3.3 Mlnitor, assess and control the BD-S&P solution enablement activities

Identify the enabling capabilities and resources needed for support to the design and evaluation of
BD-S&P solutions.

Identify the guidelines, policies, strategies and constraints for deploying the enabling capabilities
and resources.

NOTE These guidelines, policies, strategies and constraints can be obtained from the BD-S&P
governance directives and BD-S&P management guidance.

Identify and define the necessary roles and responsibilities of people involved in the BD-S&P
solution enablement effort.

Plan the[BD-S&P solution enablement effort.

1) Estdblish the scope of the BD-S&P solution enablement effort.

2) Estgblish metrics for the BD-S&P solution enablement effort.

3) Collgct the data and information needed for the BD-S&P solution enablement'effort.
4) Obtain access to the capabilities and resources needed for the BD-S&P selution enablement gffort.
5) Identify and define BD-S&P solution enablement work elements and'dssociated resources}
6) Devglop a BD-S&P solution enablement schedule and define associated milestones.

7) Devglop necessary control and communication plans foy BD-S&P solution enablement.

Obtain rjecessary approvals and funding for the plan.

Report BD-S&P solution enablement activity plans and status.

Monitor| and assess whether BD-S&P governance directives and guidance for BD-S&P solution
enablenient are being followed.

Monitor|and assess whether BD:S&P management directives and guidance for BD-S&P solution
enablement are being followed.

Monitor{and assess metricsifor the BD-S&P solution enablement effort.
Identifyfthe enablementissues arising from changes to the BD-S&P solution approach.

NOTE For example, moving from a functional-based to a service-oriented approach can lead to a
significapt change in the BD-S&P solution enablement items.

Identify[and‘assess risks and opportunities associated with the BD-S&P solution enablement gffort.

Monitor and assess whether BD-S&P solution enablers are being utilized properly.
Monitor and assess whether the BD-S&P solution repository and library are being utilized properly.
Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution enablement effort.

6.3.3.4 Manage the BD-S&P solution process enablers

a)

b)

24

Manage decisions about BD-S&P solution enablers using the Decision Management process in
ISO/IEC/IEEE 15288 as a guide.

Manage risks associated with BD-S&P solution enablers using the Risk Management process in
ISO/IEC/IEEE 15288 as a guide.
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f)

g)

6.3.3{5 Develop and establish enabling capabilities and resources

a)

b)

g)

h)

6.3.3]16 Deploy capabilities and resources for use by the other BD-S&P activities

ISO/IEC 20547-4:2020(E)

Manage changes to the BD-S&P solution process enablers using the Configuration Management
process in ISO/IEC/IEEE 15288 as a guide.

Manage the BD-S&P solution repositories, libraries and registries using the Information
Management process in ISO/IEC/IEEE 15288 as a guide.

Manage the BD-S&P solution repositories, libraries and registries using the Knowledge Management
process in ISO/IEC/IEEE 15288 as a guide.

Manage the quality of BD-S&P solution enablers using the Quality Management process in
ISO/IEC/IEEE 15288 as a guide.

manage infrastructure associated with BD-S&P solution enablers using the Inffrastructure
anagement process in ISO/IEC/IEEE 15288 as a guide.

et

Hentify capabilities and resources that can be leveraged for facilitating¢he achievemept of BD-S&P
ision, strategy, goals and objectives.

<

Develop a catalogue of capabilities and resources that can be used-by the other BD-SRP activities
and put this catalogue in the BD-S&P solution registry.

[Jevelop and establish a BD-S&P solution repository that.can be used to store BD-S&P solution-
related information and data.

Hstablish access control measures for the BD-S&P Sojution-related information and dafta in the BD-
&P solution repository.

(@s)

Hstablish work product templates that can bé\rsed by the other BD-S&P activities.

DJevelop the requisite information and ihformation flows needed for governing and mjanaging BD-
&P.

— N

Hentify areas of improvement and additional training to be provided in order to drivg the BD-S&P
ision, strategy, goals and objectives.

<

Hstablish services, actiyities, events and controls that can be applied for BD-§&P solution
nablement.

D

=z

OTE Events_dre ‘milestones, reviews, audits, key decision points, quality gates, etc.| Controls are
hecklist, entry criteria, exit criteria, decision trees, etc.

(@]

=

eploythe BD-S&P solution repository for maintaining the BD-S&P solution work-proglucts.

]1”“ activiitiac CQrylcac racollrcac £
g aeerv e85 —5e v 1eess; SOt o

ces—capabiliies and information cohesively for thelprovision of

effective BD-S&P solution enablement.

Deploy capabilities, services, activities, events and controls for support to the other BD-S&P
activities.

Deploy the appropriate organizational resources, capabilities, assets, activities and services for the
provision of BD-S&P solution enablement.

Deploy BD-S&P solution work product templates.
Deploy information structures and information flows necessary for BD-S&P solution enablement.

Deploy mechanisms to collect relevant data and information needed for the BD-S&P solution
enablement effort.
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h) Deploy mechanisms to collect relevant data and information needed for managing the BD-S&P
solution repository.

i) Provide training and certification on enabling capabilities and resources.

6.3.3.7 Improve BD-S&P solution enablement capabilities and resources
a) Identify gaps and shortfalls in enabling capabilities and resources.

1) Mechanisms used to collect data and information "related to" or "used in" BD-S&P solution
enablement.

2) BD

&P solution repository contents and structure.

3) BD-P&P solution library contents and structure.

4) BD-p&P solution registry contents and structure.
5) Worlk product templates and guidelines.
6) Information structures and flows related to performing the other BD:S&P activities.

7) Enaplement services, activities, events and controls.

8) BD

&P governance enablers.

9) BD-p&P management enablers.

10) BD-B&P solution design enablers.

11) BD-F&P solution evaluation enablers.
b) Examing gaps and shortfalls to identify potentialimprovements.
c) Proposelimprovements to the enabler development activity.

d) Monitor|the development of the improved enablers to ensure the expected improvements are
achieved.

6.4 Securjity and privacy aspects of big data roles

All roles of bjg data defined inJSO/IEC 20547-3, including big data application provider (BDAP), big data
framework provider (BDEP); big data service partner (BDSP), big data consumer (BDC) and big data
provider (BIDP) (see ISQAEC 20547-3:2020, Clause 8) have the responsibility of maintaining big data
security and| privacy((S&P). As shown in Figure 1, the S&P aspects of big data roles are:

— big data|S&P.planning;

— big data S&PTmamaging;

— big data S&P implementing;
— big data S&P operating;

— big data S&P auditing.
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Figure 1 — BDRA-S&P user view
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Figure 2 — Big data S&P aspects in organizational three-layered structur
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nanagement

activities described in 6.2 are mapped to big data S&P managing. The operation activities described
in 6.3 are mapped to big data S&P implementing, big data S&P operating and big data S&P auditing.
Table 3 shows big data S&P aspects and their activities according to these mappings.
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Table 3 — Big data S&P aspects and their activities

S&P Sub- Activities Purpose
aspects | clause
6.1.2 Prepare for and plan big data S&P governance effort To establish and
6.1.3 Monitor, assess and control big data S&P governance activities maintain BD-S&P's
coherence and
6.1.4 Establish big data S&P governance objectives alignment with
Big data 6.1.5 |Directbig data S&P objectives and
. . ) . constraints with
S&P 6.1.6 Monitor and assess compliance with big data S&P governance
. . : X respect to the current
Planning directives and guidance and future security &
6l1.7 Review implementation of big data S&P governance directives privacy needs ofan
and guidance and prepare for change organization and it$
stakeholdeys)or
interested.parties
Prepare for and plan big data S&P management effort
6]2.3 Monitor, assess and control the architecture management '_I‘o Hyare th? Proper
activities implementation of
Big data BD-S&P governanceg
S&P 6]2.4 Develop big data S&P management approach directives and the
Managing (6]2.5 |Perform management of big data S&P ti?ely and effifcient
. . . achievement o
6]2.6  |Monitor big data S&P effectiveness BD-S&P objectives
6]2.7 Update the BD-S&P management plan
6]3.1.2 |Prepare for and plan the BD-S&P solution designéeffort
6/3.1.3 | Monitor, assess and control the BD-S&P solutionvdesign activities | T jdentify BD-S&P
Bigdata |6[3.1.4 |Characterize problem space and associatethproblems solutions that address
S&P 6]3.1.5 |Establish BD-S&P solution objectives and*evaluation criteria stal_<eholder concerns,
Imple- achieve BD-S&P
menting |6]3.1.6 Synthesize potential solution(s) in the'solution space objectives and meef
6]3.1.7 |Characterize solutions and the trade space relevant requiremepts
6]3.1.8 |Formulate candidate BD-S&P-solution(s)
6]3.3.2 |Prepare for and plan the BD-S&P solution enablement effort
6]3.3.3 |Monitor, assess and.control the BD-S&P solution enablement . )
A To develop, maintain
activities :
Bie data _ and improve the
S&?P 6]3.2.4 |Manage the BD:S&P solution process enablers enabling capabilitids .
Operating 6]3.3.5 |Develop andestablish enabling capabilities and resources and resources needed in
o performing BD-S&H
6[3.3.6 |Deploy.capabilities and resources for use by the other BD-S&P solutions
activities '
6[3.3.7 |Improve BD-S&P solution enablement capabilities and resources
6]3.2.2-{Prepare for and plan the BD-S&P solution evaluation effort
6|3.243 | Monitor, assess and control the BD-S&P solution evaluation
activities To determine the
6.3.2.4 |Determine evaluation criteria extent to which one
6.3.2.5 |Determine evaluation methods and integrate with evaluation orlmt(_)re BD'Sgt‘l];D S&P
Big data objectives and criteria So‘utions meet B~
S&P _ . objectives and address
Auditing 6.3.2.6 |Establish measurement techniques, methods and tools stakeholder concerns,
6.3.2.7 |Review evaluation-related information or tcl) determine the
. . quality or
6.3.2.8 |Analyse BD-S&P solution attributes and assess stakeholder value completeness of
6.3.29 |Characterize BD-S&P solution(s) based on assessment results BD-S&P.
6.3.2.10 |Formulate findings and recommendations
6.3.2.11 |Capture and communicate evaluation results

28
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7 Guidance on security and privacy operations for big data

7.1 General

ISO/IEC 20547-4:2020(E)

This section provides guidance on security and privacy operations in relation to the roles, activities
and functional components defined in the BDRA.

Figure 3 describes the relationships between organizations and the BDRA:

— an organization is a part of an ecosystem which follows the BDRA. The BDRA consists of roles and
sub-roles, activities and functional components;

— :Jn organizationimplements operationsthatarerelated toroles, activities and functioral
or instance, an organization can be in charge of the big data application provider xole;

K

— an organization implements operations focusing on security and privacy.\Fhey ar
drotect assets in the BDRA against vulnerabilities. Some assets may be specific to an ¢
¢.g. commercially sensitive information, while others may be shared-within the eco
d

As shi

— 0

Security and

privacy operation

components.

and

e applied to
rganization,
systems, e.g.

Figure 3 — Relationship between organizations and BDRA

rgatlization operations; and

own inFigure 4, this clause focuses on two types of security and privacy operations:

atasets.
Organisation > Ecosystem BDRA
[s part of Follows
Congists of
Implements

Roles and
—> -

sub-roles

Related to
Operation
——— Activities —
Includes
N Functional ¢
components

— ecosystem collaboration operations.
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7.2 Guidd

ISO/IEC 20546
Big Data - Overview
and Vocabulary

ISO/IEC 20547-3
BDRA - Reference
architecture

ISOAEC20547=%
BDRA - Security and
privacy

Security and privacy
operations

Organization
viewpoint

Ecosytem
viewpoint

7.2.1 Gengral

Figure 5 sho
and privacy

30

requireinents phase;

risk analysis phase;

nce at organization level

control ¢lesign phasejand

lifecyclelengineering phase.

Figure 4 — Two viewpoints on security.and privacy operations

fws the various standards thatcan be used to guide organizations in their big data sequrity
pperations. There are fourimportant phases:
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] Security
ISO/IEC 27009 Sector-specific application of

ISO/IEC 27001 - Requirements

Requirement [—

ISO/IEC 29100
Privacy framework

— Privacy

ISO/IEC 27701 Extension to ISO/IEC 27001
and ISO/IEC 27002 for privacy information
management - Requirements and guidelines

ISO/IEC 27005
Information security risk mapagement

Security

Risk analysis

ISO/IEC 29134
Privacy/impact assessment - Guidelines

Privacy

Drganisation
operations

ISO/IEC 27002
Code of practice for information sefcurity controls

— Security

Control design — ISO/IEC 29151
Code of practice for personally |dentifiable
information protection

o Privacy 1SO/IEC 20889
Privacy enhancing data de-ideftification
techniques

ISO/IEC 21827:2008, Systemg Security
Engineering - Capability Maturity

Security

Lifecycle
engineering

ISO/IEC 27550
Privacy engineering

Privacy

Figure 5 — Standards for security and privacy operations

7.2.2| ~ Standard guidance on requirements

Big data security and privacy operations dealing with requirements follow the following standards:
— security requirements of big data information systems as described in ISO/IEC 27001;
— sector-specificsecurity requirements of big datainformation systemsas described in ISO/IEC 27009;

— privacy requirements of big data systems resulting from the use of privacy principles as described
in ISO/IEC 29100;

— privacy requirements of big data information systems as described in ISO/IEC 27701.
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7.2.3 Standard guidance on risk management

Big data security and privacy operations dealing with risk analysis follow the following standards:

— information security risk management as described in ISO/IEC 27005;

— privacy impact assessment guidelines as described in [SO/IEC 29134.

7.2.4 Standard guidance on controls

Big data security and privacy operations dealing with risk analysis follow the following standards:

code of

code of

privacy

7.2.5 Stan

Big data se
standards:

security

privacy
7.3 Guidd

7.3.1 Gen
An organiza
BDRA r¢

BDRA st
big data

supplyir

I

ractice for information security controls as described in ISO/IEC 27002;
ractice for PII protection as described in ISO/IEC 29151;

enhancing data de-identification techniques as described in ISO/IEC 20889.

dard guidance on lifecycle operations

Curity and privacy operations dealing with lifecycle engineering follow the follc

engineering as described in ISO/IEC 21827;
engineering as described in ISO/IEC TR 27550.

nce at ecosystem level

eral
ion can be in charge of:
les, e.g. big data provider, big data‘application provider, big data consumer;

b-roles, e.g. big data collection provider, big data analytics provider, which are sub-rg
application provider role;

g BDRA functional éemponents. They can be:

— components in one©fthe BDRA architecture layer, e.g. a streaming capability in the proce
laye]r, or a visualization component in the platform layer; or

— componentsin‘the multi-layer functions part of the BDRA architecture, e.g. an authentic
capabilitys-and

a combination of roles, sub-roles and supplying functional components.

wing

les of

ssing

ation

Security and privacy can involve global assets shared by organizations within a big data ecosystem. In
that case, their security and privacy operations should be coordinated as shown in Figure 6:

32

each organization carries out its own security and privacy operations;

overall coordination of each organizations’ security and privacy operations ensures consistency.
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Coordination of
security and privacy

. : .

Coordlination can take different forms, e.g. a public authority, a dedicated organization, an 4

are e

a
B

|
o

7.3.2

Coordlinationsisineeded when a data processing chain is in operation. For instance, ar

oper4
with

OTganisation Organisation 2 Orgamnisatior
security and privacy security and privacy security and pr
operations operations operationg

N
vacy

Figure 6 — Coordination of security and privacy operations

kamples of security and privacy management coordination:

rganizations involved in traffic big data to allow for smart traffic analytics apply
rivacy operations that can be coordinated by a city authority;

rganizations involved in healthcare big data tofallow for clinical analytics apply
rivacy operations that can be coordinated by national health authority;

rganizations involved in insurance big data to’allow for insurance risk analysis apply
rivacy operations that can be coordinatedby an ad-hoc working group.

bub-clause provides guidance on theicoordination of the following security and privag
data ecosystems:

ata sharing, which belongs to the agreement category (ISO/IEC/IEEE 15288);
ecurity andriskanalysis, which belongs to the technical managementcategory (ISO/IEC

fecycle management,which belongs to the technical category (ISO/IEC/IEEE 15288).

Guidanceon-data processing chain

tor camxcollect data that is provided as a dataset to a service provider which in turn
pthér sources of data and provides it to a data consumer. As shown in Figure 7:

1 : b : PRI DR h] : b
dUITUT 5dIIIZ4UIUIT LA TICS UULILS Udld STIdITITg UPTT dUUILS,

lliance. Here

security and

becurity and

security and

y operations

IEE 15288);

[oT system
combines it

— overall coordination of each organization’s data sharing operations ensures the security and privacy
of the data processing chain.
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Coordination
of data
processing chain

\ 4
Organisation 1 agreement Organisation 2 agreement Organisation] N
data sharing |« | g data sharing |« > data sharing
operatjon operation operation
Figure 7 — Coordination of data processing chain

The following guidance is provided:
— at the edosystem level:

— identifythe dataprocessing chain operational requirementssuch as velocity, veracity, scalapility,

proyenance;

iderltify the security and privacy protection requirements of the data processing chain, st
datg confidentiality, integrity, availability, unlinkability, transparency, intervenability;

iderftify specific requirements associated with"BDRA roles, sub-roles, activities and funcf

co

ponents; and

establish security and privacy coordination schemes in the ecosystem, including measur

co

pliance, assurance and audit of practice;

— at the onjganization level:

7.3.3

identify the specific organization operational requirements such as velocity, veracity, scala
proyenance;

identify the specific organization security and privacy protection requirements on

con

est

identiality,.integrity, availability, unlinkability, transparency, intervenability; and

Guidance on risk management

blish data’sharing operations in accordance with the ecosystem coordination scheme.

ch as

ional

bs for

bility,

data

Coordination is needed for security and privacy risk management. For instance, if the data collected
by an IoT system operator and provided as a dataset to a service provider is compromised, then the
operations of the service provider are compromised. As shown in Figure 8:

— each organization carries out its security and privacy risk management operations;

— overall coordination of security and privacy risk management ensures a common understanding of
the risks at the ecosystem level.

34
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v v v

Organisation 1 Organisation 2 Organisption N
se¢curity and privacy security and privacy security‘and privacy
risk management risk management riskinanggement

Figure 8 — Coordination of security and privacy risk management

The fpllowing guidance is provided:

— atthe ecosystem level:

identify the vulnerabilities and threats of the ecosystem that need coordination.
that organizations in the ecosystem provide déscriptions based on common cl;
Annex A provides, as examples, the STRIDE and LINDDUN classification;

identify the risks and breaches of the ecosystem;
identify the controls to treat the risks-ofthe ecosystem;

identify specific security and privacy risk management requirements associated
roles, sub-roles, activities and.funictional components; and

establish security and privacy risk management coordination schemes in thd
including measures for.fmonitoring risks and for compliance, assurance and audits

the organization level:

identify the v@lnerabilities and threats of the system which the organization is re
in the ecosystem;

identify/the risks and breaches of the system;

idéntify the controls to treat the risks of the system;

It is advised
hssifications.

with BDRA

ecosystem,
of practice;

sponsible for

establish security and risk management operations in accordance with thd

P ecosystem

7.3.4

coordination scheme.

Guidance on lifecycle operations

Coordination is needed on the security and privacy lifecycle of big data. For instance,

— organizations can agree on the use of similar controls, for example:

an agreed level of protection for data at rest;
an agreed level of integrity and authentication for data in motion;

an agreed level of availability for data processing;

© ISO/IEC 2020 - All rights reserved
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— an agreed level of unlinkability for data provenance;

— organizations can agree on coordination for incident management, for example:

— an agreed level of incident preparedness;

— a common alert mechanism on security breaches (e.g. tampering detection) or on privacy
breaches (e.g.re-identification detection).

As shown in Figure 9:

— each organization carries out its security and privacy lifecycle operations;

— overall ¢
protect.

Coordination
of security and
privacy lifecycle

oordination of security and privacy lifecycle ensures consistent treatment of the dss

v

v

Organisation 1
security and
privacy lifecycle
operation

Organisation 2
security and
privacy lifecycle
operation

v

Organisation N
security and
privacy lifecycle

ets to

operation

Figure 9 — Coordination of security and privacy lifecycle

The followinlg guidance is provided:
— at the edosystem level:

— identify the operations in thélecosystem lifecycle where coordination is needed (assuipance,
compliance verification, incident management, audit);

— identify the controls-that are implemented in the ecosystem further to the risk analysis
coofdination. It is advised that organizations in the ecosystem provide control descrigtions
bas¢d on common classifications. Annex B provides, as example, the categorization uged in
ISOJIEC 27001)ISO/IEC 27002, ISO/IEC 27701, ISO/IEC 29151;

— estdblish eontrol coordination schemes in the ecosystem, including measures for compljance,
assyrance)and audits of controls;

— at the orgamizatiomteveh:

— identify the operations in the system lifecycle where security and privacy concerns need to be
integrated;

— identify the controls that are implemented in the system further to the risk analysis;
— establish the lifecycle operations in accordance with the ecosystem coordination scheme.

Annex C provides, as examples, the ecosystem and resulting coordination of security and privacy
operations.
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Clause 7 describes the BDRA-S&P in terms of the common set of functional components. A functional
component is a functional element of the BDRA-S&P which is used to perform an activity or some part
of an activity and which has an implementation artifact in a concrete realization of the architecture.

Security and privacy controls provided in existing standards can be utilized to realize the security and
privacy functional components with additional consideration of the security and privacy objectives
in the context of big data. Annex B lists the security and privacy control categories specified in

8.2 |Functional components for both security and privacy

The gecurity control categories specified in ISO/IEC 27002 are used in this ’document 4
components for both security and privacy, which are as follows.

a)

d)

f)

g)

h)

Information security policies to provide management directien and support for
security in accordance with business requirements and taking ifito-consideration com
relevant laws and regulations.

rganization of information security to establish a manhagement framework to
ntrol the implementation and operation of information security within the organiza

uman resource security to ensure that employees and contractors undef
responsibilities and are suitable for the roles forwhich they are considered prior to
tp ensure that employees and contractors,dre aware of and fulfil their informat
responsibilities during employment, to progect the organization’s interests as part of t

anging or terminating employment when termination and change of employment.

sset management to identify- @rganizational assets and define appropriate
responsibilities, to ensure that information receives an appropriate level of protection i

ith its importance to the organization by information classification, to prevent

isclosure, modification, removal or destruction of information stored on media.

ccess control to limit-access to information and information processing facilitig

thorized user accesSs and to prevent unauthorized access to systems and services, tq
ccountable for safeguarding their authentication information, to prevent unauthoriz
slystems and applications.

(ryptography to ensure proper and effective use of cryptography to protect the co
authenti¢ity and/or integrity of information.

HRhysical and environmental security to prevent unauthorized physical access,

s functional

information
pliance with

initiate and
tion.

stand their
bmployment,
ion security
he process of

protection
N accordance
nauthorized

s, to ensure
make users
ed access to

hfidentiality,

damage and

interference to the organization’s information and information processing facilities

, to prevent

loss, damage, theft or compromise of assets and interruption to the organization’s operations.

Operation security to ensure correct and secure operations of information processing facilities,
to ensure that information and information processing facilities are protected against malware,
to protect against loss of data by backup, to record events and generate evidence by logging and
monitoring, to ensure the integrity of operational systems by control of operational software,

to prevent exploitation of technical vulnerabilities, to minimize the impact of audit
operational systems.

activities on

Communication security to ensure the protection of information in networks and its supporting
information processing facilities, to maintain the security of information transferred within an

organization and with any external entity:.
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j)

k)

D)

System acquisition, development and maintenance to ensure that information security is an
integral part of information systems across the entire lifecycle (also including the requirements
for information systems which provide services over public networks), to ensure that information
security is designed and implemented within the development lifecycle of information systems, to
ensure the protection of data used for testing.

Suppliers relationships to ensure the protection of the organization’s assets that is accessible
by suppliers, to maintain an agreed level of information security and service delivery in line with
supplier agreements

Information security incident management to ensure a consistent and effective approach to the
manage le llr_rel SeclL . -7!5-77 l77!l.7!llllrlirrel I-SeclL . a Sand
weaknesses.

Informgtion security aspects of business continuity management that should be) embe¢dded
in the ¢rganization’s business continuity management systems, to ensure the availability of
information processing facilities by redundancies.

Complignce with legal, statutory, regulatory, or contractual obligations related to infornation
securityl and of any security requirements is presupposed, to ensure that information secutity is
implemgnted and operated in accordance with the organizational policies;dnd procedures.

Annex D provides, as examples, the security and privacy controls fer\big data application prgvider

(BDAP) and pig data provider (BDP).

8.3 Functional components for privacy

The privacy|control categories for PII controllers and Pliiprocessors specified in ISO/IEC 27701 are

used in this flocument as functional components for privaey, which are as follows.

a)

b)

d)

Other dimenjsigns-to view functional components for privacy are as follows.

a)

b)

38

Conditipns for collection and processing to determine and document that processing is lgwful,
with legpl basis as per applicable jurisdiction§:and with clearly defined and legitimate purpoges.

Rights ¢f PII principals to ensure that PI principals are provided with appropriate information
about the processing of their PII and“to meet any other applicable obligations to PII prin¢ipals
related o the processing of their PIf.

Privacytby-design and by-default for PII controllers to ensure that processes and systems
are designed such that the.collection and processing of PII (including use, disclosure, retention,
transmifsion and disposal)are limited to what is necessary for the identified purpose.

PII shaying, transfer~and disclosure to determine whether and document when PII is sHared,
transferfred to other-jurisdictions or third parties and/or disclosed in accordance with applicable
obligatigns.

Privacy policy enforcement

An organization as PII controller should define their privacy policy, how they protect personal data
inside the organization, in the product development process, etc. The privacy policy can contain the
classification of personal data, privacy risk assessment, data sharing policy and required protection
mechanisms necessary in the data life cycle. The protection mechanisms include encryption, de-
identification, access control policy, etc. It is recommended to use IT tools and extend the existing
IT security systems to enforce privacy policy so that personal data is protected according to the
policy and violation of the policy can be detected.

Personal data detection and inventory

This component can detect personal data in data storage or before data transfer and collection.
Detection of personal data in unstructured data such as in a document, audio or video files relies on
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rule-based and machine learning methods. The source of personal data needs to be recorded. The
data should be classified and tagged based on their sensitivity. Additionally, data belonging to the
same data subjects need to be inventoried, that can facilitate the management of personal data. In
the case that a data subject requires to delete his/her personal data, related data can be easily found.

De-identification

This component can modify personal data so that the identities of data subjects are obscured.
It reduces the sensitivity of personal data in the sense that it is hard to link to the data subject
or it reduces information expose about the data subject. It also reserves the utility to a certain
extent to meet business requirements. The technologies commonly used for the de-identification
f structured datasets are described in lQn/IF(‘ 20889:2018 The selection of the echnologies
depends on the privacy risks of given scenarios and the defined privacy policy of an‘grganization.
A trade-off between privacy protection and data utility needs to be made(De-iflentification
t
i
o

echnologies should be applied as early as possible during the data life cycle to reduce privacy risks
h further processing steps. The technologies should support large scale applieations in the context
f big data.

Hrivacy risk assessment

This component can give a qualitative assessment based on the sensitivity of the data. For instance,
n organization can divide privacy risks into 5 levels and require different protection strategies.
Iternatively, quantitative assessment can be given based’ on the empirical evaJuation. The

aluation metrics can be defined based on potential privacy attacks on data. Since d
sjubject can be collected from different applications,and stored in different big data
rivacy risks linking different data sources need te-be taken into account and evaluat
iflentification techniques such as differential privacy, k-anonymity, I-diversity, etc., prg
tp quantify privacy risk. Privacy risks should be.continuously monitored during the d
specially when data is changed or made used'in other contexts.

rivacy-preserving computation

his component can protect the ptivacy of data in use. In the big data market, the d

n want to monetize the data without revealing data to the data consumer. Alternatiy

II controllers want to combjne‘their data to train a machine learning model. Technol

secure set intersection, secure multiparty computation, homomorphic encryption, sed
n be used to support privacy-preserving computation.

ccess control andumonitoring

his component.provides access control management and monitors access to persona
etect invalid-access and avoid data leakage.

ata subject right protection

ata of a data
subsystems,
ed. Some de-
vide metrics
hta life cycle,

ata provider
ely, different
gies such as
ure enclaves

| data. It can

For instance,

r consent of

data collection and usage of an applications. It can securely remove or anonymize data according to
requests of the data subject or after data retention time. In a big data system, data of the same data
subject can be located in different places of different applications. Data inventory can very help to
locate personal data.

8.4 Multi-layer functions for security and privacy

The following multi-layer functions for both security and privacy are specified in ISO/IEC 20547-3 (see
ISO/IEC 20547-3:2020, Figure 12 and 10.2.6.3):

© ISO/IEC 2020 - All rights reserved
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— authorization framework;
— anonymization framework.

As shown in Table 4, these frameworks can be supported by the functional components in 8.2 and 8.3.

Table 4 — Multi-layer functions and their supporting functional components for security
and privacy

Multi-layer functions Supporting functional components
Audit framework 8.2n)
Authenticati¢n framework 8.2¢),8.3])
Authorizatioh framework 8.2¢€),8.3b),8.3d),8.3j),8.3Kk)
Anonymizatipn framework 8.3 g)
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Examples of security and privacy threat classification

Table A.1 and Table A.2 list categories of security and privacy threats. Security threats follow the

STRIDE categorization. Privacy threats follow the LINDDUN categorization.

Table A.1 — STRIDE security threats categories

Threat Property Property description
Spooling Authentication T}_le-ldentlty of users is established (or|you are
willing to accept anonymous users).
. . Data and system reSpurces are only changed in
Tampering Integrity . .
appropriate ways by appropriate people.
Repufdiation Nonrepudiation Users cannot pérform an action and later deny
performing it.
Igfor mation Confidentiality Data 1s.0nly available to the people int¢nded to
disclpsure accessiit.
Denidl of service | Availability Systems are ready when needed and perform
acceptably.
Elevdtion of . Users are explicitly allowed or denied gccess to
- Authorization
privilege resources.
Table A.2 — LINDDUN privacy threats categories
Threat Property Property description
. . ) - Hiding the link between two or more aftions,
Linkgbility Yntinkability identities and pieces of information.
Idendifiability Anonymity Hldlng the llr'lk betwe_en an identity anfl an action
. or a piece of information
Hard ptivacy Abili d havi ; d - h
Non-fepudiation Plausible deniability tlity to deny having performed an agtion that
other parties can neither confirm nor dontradict
Detegtability Undetectabl_ll_ty and Hiding the user’s activities
unobservability
; Hiding the data
PlfSCl psure & Security Confidentiality 8
Information, content or controlled release of data cqntent
Unawareness Content awareness User’s consciousness regarding his owh data
_ Soft Privacy  |Policy and consent PII con‘Eroll_er to inform the data subject to thg
Non-compliance : system'’s privacy policy, or allow the data subject to
compliance : : . . N
specify consents in compliance with legislation
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Annex B
(informative)

Examples of security and privacy control classification

Table B.1 lists control categories as proposed by ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27701 and
ISO/IEC 29151.

Table B.1 — Control categories

Category Sub-categories
Information §ecurity policies Management direction
o ) ) ] Internal organization
Organization] of information security

Mobile devices and teleworking

Human resoy

rce security

Prior to employment
During employment

Termination and change of employment

Asset manag

Pment

Responsibility for assets

Information classification

Access contr

Business requirements of access control
User access management

User responsibilities

System and'application access control
Media-handling

Cryptograph

y

Cryptographic controls

Physical and

environmental security

Secure areas

Equipment

Operation se

Curity

Operational procedures and responsibilities
Protection from malware

Backup

Logging and monitoring

Control of operational software

Technical vulnerability management

Information systems audit considerations

Communication security

Network security management

Information transfer

maintenance

System acquisition, development and

Security requirements of information system
Security in development and support processes

Test data

Suppliers relationships

Information security in supplier relationships

Supplier service delivery management

42
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Table B.1 (continued)

Category Sub-categories

Information security incident management | Management of information security incidents and improvements

Information security aspects of business | Information security continuity
continuity management Redundancies

) Compliance with legal and contractual requirements
Compliance ) ) ]
Information security reviews

Table B.2 and Table B.3 list further privacy controls as proposed by ISO/IEC 27701, depending on
whether the organization is a PII controller or a PII processor.

Table B.2 — Privacy controls for PII controllers

Category Measures for PII controllers

Identify and document purpose

Identify lawful basis

Determine when and how consent.is to be obtained

Condjitions for collection and processing |Obtain and record consent

Privacy impact assessment

Contracts with PII processors

Records related to‘grocessing PII

Determining RID pfincipals rights and enabling exercise

Determinjnginformation for PII principals

Providing information for PII principals

Provide mechanism to modify of withdraw consent

Provide mechanism to object to processing

Rights of PII principals - — —
Sharing the exercising of PII principle

Correction or erasure

Providing copy of PII processed

Request management

Automated decision making

Limit collection

Limit processing

Define and document PII minimization and de-identificatjon objectives

Comply with data minimization and de-identification ufe

PII de-identification and deletion

Privdcy~by-design and by-default

Temporarv files
P e

Retention

Disposal

Collection procedures

PII transmission controls

Identify basis for PII transfer

Countries and organizations to which PIl may be transferred

PII sharing, transfer and disclosure Records of transfer of PII

Records of PII disclosure to third parties

Joint controller
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Table B.3 — Privacy controls for PII processors

Category Measures for PII Processors

Cooperation agreement

Organization’s purposes

Marketing and advertising use

Conditions for collection and processing ——— -
Infringing instruction

PII controller obligations

Records related to processing PII

Obligations to Pllnrincinals
5 i )it

Rights of PII principals - .
Limit processing

Temporary files

Privacy-by-design and by-default Return transfer or disposal of PII

PII transmission controls

Basis for transfer of PII

Countries and organizations to which Pll;may’be transferred

Records of PII disclosure to third parties

Notification of PII disclosure requests

PII sharing, tfansfer and disclosure — -
Legally binding PII disclosures

Disclosure of subcontractors used to process PII

Engagement of a subcontractor to process PII

Change of subcontractor to process PII
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Examples of ecosystem and resulting coordination of security and

C1

This
example is to show concrete examples of how the ecosystem is coordinated. The eCasystem
following organizations (see Figure C.1):

The fpllowing can be observed:

privacy operations

Mapping organizations of the ecosystem to BDRA

pxample is adapted from the AutoMat automotive big data research project.(The pu

tomotive manufacturers play the big data provider BDRA role, as wrell as the big d4
rovider and big data preparation provider BDRA sub-roles. They install with the cons
wners a data collecting system, collect data and prepare thiem” into an interope
(fommon vehicle information model);

rpose of the
involves the

ta collection
bnt of vehicle
rable format

storage providers play the big data infrastructure provider'BDRA sub-role. They majnage data at

rest. Data collected are stored and managed separatelydn'vehicle owner accounts;

arketplaces play the big data platform provider and big data processing provider BDRA sub-roles.

he collected data from the storage providers and‘transform them into datasets that c3
services providers; and

service providers play the big data analytics provider, big data visualization provi
ccess provider BDRA sub-roles and the big data consumer BDRA role.

—

he mapping between roles and 6rganizations is not one-to-one;

—

he storage provider customers are vehicle owners who directly control the use of dat

—

he marketplace builds on the fly datasets requested by service providers.

n be used by

ler, big data

h; and
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Big data
infrastructure
provider

Storage provider

\

o g

(Big data ) (" Big data )
18 ‘ata Big data application provider Big data
provider consumer
Big data Big data
preparation visualisation
provider provider Big data
“ - - access provider
Big data Big data
collection analytics
provider provider
q Automotive manufacturer Service provider )
Vehicle
owner

Marketplace

Big data
processing
provider

Big.data
platform
provider

Big data framework provider

C.2 Ecosystem coordination

Figure C.1 — Example of ecosystem fallowing BDRA

The ecosystgm follows the personal data ecosystemr approach. While automotive manufactureys are
part of the efosystem as they play the role of big-data provider and the sub-roles of big data collgction
provider and big data preparation provider, they are not involved in the exchange of data with service
providers. This is managed by the marketplace which serves as the broker between vehicle ownerjs and
service provjiders. Figure C.2 shows the resulting two features of the ecosystem:

data is stored according to vehi¢le accounts;

information model or CVIM).

Storage manager

Vehicle A Vehicle B
owner owner
data data

Vehicle C
owner
data

an intefoperable description is made available to the market place (called common v¢hicle

Common
information
model

Common

information

model

Automotive manufacturer 1

Automotive manufacturer 2

Vehicle A

Vehicle B

Vehicle C

data

data data

Figure C.2 — AutoMat personal data ecosystem
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