INTERNATIONAL ISO/IEC
STANDARD 17826

First edition
2012-11-15

G ) W—

Information technology — €loud Pata
Management Interface (CDMI)

Technologies de l'information — Intefface de management des
données du nuage informatique (CDMI)

Reference number
ISO/IEC 17826:2012(E)

© ISO/IEC 2012



https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

International
Standard

ISO/IEC

Infa
Clo

rmation Technology -

d Data Management Interface (CDMI™)

Reference Number
ISO/IEC 17826:2012(E)

November 15, 2012


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

PATENT STATEMENT

CAUTION: The developers of this international standard have requested that holders of patents that may
be required for the implementation of the standard, disclose such patents to the publisher. However,
neither the developers nor the publisher have undertaken a patent search in order to identify which, if any,
patents may apply to this international standard. As of the date of publication of this international standard,
following calls for the identification of patents that may be required for the implementation of the standard,
no such claims have been made. No further patent search is conducted by the developer or the publisher
in respect to any standard it processes. No representation is made or implied that licenses are not required
to avoid infringement in the use of this international standard.

Copyright Notice

This IO document is copyright-protected by ISO. While the reproduction of working drafts or-cdmmittee
drafts in any form for use by participants in the ISO standards development process is permitted without
prior permission from 1SO, neither this document nor any extract from it may be reproduced, stgred or

transmjitted in any form for any other purpose without prior written permission from ISO-

Requests for permission to reproduce this document for the purpose of selling it should be addrgssed as
shown|below or to ISO's member body in the country of the requester:

The Storage Networking Industry Association
425 Market Street, Suite 1020
Sah Francisco, CA 94105

Reprodluction for sales purposes may be subject to royalty payments or a licensing agreement.
Violatdrs may be prosecuted.

CDMI |s a trademark of the Storage Networking Industry Association.

2 ©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Contents

[T T =311V 0] o 15
TaTrgeTo [N o3 1 o] o [P 16
Yoo ] 1= PSPPI PPNt 18
2 NOIMALIVE REFEIENCES ...ttt e e s et e e e ettt e e e s snbe e e e e nres 18
G T 1= 2 1 PPN 20
N o] 11 V7 =T 01 1T ] L= O PO T TP O PP PUPPPPPTN 23
41 _Interface Format 23

42 Typographical CONVENLIONS .........cccooiiiiiiiiiiiiiiiieieeeee e ceeiieieeeeresee e e e e snnnnneeeee b 23

413 Request and Response Body REQUIFEMENTS ......ccevveeeeeiiriiiiiiiiiireereeeeeesessssseneee e e e e s 23

444 Key WOrd REQUIFEMENTS ....uuviiiiiiiiieeeeeiiiissiiiineierereeaeeeesessssssnssnsseessssaseesessssssnssbosneens|aeeeeeennnns 24

5 Operview of Cloud StOrage .....ccccoeeeiiiiiiiiiiiiiiiiieeeeeeeeeeeeseiiiiieeeeeeeee e b 25
5[ INrOAUCTION .eeeiiiiiiiiiii ittt er e e e e e e e e e s Netennnbeeneeeeeeeeeees fenibneeee e 25

52 What is Cloud StOrage? ........ooeieiiiiiiiiiieiieirisesns e e e e eeeeeeeesa e s eeeees e 25

58 Data Storage as a SEIVICE .....cccoeieeeiiiiiiiiiieeerrn e d e e e 25

54 Data Management for Cloud Storage ...........ccoovvvvvvvvvveevceee o M e, 27

555 Data and Container Management ..........coooeeeiiiiiiiiiiieieeeeSurasdeseees e seeeeeeeeeeeseeseseeesssssnnes o, 27

56 Reference Model for Cloud Storage Interfaces ............;veveeeeiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e, 28

5[7 Cloud Data Management Interface ...........ccccccveeeeeeloteni i e 29

58 Object Model for CDMI .....ccoooiiiiiiiiiiici i s e 30

500 CDMI Metadata ........coooiiuiiiiiiiiieiiieeeeeeii e et e e e e e e e s e eneiinerneeeeeeee e e | e 31

SN (0O o] 1= Tox o 1 5 L S PR URPPOUPPRRRUT IPPPPPPN 32
5[11 CDMI ObjJect ID FOrMAL ........ccoeiiiiiieiieeeegpeenieiess s s se e e s e e e e e aeaeaeeseeeeeessesssnnsnsnnnnnnnnsnsees | aeeeeeaanens 32
5JL2 SECUIMLY oo et st e e e e e e e e e e e e e e e e e e e aeene s e e e e e e e eeens | ereeenae e 33

o RGN = To [T Tg=To I o B I S 10T o] o] o A SRR PP 34
5.13.1 RFC 2616 Support ReEqQUIrEMENLS .........coovvviiiiiiiiiiiiiiiiie e eeeeeeeeeeeeeeeeeeeeeneeene |, 34

5.13.2 Content-Type Negotiation .............ccoviiiiiiiiiiiiiiiiiiiiies e e e e e e e e eeeeeeeeeseessnnnnnees | o 34

5.13.3 RANGE SUPPOIT ..o ittt s s ee e e s e e rnnn s e e s sannnns |eeeeernanns 34

5.13.4 URI ESCAPING .otfioieeueieieeieeeieeeeeeeieeeeeeeeeasssssstssssnsssssasseseaseasasasseesssssssssssnssnnnns|onninnnnens 34

5.13.5 USE Of URIS (it e e e e einnnneeeeeee | e e e 35

5.13.6 Reserved CharaCterS ...ttt e e e e e e sinnneeeeeees e 35

5[14 Time REPreSENTAIONS ........ceeeiiiiiieiiiiiiiiiiiiiieeeeeee e e e eessessrrrrreeeeeeeeeeessssssnnsssnennesseesesess | onsiisnnenns 35
5[15 Backwards Compatibility ............cooooiiiiiiii e e 36
5.15.1 Value-Transfer ENCOING ....ccooeiiiiiiiieiiiiicceeeeeeecises e e e e e ee e e e eennessinnnns | 36

5.15.2 _Container Export Capabilities ............cccoeeeiiiiiiiieecersen e |, 36

6 CPMMOMOPEIALIONS oiiiiiiiiii ittt e e sttt e e e s s nbbe e e e s snbbeeeesennbeeeessnnnneeeeses|obeennnnees 37
BLL /OMEIVIEW ..ottt ettt s e s e s e e e e e e e e eeeeeeeeesessessrsrsrnnnnn e sneneeeeees | oeeieieeeens 37

6.2\ Discover the Capabilities of a Cloud Storage Provider ..............ccccccceeviiiveeenniiinnecs o 37

6.3 Create @ NEW CONTAINET ...ccooi it e e e e e e e e e e e e e e e e e e e e e s e e e e aeaeaaeaaaaens 38

6.4 Create a Data ODbJect iN & CONLAINET ........oiuuiiiiiiiiiiie ettt e e e s abbeee e e 38

6.5 List the Contents Of @ CONAINET .........uuiiiiiiiiieeeee e e e e e e ee e e e e e e e e e s e s aneneeeeeeas 39

6.6 Read the Contents of a Data ODJECT ..........cooiiiiiiiiii e 39

6.7 Read Only the Value of @ Data ODJECL .........cooiiiiiiiiiiiiiii e 40

6.8 Delete a Data ODJECE ........oooiiiiiiiiie it e e 40

T INterface STANTArA .....coooeiee ettt e e e e e e e et et e e e e ea bbb eee s 41
7.1 HTTP SEAtUS COUES ...iieiiiieiiiiiie ettt ettt e e ettt e e s sttt e e e s s st bt e e e e anbeeeeeesnsbeeeeeesnnbeeenae 41

A2 © o] [=Tox fl = =] (=] (=] o7 =SSR 41

©ISO/IEC 2012 — All rights reserved 3


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

8 Data ObjecCt RESOUICE OPEIatiONS ..oooiiiiiiiiiiiiiiee ettt e e e e e e e e e st bbbt e et e e e e e e e e e s ananbeeeeeas 43
S R O 1Y V1= PP PTPPPPN 43
8.1.1 Data ObJeCt Metadatal ...........cccoiiiiiiiiiiiiiiiiee e ce e e e e e s e e e e e e e e e e e e e 44
8.1.2 Data ObJeCt CONSISIENCY ..eevviiieeeiiicciieiieeie e e e e e e e s s s s r e e e e e e s s e s s e e rraeeaeeeseeannnnnnes 44
8.1.3 Data Object REPreSENtatioNS .......ccccviiiiiiiiieie e i e cisrriee e e e e e e e e s s s er e e e e e e e e e anaannns 44

8.2 Create a Data Object Using CDMI CoNteNt TYPE ...cooieviviiiiiriieeee st e e e e e e e 44
S T Y/ T o1 P PUEEERRR 44
8.2.2 Delayed Completion Of Create ........cccvviiiiiiiiieeei e e e e e s s e e e e e e e e e e e e 45
S B O~ o - o111 =PRSS 45
8.2.4  REQUESE HEAUEBIS ...uiiiiiiiiiiiee ettt e e e e et e e e e e e e e e e s s e et e e ereeaaaeaeeanaanns 46
8.2.5 RequeSt MESSAJE BOAY ......c.ccoiiiiiiiiiiiiiic e et e e e e e e e e e a e e e e e e e n e 46
8.2.6  RESPONSE HEAUEBIS ...oeviiieeeeee ittt e e e e e e s e s s e e e e e aeaeeeeanaannns 48
827 Dncpnnen l\llnccngn Rnr’ly ____________ 49
8.2.8 RESPONSE SEAIUS ...vvuniiiiiiiiiiieieeeiiiii et eeiii e e e ennin e s eenenn e b e 50
8.2.9  EXAMPIES ooiiiii it na e e e e ve e e 50

83 Create a Data Object using a Non-CDMI Content TYPE ....cccvvvveveereeeeeeenesiinsmirebiennenns e eiininnns 51
8.3.1  SYNOPSIS werrriiieeeiiiiiiiiiiiieeeer e et e e e e e e e e e s e e s nnnrnrnrnrresaeees e e b it nnrnnnrreeseeeenninns 51
8.3.2  Capability .....cccooiii e afh ke erees e 51
8.3.3  ReqUESE HEAUEIS ....ovvviiiiiiiiee i e e sirrneeee e e e eees [ 52
8.3.4 Request Message Body ...........ccceeevvvriieiiriieeeeeeiinsisienes b e [ 52
8.3.5 ReSPONSE HEAUEIS ...oovvvveeeeee it e e e e e e e e s snennnnnnnnnnneees [eeeeen s 52
8.3.6 Response Message Body ........ccccccvveeveiveieeeiiiiiiiiee oM e e 52
8.3.7  RESPONSE SEAIUS ..evvuniiiiiiiiiiiei et e Te o e eeeeeanninn s e e s eesinneeseesnns |oreeeeninnns 52
8.3.8  EXAMPIE oriiiiii iy rer e e e e e e e e s s s nnnnnnrnnnrreeenaes | eeennnnnn 53

84 Read a Data Object using CDMI Content TYPE .....idoseeiiroieiriireeieeeeeesisssinnnnnneeeeseesesess | orecennnn 53
8.4.1  SYNOPSIS wervvieeeeeiiiiiiiiiiiiiririerieeesesssssniafar s deteeeeeeessssrrrrnrerreraeeeessensnnnnrnnnrrees|aeeeeneinn 53
8.4.2 Capabilities .......cevvviriiiiiiiiiiiiieeeeeeire ™o | 53
8.4.3 ReqUESt HEAUEIS ....ouveeiiiiiii i e B et s e e e e e e e e e e e e e eeeeeessnnnnnnns | e 54
8.4.4 Request Message Body ......cccccome i | 54
8.4.5 ResSpoNSE HEAAErS ......uuvueeeeatliN s e e e e e e eeee e | 54
8.4.6 Response MeSSage BOUY ..od.ciiiiiiiiiiiiiiiieiiieieiiiiiiiiiiis s s e e e e e e e e eaeeeeeeesssnnsnnns | e 54
8.4.7 ReSPONSE STAIUS ..ovvuvre ittt e s e e s ensnnn e e sesnns |oreenenienn 57
8.4.8  EXAMPIES ..cooeeeeeeeee e e a e e e e e e e e e aeas e | 57

85 Read a Data Object using a Non-CDMI Content TYPE ....ccceveevvvvvenviiniiiiiinieneeeeeeeeeeeeeens feeveennnnnns 59
S TR T R SV g o] o ] eSS I 59
8.5.2  Capabilities . i a e e e e | 59
8.5.3  ReQUESE HEAUET ......vvviiiiiiiiii ittt e e e e snnrnnneeeeeeees e 59
8.5.4 RequesttMessage Body ......cccccoeiiiiiiiiiiiieee e | 59
8.5.5 ReSPONSE HEAUEIS ....ovvviiiiiiiiiiiiii e e e e e e e e e e e e e e eeeeaennsnnns | e 59
8.5.6 Response MesSage BOUY .....ccccceeviiiiiiiiiiiiiieeceeeeiis s e e e e e | 60
8.5.7 _RESPONSE STAIUS .evvuiiiiiiiiiiiiieeiiiiiii e teeisss e e s vinn e e s eeain e s sessesinnessesssnnnesessssss |oeeerennnnns 60
8.5.8 A EXAMPIES ..o a e e e e e e e e e e aeeaeaerenrnnnns | e 60

86 Update a Data Object using CDMI CONteNt TYPE ....vvvvveeiiiiiiieiiiiiieeeesiiieeessneieeeeessenne fee s 61
G RV g o] o ] £ OSSPSR I 61

o T ST OF - Yo T= o 11 = USSR I 61

LS 1SRG I = {=To (W=l [ T =7 1 SO 62
8.6.4 Request MeSSAQE BOAY .....cccooiiiiiii e 62
8.6.5  RESPONSE HEAUET ...vviiiiiiiiiie it e e e e et a e e as 64
8.6.6 ResSpoNSe MESSAJE BOUY .....uuiiiiiiiiii it e e e 64
8.6.7  RESPONSE STATUS oevvuniiiiiiiiiiiiee ittt s e e et e e s e e et e st e e aeb s e et ee s e e e eeeabaneaeeesrenns 64

S TSR T e T ] o] 1= 65

8.7 Update a Data Object using a Non-CDMI CONtENt TYPE ..cevvvveveririiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeeannnnns 66
T 0t RV g o o ] £ 66
T A O - Yo 7= o 11 =R 67

o TG T U= To [N =TS Al 1= To [T 67
8.7.4 Request MeSSAQGE BOAY .....ccooiiiiiii e 67
8.7.5  RESPONSE HEAUET ...vviiiiiiiii i e e e e e a e e as 67
8.7.6 ResSpoNSe MESSAJE BOUY .....uiiiiiiiiii i e e 68

©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

8.7.7  RESPONSE STALUS ..eevreeeiuiuniiiie e e e e e e e et ettt ettt et b a e e e e e e e e e aeateeeeeeeeeaesssssbannn e s 68
B.7.8  EXAMPIES .t e e e e e et e e e e e e e e e e aaaaann 68

8.8 Delete a Data Object using CDMI CONteNt TYPE ...ccooiiiiiiiiiiiiiii et 69
B.8. L  SYNOPSIS -eeeiiiiiiiiiiiiit ettt e e e e e e e e e et b et — e et e e taaa e e e e e e e nrebanareaeaaaaaeaaaaann 69
8.8.2  Capability .ooeeeiiii e e e e e e e e 69
8.8.3  REQUESE HEAUET ...ttt e e e e e e e e e e e e e aa e e e e e e annnes 69
8.8.4 Request MeSSAge BOOY ......ccooiiiiiiiiiiiiiii et a e e e 69
8.8.5  RESPONSE HEAUEBIS ....ooiiiiiiiiie ittt e e e e e e e e e e e e e e e e e e annns 69
8.8.6 RespoNse MeSSAQE BOAY ......cccuuieiiiiiiiiiiiae ettt e e e e e e 69
8.8.7  RESPONSE STALUS ...evreveiuiiiiiiie e e ettt e e e e e e e e e e e eaeeeeeeeeeeabbesbanna s 70
8.8.8  EXAMPIE oo e e e e 70

8.9 Delete a Data Object using a Non-CDMI CoNtent TYPE .....c.vvvveeiiiiiireeiiiiiee e 70
8.9.1  SYNOPSIS oeeeeeeeeteiitiiiiieeeee e e e e e e e e e e e e e e ettt e et e e e aaeaeaaaaateeeeeterererrrrarann e aaaan 70
8.9.2  Capability .....cooiii e o | 70
8.9.3  REQUESE HEAUEBIS ....eeeiiiiiiiiie ettt e e N | 70
8.9.4 Request Message Body ...........ocoocuiiiiiiiiiiiieiiiiiniiiiiiieeeeeeeee e 0 71
8.9.5 RespoNSe HEAUEIS .....oooiiiiiiiiiiiiiiiieee e e e e 71
8.9.6 Response Message Body ........cccccveeeieeiiiiiiiiiiiiiiiiiiieieeeeeeeeeee O e 71
8.9.7 RESPONSE SEALUS ...ovvvvuiniiniiiieieeeeeeeeeeeeeeeeeeeeeieiiiriiiiiies e e b eeeeeeeeeesenneenns fonieinn 71
8.9.8  EXAMPIE ..ooiiiii e e | 71

9 Cpntainer Object Resource OPerations .......ccccceeeeereeeeeeiniiiiiien o Nereeeeesssssssnnnnsnenseesseeess|onsssssinns 72
OIL  OVEIVIEW .ttt ettt e e sinee e e e STttt e e e sitree e e s nnneeeesssnnneees |orneee e s 72
9.1.1 Container Metadata ..........ccccceeeeiiiiereeniiiiiieee s e [ 73
9.1.2 Reserved Container NAMES ........cccoviiiiiiee e ieniiiiieeeeniieeeeessiieeee s snneee e [ 73
9.1.3 Container Object AddresSing .......cccoovveee B i [ 73
9.1.4 Container Object Representations ...... 54 . e [ 73

9R Create a Container Object using CDMI CONtENETYPE ..vvvveeiiiiiiieeeiiiiieeeenniieeeeennineeees e 74
9.2.1  SYNOPSIS weeeeeiiiiiiieeiiiiiie ettt s ettt e e e nebbe e e e s snnneee s e [ 74
9.2.2 Delayed Completion of Create s ..o [ 74
9.2.3  CapabIlitIeS .....veeeieiiiiiiie e e [ 74
9.2.4  ReqUESt HEAUEIS ......cooe ettt ettt siree e [ 75
9.2.5 Request MesSsage BOOY-. . .....oiuuiiieiiiiiieee ettt [ 75
9.2.6  ReSPONSE HEAUEIS %5 uiiiiiiiiiiiiiie ettt [ 77
9.2.7 Response MesSsage-Body ........ccccceviiiiiiiiiiiiiiiee et [ 77
9.2.8  RESPONSE StAIUS  ....iiieeiiiiieeeiiei ittt e e e e e e e e e e e s snninnnneeeeeens [ ene e 78
9.2.9  EXAMPIE .o e ee e | 79

93 Create a ContainerObject using a Non-CDMI Content TYPE ......ovcveeeeeiriiieeeeenniieeeeesJoieeeennns 80
O0.3.1  SYNOPSIS ittt e e e s nnbre e e e e snbneee s e [ ee e e 80
9.3.2  CAP@DIIILY ..eeeiiieiiiieiiie e | 80
9.3.3  REQUESE HEAUEIS .....eiiiiiiiiiiiiii ittt [ 80
9.3.4 _SRequest MeSSage BOAY .......ccoovuuiieiiiiiiieieiniiie ettt [ 80
9.3.5°7 RESPONSE HEAUEIS ....ooeiiiiiiiiieiiiiieee ettt snree e e [ 80
93,6 Response MesSSage BOAY .......cceeeeeiiiiiiieeiiiiiiie et [ 80
9:3. 7 RESPONSE SEALUS ....vviiiiiiiiiieeiiiiiii ettt e e e e e e s sennnnneeereees e e e 81
938 EAQIIIP:C ....................................................................................................................... 81

9.4 Read a Container Object using CDMI CONtENt TYPE .....vviiiiiiiiiiieeeiiiiiee et 81
S R 1Y/ [0 ] L T PP PP PP PP 81
9.4.2  CAPADIIILIES ....eeeiieii it 81
9.4.3  REQUESE HEAUEIS .. ..eiiiiiiiiiiii ettt e e e 82
9.4.4 Request MESSAGE BOOY ......cccoiiiiiiiiiiiiiiie ettt 82
9.4.5  RESPONSE HEAUEIS ...cooeiiiiiiieeiiitie ettt st e bb e e e e e 82
9.4.6 ReSpPONSE MESSAGE BOUY ....coouviiiieiiiiiiie ettt 83
9.4.7  RESPONSE SEALUS ...evvriiiiiiiieee ittt e e e e e e e et e e e e e e e s e s s r e e e e eeeeeaeaaaaae 84
9.4.8  EXAMPIES e 85

9.5 Update a Container Object using CDMI CONtENt TYPE ..ocoviviiiiiiiiiiiiee et 86
S TR R 1Y/ [0 ] L PR PP PP PPP 86
9.5.2 Delayed Completion of SNaPSNOL .........eeiiiiiiii e 87

©ISO/IEC 2012 — All rights reserved 5


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

9.5.3  Capabiliti®s ...cooiii e e e e e e e e e e 87
9.5.4  REQUESE HEAUEIS ...ttt ettt e e e e e e e e e st e e e e e aaaaeeeaaaaanns 87
9.5.5 Request MeSSAgE BOOY ......ccooiiiiiiiiiiiiiii et a e e e e e 88
9.5.6 RESPONSE HEAUEBK ...ttt e e e e e et e e e e e e e e e e e e e e ennennes 89
9.5.7 Response MeSSAge BOAY .....ccccuuiiiiiiiiiiiiiaa ettt e e e e e e e 89
O0.5.8  RESPONSE STALUS ..evvreteiuiniiiiiae e e ettt ettt e e e e e e e e e e e e e e e eeaeeesaebbesbanna s 89
0.5.9  EXAMIPIES it e e e e e e e e e e e bbb reeeaaaaaaaeaaaannn 90

9.6 Delete a Container Object using CDMI CONtENE TYPE .cvvvieieiiiiiiiiiiiieie et 91
O.6.1  SYNOPSIS eeteeiiitiiiie ettt ettt e e e e e e e e b e e e nbre e e e 91
9.6.2  CapabIility .oooeeeiei e e e e e e e e 91
9.6.3  REQUESE HEAUET ...ttt e e e e e e e e et e e e e e e aa e e e e e aannnes 91
9.6.4 Request MeSSAge BOAY ......ccooiiiiiiiiiiiiiii ettt e e e e e 91
9.6.5  RESPONSE HEAUEIS ....vvvuieiiiiiii ettt e et e e e e e e e e e e e e e e e eeeeeeeeeeneen s 91
9.6.6 Response Message BOAY .......ccccueiiiiiiiiiiiiiiiiiiiiiieeie e s | 91
9.6.7  RESPONSE STALUS ...evvereiiiniiiiiaiae e e e e e e e et et eeeeeeeieetabebeiis s e s e e e e e aeeeaeeeeeeeeesmmge unte |ennneanan s 92
9.6.8  EXamMPIe ..oooiiiiiiii e G T L 92

9]7 Delete a Container Object using a Non-CDMI Content TYPe ......ccovvvvveeeee i e oiieeeens 92
9.7.1  SYNOPSIS weeeiiiieeeiiiiiiiiiiiiieieeieaee e e e e e eeesiienieeeeeeaaaeseesessnnrnsnneeeeeessss G e 92
9.7.2  Capability .....coooiii e e e e 92
9.7.3  ReQUESE HEAUEIS ....uuiiiiiiiiieeiiii it eafetat e e e e enenreeeeeees e e 92
9.7.4 Request Message Body ...........ocooceiiiiiiiiiiiieiiiiinie Sl e e 93
9.7.5 ReSPONSE HEAUEBIS ....ooiiiiiiiieiiei et T et e e eeeieereeeeeee e e 93
9.7.6 Response Message BodY ........cccccveeeieeiiiiiiniiniiie oo eeeeieiieeeeeee e 93
9.7.7 RESPONSE SLALUS ...evvvrreninniiiiiiieeeeeeeeeeeeeeeeeeeeies S M e e e e e e eeeeeeeeeeneeees | 93
9.7.8  EXample ... S Lo 93

98 Create (POST) a New Data Object using CDMI Content TYPe ......cccceevvvvveveenniiineeeennn o 93
9.8.1  SYNOPSIS weeeeieeeeeiiiiiiiiiiiieieeeeeee e B e e 93
9.8.2 Delayed Completion of Create ........ . i eiieieeeeeees e 94
9.8.3  Capabilities ......coooiiiiee e A e e e 94
9.8.4 ReqUESt HEAUEIS ......ueeiiiiiieeeamfeeiiiiiiiiiiiiie e iieeeeee e e e 95
9.8.5 Request Message Body ......... i ieeeeeeeees e 96
9.8.6  RESPONSE HEAUEIS ...oooe it i ettt e e e e e e seenneereeeeeee e e 98
9.8.7 Response Message BOAY ™. .....cccuuueiiiiiiiiiiiiaaaie e e e eieiieeeeeeee e e 98
9.8.8  RESPONSE SEALUS ...uufideminniiiiiiiii ettt e e e e e e e eeeeeeeeneseenns | 99
9.8.9  EXAMPIES ..o S e | 100

99 Create (POST) a New Data Object using a Non-CDMI Content Type .......cccccovevveeeeennfoeennnns 101
0.9.1  SYNOPSIS weere it ettt ittt e e e e e e e e et e e e e e e s e e abrabreeeeeeeaaaaeeaaaannnrnnneeneeneees|oeeeaaanns 101
9.9.2  Capability .t e e e e nrnnneeeeees e e 101
9.9.3  REQUESTHEAUET ......eiiiiiiiiiiieee et e e e e e snnnneneeees | ee e 101
9.9.4 ReqUeSt MeSSage BOAY .........cccccueeeieiiiiiiieiiiiiiieeeesiieeeesssiineeeesssineeeeesssnnneeee s foreeeennns 101
9.9.5 RESPONSE HEAUET ....oeiiiiiiiiiiieiitiiee ettt e s e e e e snnneeee e [ 102
9.9.6 _<Response Message BOAY .......cccuueeiiiiiiiiiaiiiiiiiiiiieeieeee e e eiieeeeeeeeeee e e 102
9.9. 70\ RESPONSE STALUS ...evvuruuniniiiiiaieiee e ee e e e et eeeeeeeteatet b s e e e e e e e e aaeeaeeeeeesesssnsnnns |ornnnnnnns 102
9908 EXAMPIES oo e | 102

910 Create (POST) a New Queue Object using CDMI Content TYPe ........ccevvvveeveerivinenesfovnenenn 103
0101 —SYROPSIS T T T T T e 103
9.10.2 Delayed Completion Of Create ... 103
9.10.3 Capabilities .....coiieiiiiie et e e e e e e e e e e e e e aaa 104
9.10.4 REQUESE HEAUEIS ....eeeiiiiiiiie ettt e e e e e e e e et e e e e aeaaaeeeeaaannnes 104
9.10.5 Request MeSSage BOY ........ccoiiiiiiiiiiiiiii ettt e e e e e e 105
9.10.6 RESPONSE HEAUEBIS ..ooiiiiiieiiii ittt e e e e e e e e e e e eeaaaaaaeeeeaaannnes 106
9.10.7 ReSpoNsSe MeSSAQE BOAY .....ccuuuiiiiiiiiiiiie ettt e e e e e e e 106
9.10.8 RESPONSE SEALUS ....vviiiiiiiieieiiiiiiiirre et e e e e e e s s s r e e reee e e e e e s saaane 107
9.10.9 EXAMPIE oot 108

10 Domain Object ReSOUICe OPEratiONS ......ccceeiiiiiiriiieiiiieeie s e e 109
L0, OVEIVIEW .ttt ettt ettt ettt e oottt e o4 a bt e e+ 4a kb e et e e e oa b b et e e e e aabe et e e e e nbee e e e e anbbneeeeesbeeeeeane 109
10.1.1 Domain ODbJeCt MEtATALA ..........uveiieiiiiiiie et 109

©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

10.1.2 Domain ODJECt SUMMAIES .....ceiiiiieiiiiiiiiiet ettt e e e e e e e ee e 109
10.1.3 Domain Object MemDBErship ............ecoiiiiiiiii e 112
10.1.4 Domain Usage in ACCESS CONLIOl .......cooiiiiiiiiiiiiiiiiie e 114
10.1.5 Domain Object REPreSENtAtiONS .......ccciiiiiiiiiiiiiiiiiieiee e e e 115

10.2 Create a Domain Object using CDMI CONtENE TYPE ...uveiiiiiiiiiaeieeeii it 115
O R 1Y o] 1] PP PRSP 115
O O o - o1 111 PP EURPTPTRPIN 115
10.2.3 ReQUEST HEAUEIS ...coiiieiiiiiieee ettt e e e e e e e e e e e e eee e 115
10.2.4 Request MEeSSAgE BOOY .......uuuiiiiiiiiiiaii et 116
10.2.5 ReSPONSE HEAUEIS ...ttt ettt e e ettt e e e e e e e e e e e e e naneeeeeeeas 117
10.2.6 Response MeSSAge BOAY ........oooiiiiiiiiiiiiie e 117
10.2.7 RESPONSE STAIUS ..oeerieiiiiiiiiiiiiiie ittt e et e e e e e e e e e e e e e e e e s e s eeeees 118
O T = 10 ] [ PP PPPPRIN 118

10.3 Read a Domain Object using CDMI CONtENt TYPE .....c.evvveveverererereeeeeeereievereseeeeeen iy ererenenns 119
L10.3.1  SYNOPSIS eeiiiiiiititieeiieee e e e e e e e ettt e et e e e e e e e e e anbbnbeeeeeetaaaaeeeaaaannneneeeeeeesqrmte N e |eneeenees 119
10.3.2 CapabilitieS .........uueeiiiiiiiiiiiiiieeeeeee e LT e 119
10.3.3 Request Headers ........cooooiiiiiiiiiiiiiiieieeee e e | 119
10.3.4 Request Message Body ......ccccceeeeeviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeees G 119
10.3.5 ReSpoNSe HEAUEIS ......oooiiiiiiiiiiiiieee e iieieeeeeee e e e e Sheeeeee e e e e e e e | 120
10.3.6 Response Message Body ...t o | 120
10.3.7 RESPONSE STAIUS ...oovvveeiiiiiiiiiiiiiriiiieeeeeeenennirrnneeeen e s p s ennnnnnneeeee e e e e e [ 121
10.3.8 EXAMPIES ...oeeiiiiiiiiiiiiee et TR et e e e e e e e [ ee e 121

10.4 Update a Domain Object using CDMI Content TYPe .........fommreeeeiiieeeeennineeeeesnneeeeess foeeennns 122
10.4.1 SYNOPSIS coeeeiiiiiiiiiiiiiieieeaeeeeeeseiiiiieeeeeeeeeeeeeeesses S Mee e et ae e e e e e s s ssnneneeeeeeeeeee e e e s e | 122
10.4.2 Capability .......cccvuiiiiiiiiiiieeeeeeeeeee e S | 123
10.4.3 Request Headers ..ot S St eiiinieeeee e e e | 123
10.4.4 Request Message Body ......cccceeeeeeeeee e Y i | 123
10.4.5 ReSpoNSe HEAUEN ....ccooiiiiiiiiii e i ettt e e e e e e e e senenreeeee e e e e e e e e e | 124
10.4.6 Response Message Body ............ 8 e | 124
10.4.7 RESPONSE STALUS ...cooevieiiiiiieieigrmd e ee e ettt e e e e e e aeaaaeees [eennennnns 124
10.4.8 EXAMPIE oo ¥ ettt e e e e e e e nneeeeeeeeaaeee e |eeneeees 125

10.5 Delete a Domain Object using CDMECONIENT TYPE .....evvveeeiiiiiiieeiiiiieeeeriieeeeesniieeee e [ 125
10.5.1  SYNOPSIS coeeiiiiiiiiiiiiee e e e ettt ettt e e e e e e e e e s e sbenbeeeeeeaaaaeeeeesannnnnnnnenneeeaaaeeeesens|ennnneen. 125
10.5.2 Capability ... e ee e e e e e e | 125
10.5.3 ReqUESt HEAUEIS \ e . oo ettt ee e e e e e e e e | 125
10.5.4 Request MeSSAGEBOAY ........ocuviiiiiiiiiiieeiiiiet et [ 125
10.5.5 ReSpONSe HEAUEIS ......cooiiiiiiiiiiiiieee et reeee e e e e e e e | 126
10.5.6 ResponsetMessage Body ... | 126
10.5.7 RESPOIISE STALUS ....coeiiiiiiiiiiiiiiiiiiiiaaa e e e e e e e e aeaeaeeeeeeeessesbesabasa s aesaeeaeaaaaaaaaees[eennennnns 126
10.5.8 EXAMPIE ettt e e e e e e e e e nnnnenneeeeeeeaaeeee | eenneaees 126

11 Qpeue ObjeCt.ReSOUrCe OPEratiONS ........cccccveirirrriieriiireieessnirreressnreeeessnreeeesssnneeessssens feeesnnnnns 127
111 OVERMBW ...veiiieiiiiiiie e ettt ettt e ettt e e e sttt e e e st e e e e e sabbeeeeessnbnneeessnnnnneeessnnnnneeessoeeennnins 127
11.2.1 Queue Object Metadatal .........ccueeeieiiiiiiieeiiiitee e [ 128
11.1.2 Queue Object ADAreSSING ....occvveiieeiiiiieie et sene [ 128
1113 QUCUC CIUJCbt chl TSI |tat;U| | 128

11.2 Create a Queue Object using CDMI CONENE TYPE .ooeveiieeiiiiiieee ettt 128
O 1Y (o] o L PP PP PP PRR 128
11.2.2 Delayed Completion Of Create: ........cceiiiiiiiiiiiii e 128
11.2.3 CApabilIIES ...eeeiiiiiiiiiie it 129
11.2.4 ReQUESE HEAUEIS ....oiiiiiiiiiie ittt et e e e 129
11.2.5 Request MESSAGE BOAY .....ccoiiuiiiiiiiiiiiiie ittt 130
11.2.6 RESPONSE HEAUEIS ...ttt et e e e 131
11.2.7 ResSponse MeSSAQGE BOAY .......ooviiiiiiiiiiieiiiiiee et 131
11.2.8 RESPONSE STATUS ..oeiiieeeiiiiiiiitiie et e e e e e e e e e e e e e e e e e e s s e e et e e e e s e e s e s neeees 132
11.2.9 EXAMPIE ettt ettt e e b e e e e ba e e e e s nbaeeeeenaae 132

11.3 Read a Queue Object using CDMI CONtENE TYPE ..cooviiiiiiiiiiiiiiee ettt 133
IO T 1Y (o] o L PP P PPP TP 133

©ISO/IEC 2012 — All rights reserved 7


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

11.3.2 Cap@bIlItIES ...t e e e e a e e e e e e e e e anraee 134
11.3.3 ReQUEST HEAUEIS ...cooiiiiiiiiiee ettt e e e e e e e e e e e e e 134
11.3.4 Request MEeSSAgE BOAY .......uuiiiiiiiiiiiaia it 134
11.3.5 RESPONSE HEAUEIS .. ..ttt e e e ettt et e e e e e e e e e e e e nanneeeeeeas 134
11.3.6 Response MeSSAge BOAY ........oooiiiiiiiiiiiiiee e 135
11.3.7 RESPONSE STALUS ....cieiiiiiiiiiiiiiiitiaa e e e e e e e e e e e e e e e et et eeesaesbebaba b e s e s e e e e e aaaaaaaaeeeeeeasnnnnes 137
S IR T = 1y ] ][ PP UPRTURPRN 137

11.4 Update a Queue Object using CDMI CONtENE TYPE ...euueiiiiiiiiiiiieeeee it 139
3 R 1Y/  To ] 1] PP PRSP 139
N O o - o1 PP EPRPURTRTIN 139
11.4.3 ReqUESE HEAUEIS ...cooiiiiiiiii ettt e e e e e e e e e e e eee e 140
11.4.4 Request MeSSAgE BOAY .......uuiiiiiiiiiiiaii ittt a e 140
11.4.5 RESPONSE HEAUET ...coovveieeiiiiiieeee et e e e e e e e e e e e e eaeeeeeeeeeeesssrnenens 141
11.4.6 Response Message BodY ... | 141
11.4.7 RESPONSE STALUS ...ccieiiiiiiiiiiiiiiiiiiiiaae e e e e e e e e eeeeeeeeeeeeessesbesennnasasaeseeeeesprmte N e [eeenenenns 141
11.4.8 EXAMPIE oot e e nnnne e e snnneeee sl D Te e [ 141

11.5 Delete a Queue Object using CDMI Content TYPe .....ceevvevviirieeeennineeeee e e feeeee 142
11.5.1 SYNOPSIS coeeeiiiiiiiiiiiiieieeaeee e e eiieieeeeeeeeaa e e e s e s snnnnneeeeeeseeseeessssns lbe e eene e | 142
11.5.2 Capability ....cccceeiieiiiiiiiee e e e e ee e e e e e e e e | 142
11.5.3 RequUESt HEAEr .....cooiiiiiiiiiiieeeee e e e e e e e e | e 142
11.5.4 Request Message Body ......ccccueeeeeriieiiiiiiniiiiiiiiiieeeeee e e e | 142
11.5.5 ReSpoNse HEAUErS .....ccooiiiiiiiiiiiieee e 8 e ee e e e e e e e | 142
11.5.6 Response Message Body ........ccccccceoiiiiiiiiiiiccomTe e eee e | 142
11.5.7 RESPONSE STALUS .....ccoviiiiiiiiiiiiiiiiiiinineereeeeeeeee e e Mt e e e e e e e e e ees [eeenennnns 143
11.5.8 EXAMPIE oo S | 143

11.6 Enqueue a New Queue Value using CDMI Contept-TyPe ..cocoovvvveveeniniiieeeneniieneeeenee fee e 143
11.6.1 SYNOPSIS coeeiiuvriieeiiiirieeeeriireeeennireeee s B ettt [ 143
11.6.2 Capability ......oeeeiiiiiiiiieiiiiie e ittt et e e e e e e e s e e 143
11.6.3 Request Headers ... A et e e e e | 144
11.6.4 Request Message Body ........cmfdoiiiiiiiiiiiieeeeeeeee e eeeiiiieeeee e e e e | 144
11.6.5 ReSPONSE HEAUEIS ....ccooii e e eeeee e e e e e e e | 145
11.6.6 Response Message Body it ... e e | 145
11.6.7 RESPONSE STALUS ....coeiind ettt e e e e e e e e e e e e et e eeeeeeetbe b a e s e e e e e eeaaaaaaees [eennennnn 146
11.6.8 EXAMPIES oo i ettt e e e e e e eee e e e e e e e e | e 146

11.7 Delete a Queue Object Vallie using CDMI Content TYPe ......coovcvveeeerniiieeeenniiieeeeennee [ 148
L11.7. 1 SYNOPSIS oo e eee e ettt e e e ettt e e e ettt e e e siib et e e e s sbn et e e e anbereeeeannbeeeeeaanneeeeennnns [eeennnnns 148
11.7.2 Capability ... e e s [ 148
11.7.3 ReqUESE HEAUET .......cciiiiiiiiiiiiiiiiie ettt e e e snnree e e [ 148
11.7.4 RequesStiMessage BOAY ......cc.eeeeeiiiiiiiiiiiiiiiiieieee e | 148
11.7.5 ReSPONSE HEAUEIS ....cooiiiiiiiiiieeie ettt e e e reeee e e e e e e e e e e | 148
11.7.6 ReSponse MeSsage BOAY .......cccooiiiiiiiiiiiiiiiieiiiiiieee et [ 148
11.7.7 CIRESPONSE STALUS ...cieiiiiiiiiiiiiiiiiiiiia e e e e e e e e e e e e e e e eeeeeeeeeesbebabasa s s s e s e e e eeeaaaaaasees [eennennnns 149
11728 EXAMPIE ettt e e e e e s nnn e e e e e s [ree e 149

12 Cphpabitity Object ReSoUrce OPEerationsS .......cccccvevreiiiiirrirerinirenee e sinreee s ssnneeesssens fee e 150
11_.1 GVCI ViCVV ................................................................................................................................. 150
12.1.1 Cloud Storage System-Wide Capabilities ...........ccccoeiiiiiiiiiiiiiie e 151
12.1.2 Storage System Metadata CapabilitieS ..........cccooiiiiiiiiiiiiiie e 154
12.1.3 Data System Metadata CapabilitieS ...........cccccoiiiiiiiiiii e 154
12.1.4 Data Object CapabilitieS .........coiiiiiiiiii e 157
12.1.5 Container CapabiliieS .........cooiiiiiiiiiii e 157
12.1.6 Domain Object CapabilitieS ..........ccoiiiiiiiiiiii e 159
12.1.7 Queue Object Capabilities .........cooiiiiiiiiii e 160
12.1.8 Capability Object RepresSentations ............ccccceoiiiiiieiiiiiiie e 160

12.2 Read a Capabilities Object using CDMI CONtENt TYPE ..oeviiiiiiiieiiiiiiiee et 160
D 1Y (o] o L PP P RRP T PPR 160
12.2.2  CaPaDIlILY ... e e e e e e e ae 161
12.2.3 REQUESE HEAUEIS ....oiiiiiiiiiii ettt et e 161

©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

12.2.4 Request MESSAgE BOAY .......uuuiiiiiiiiiiiiii ittt 161
12.2.5 ReESPONSE HEAUEIS ...ttt et e e e e e e e e e e e e e ees 161
12.2.6 Response MeSSage BOAY ........ooooiiiiiiiiiiiiiiiee et 162
12.2.7 RESPONSE STALUS ....oieiiiiiiiiiiiiiiiit et e e e e e e e e e e e e et et eeeteesbe b bbb e e e a e e e e e aaaaaaaaeeeeeeasannnes 162
D I = 1y ] o] [P EPRTUPPRTIN 163

R I g o Yo T =T B = o) €Yo o ] K= USSR 165
R 20 @ L= =PTSRS 165
13.2 EXPOrted ProtOCOI STIUCIUIE .......ouuuiiiiiiiiiiiee ettt ettt e e e et e e e e sibeeeeeeaa 166
13.2.1 Mapping Names from CDMI to Another Protocol .............cccooiiiiiiiniiiiiieieeeee, 167
13.2.1.1  CApPabIlitIES ...ceeeiiieeiiie it 167

R T 7 B To 2 0 -1 SRR 167

132.1.3 Caching oo s 167

13.2.1.4 GrOUPS ooieeiiiiiiiiiieieeeete e e e e e s einnnneeeeeenee e s e s nssinnnnnneeeneseeesnns s b feeeneeenn 168

13.2.1.5 SYNOPSIS uviiiiieiiiiiiiee ettt e e ee e e e 168

13.2.2 AdMINISIrative USEIS .....ccooiiiiiiiiiiieieeee e sesiireeeen e e e e e e e e s snenneneeeees b e by s eenee | 169
13.2.3 User and Groupname Mapping Syntax and Evaluation Rules ......a0 O e, 169

13.3 Discovering and Mounting Containers via Foreign Protocols ...............a &5 e 170
13.4 NFS EXported ProtoCO! ........cceeeeeiiiiiiiiiiiiiiieeiiiiieee i siieeee e B e e 171
13.5 CIFS Exported Protocol ..........ccccoocuvieeeiiiiiiiieniniiieeesiniieeeesnniieeee s iieeee e sieeee e e 173
13.6 OCCI Exported ProtOCOl .........ccoeiiiiiiiieiiiiiiieeiiiiieeesiiiieeee e 0o siieeee e siieeeee e e 173
13.7 iISCSI Export Modifications ..........ccceeeeeriiiieeeenniieeeeeiieeee N e [ 174
13.7.1 Read CONAINET .....covviiieeeeeiiiiiiiiieieeeieee e e e e e e eeaeeeeeeeseeeenneenneeneeeeeeesees | eneiinens 174
13.7.2 Create and Update CONtaiNers .........cccceeevriieee St [ 174
13.7.3 Modify @n EXPOIt ....eeeieiiiiiiiieeiiiiiieee i ettt e e s [ 175

13.8 WebDAV Exported ProtoCol .........ccccceviiiiiieeiic e e | 175
14 SNAPSNOLS e A ettt e e e e e e e e e e e e e ennnberneeeeeaaaeeeeeennenne [raeeeeans 176
15 Serialization/Deserialization ..........ccoeceevisaf@eniiiiiiii e [ 177
15,1 OVEIVIEW oeiiiiiieeeieiieiciiiieeieeeeeeeeeessgdeen s enteaeeeeaaaaeeessssannnsstssteeeeeaaeeessessnnssnsnssnnneeneeneseesnnsosinneees 177
1%.2 Exporting Serialized Data ..........cifyteeeiiiiiieeiiiiieee it snbeee e s snneeee e [ 177
1%.3 Importing Serialized Data ........ 8. e ee e [ 177
15.3.1 Canonical FOrmat .55 .. i e e seieneeeee e e e e e e s | 178
15.3.2 Example JSON Canonical Serialized Format ..........ccccooevvveeriniineeniniieneeeene [ 178

G Y/ =T = - P U R RO PUUUUPPURRRPRRUUPUPPY APPPPRTTN 180
16.1 ACCESS CONIIOI i eeeierieeeeeiitrreeee s it eee e s et e e st e e e s s e e e e s snrneeeessnsnnneeessnnnneeessnnnneeess|oreennnnns 180
16.1.1 ACL ANDIACE SHUCIUIE ......viiiiiiieiiiee ettt ettt e e e e 180
16.1.2 ACENTYPES oottt e e e e e e e [ e e 180
16.1.3 JACE WRO ..ottt [ 180
16.1.4ACE FIAOS ...evviiiiiiiiiiie ittt [ 181
161557 ACE MASK BIlS .....ueviiieiiiiiiiee ettt [ 182
1606 ACL EVAIUALION ......oveiiiiiiiiiie et e e e [ 183
16.1.7 Example ACE Mask EXPreSSIiONS .......cccceiiiiiiiieeeiiiiiiiieeeeeeiiisiiisssn e se e e e e eeeeaeens feeenannnns 185
T6.1.8Canonical Format for ACE HexXadeCimal QUANUUES ...ccocvrroorreeeeroreeeeeormeeeennennes 185
16.1.9 JSON FOIMAL fOr ACLS ..oiiiiiiiiiiiie ittt ettt e s e e 186

16.2 Support fOor USEr Metadata ..........cccooeeeiiiiiiiiieeeeee s e e e e e e e e e e e e e e e e ee e 187
16.3 Support for Storage System Metadata ............ooovvvviieiiiiiiiiiii e ————— 187
16.4 Support for Data System Metadatal ............ooevvviiiiiiiiiiiiiis e 188
16.5 Support for Provided Data System Metadata ................evuveuiiiiiiiiiniiiieeeeeeeeeeeeeeeeeeeeeen 193
17 Retention and Hold Management ...t e e e e s s eeeeeeeeeeeeas 195
A R [ g1 oo [0 T i o o PP UUP TP TP 195
17.2 Retention Management DISCIPIINES .........uuiiiiiiiiiiiiaai e 195
17.3 CDMI RELENTION ...ttt ettt e e e e e e e ettt et e e e aaa e e e e e e e e anbbsbe e e e eaeaaaaaaeaasaanneeeeas 195
L17.4 CDMI HOI ...ttt e a et e e e skt e e e st e e e e e sabb e e e e e s aneeeeane 196
17.5 CDMI AULO-OEIELION ...ttt e e e e e ettt e e e e e e e e e e e e s e nnnbeneeeaans 198

©ISO/IEC 2012 — All rights reserved 9


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

17.6 Retention Security CONSIAEIAtIONS .........uiiiiiiiiiiaiiii it e e e e e e 198
S S YooY o =TT o =Tod o= 4 Y o PR 199
RS 70 g1 (oo [1 Tox 1o o PO O PP PP PUPPPPPPPPON 199
L18.2 EXAIMPIES .ottt ettt oottt e e e ettt e e e ookt bttt e ook b et e e e e ek be et e e e ah b be e e e e e bbbt e e e e abeeeeeane 199
18.3 Query MatChing EXPIrESSIONS .....ocuviiiiiiiiiiiiie ettt ettt ettt e e s e e s aeneeeeeas 200
19 RESUILS SPECITICATION oiiiiiiiii ittt et e s e e e e e s e nbre e s e nrneas 205
e I A oo 18 od 1o T o PP OT R PURUPR PPN 205
I T2 - g1 o] =SSP 205
P20 B o Yo o [ o S PP PP PPP PP 207
2“.1 CVCIV;CV\I ................................................................................................................................ 207
20.2 ODJECT LOGOING 1iiiiieiiieiiiiiitie ittt ettt e e e e e e e et eeee e e e e e e e s e s snnbnnnnseeeeeseesh e o] reeeeeens 207
20.3 SECUILY LOGQING -.oeiiiiiiieiieiieeee e e e e ettt e et e e e e e e s e s s aenbbeeeeeeaeaaeeeseesaennnnessee saae Y eeee|eneeeeeees 207
20.4 Data Management LOGQING .......ccccueuueeeiereiaaaeaeianiaiiiiieieeeeeeaaeaesessssnnneesseeees g fe e Mennnens |, 208
20.5 Logging QUEUES ......eiiiiiiiiiieeiaaaaae s e eieiieeeeeeeaaaeeesesssnnnnsseeeeeaeesseesessenssad b Teneeneeeeess|oenieeeen 208
20.6 Logging Security Considerations ............cccccceeeeeeriiiiiiiieiieeeneeeeeeeeeneeeeeee A S 210
21 Nptification QUEUES .........ooevvvvviviiiiiiiiieieieeeeeeeeeeeeeeeeeeeeveesssrninerses s dee e eeeeeeeevevvesvesns |, 211
22 QUEINY QUEBUES ..oiiieeiiiieiiieieeeeeeiiiiitees s s e e e e e e e eeeeeeeeeeeeenennnnnnnnnnnn s oo e eeeeeeeeeeeeeennnnnnnnnnnnnnnens |ornnnnnnns 215
22.1 OVEIVIEW .oieiiiiiiiiiiieee ettt e e snnneeee s ssnne e e e s Baead ettt e e snnneeeeesnnnnneeessnnnnes |enneeenns 215
22.2 Extending CDMI QUETY ...ciiiiiiiee ittt Tttt e e e e e e e e s e e ennnnsnseeeeeaaaeaeseeenns |ennnnnnens 217
Annex A
(normative)
TIANSPOIT SECUTITY ooiiiiiiiiiiie e et e e e e s e e e e e s snnnnne e e e e e e s ennnnnnees | eenanaes 218
AL INEFOAUCTION . A et e e s e e e e [ 218
Al2 General Requirements for HTTP Implementations ...........ccccccvviiiiieinnineeennieneensine [, 218
Al3 BaSIiC HTTP SECUIMLY ..eeiiiiiiiiiee e ettt ettt e ettt e et e e e st e e e s e snbne e e e e snns [ee e e 219
A4 HTTP 0VEr TLS (HTTPS) oo ettt ettt e e [ 219
Al5  Transport Layer SECUNLY (TLS)) . ..uuiii ittt ettt e e e e s [ee e 219
A5.1 CIpher SUILES ........ i e s | 220
A.5.2 Digital CertifiCatES T ettt | 220
Annex B

10

(ipnformative)
(21 oY Lo To 1= 1o o Y P PRPPPPRPPI PP 224

©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Figures
Figure 1 — Existing Data Storage Interface Standards ...........cccceeeriiiiiiiiiniiiiiier e e e e e e e e e 26
Figure 2 — Storage Interfaces for Object Storage Client Data .............ccoveecviiiiiiiiiieeee e 27
Figure 3 — Cloud Storage Reference MOEI ...........coooiiiiiiiiiiiiicecc e r e e e e 28
Figure 4 — CDMI ODBJECE MOAEI .....veeiieiiiee et e e e e e e e s e e e e e e e e e e e e s sseannrnrraneeaeees 30
Figure 5 — Object Transitions between Named and ID-0NlY ...........covviiireiiiiiiiiiiir e 31
FIgure 6 — ODJECE ID FOIMMAL .....uvuiiiiiieiiee e i e et e e e e e e e e e r e e e e e e s e e s s s et ea e e eeeeaaaeeaessasannsnnenaeeeeanan 32
Figure 7 — Hierarchy of CapabilitieS ........cccuuiiiiiiiiie e e e e s r e e e e e e 150
Figure 8 — CDMI and OCCI in an Integrated Cloud Computing Environment .............ccccccvvivveiveeeeeennnnn, 165
Figure 9 — Snapshot CONtAINEr STIUCLUIE ........uuiiiiieiieeeeii e ccccteer e e e e e e s s s s e e e e e e e s e s se b rennrreeeeeeas 176
T [T O @ ] oY1= L] (=T 111 S 196
Figure A-d-=—05}6 0t HOlH e T e 197
Figure|12 — Object Hold on Object with Retention ............cccccvvveeevrieeee i b 197
Figure|13 — Object with Multiple HOIAS .........cccuviiiiieiiiec e ceesirrreer e e e e e [ 197

©ISO/IEC 2012 — All rights reserved 11


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Tables
Table 1 — INterface FOIMMAL ........ccviiiieiei ettt e et e s e e s neree e 23
Table 2 — Key WOrd REQUITEMENES ......uviiiiieieeeeie i ittt e e eae e e s et sse e ateearaaeeeeaeesassssnsbasaeerresaeeeeaesaeannnens 24
Table 3 — Types of Resources in the MOAEL ............ooiiioiiiiiee e e e e e e 30
Table 4 — Creation/Consumption of Storage System Metadata ..........ceeveeeeeiiiiiiiiiiiieiiiiicee e 31
Table 5 — Relative URIs Resolved Against ROOt URIS .........cocoiiiiiiiiiiiiiicce e e e e 35
Table 6 — HTTP STAtUS COUES......cciiiiiiiiiiiiiee ittt et re e e st e e et e e nne e e sane e e snreeenneeaa 41
Table 7 — Request Headers for Creating a CDMI Data Object using CDMI Content Type ..........cccvveeeee. 46
Table 8 — Request Message Body - Create a Data Object using CDMI Content Type ..........cocecvvvvvvennnen. 46
Table 9 — Response Headers - Create a Data Object using CDMI Content TYPE ......uvvvvveveeeeeeiiiiicnvnnnnen. 48
Table 10 — Response Message Body - Create a Data Object using CDMI Content Type .......ccccvvvvvveerenn. 49
Table 11 =HTTP Status Codes--Create-a-Data ﬁhjnr\f ||Qing CDMIContent TVRe —rrrrerrrrrrrrrrrrry e 50
Table 12 — Request Headers - Create a CDMI Data Object using a Non-CDMI Content Type(.l.J}........... 52
Table 13 — HTTP Status Codes - Create a Data Object using a Non-CDMI Content Type (. oeveeeeee. 52
Table 14 — Request Headers - Read a CDMI Data Object using CDMI Content Type ....c..beeeeii]eeinnnene. 54
Table 15 — Response Headers - Read a CDMI Data Object using CDMI Content Type‘...........Jccc....... 54
Table 16 — Response Message Body - Read a Data Object using CDMI Content TYp€ .............]ccevveeeee. 54
Table 17 — HTTP Status Codes - Read a CDMI Data Object using CDMI Content Type ............}cc.oue... 57
Table 18 — Request Header - Read a CDMI Data Object using a Non-CDMI Content Type ........Jcc........ 59
Table 19 — Response Headers - Read a CDMI Data Object using a Non-EBMI Content Type ...|........... 59
Table 20 — HTTP Status Codes - Read a CDMI Data Object using a Nons€DMI Content Type ..J........... 60
Table 21 — Request Headers - Update a CDMI Data Object using COMI Content Type .............|eeveeeeee. 62
Table 22 — Request Message Body - Update a CDMI Data Object-ising CDMI Content Type....|........... 62
Table 23 — Response Header - Update a CDMI Data Object using"”CDMI Content Type ............)ovueeeeen. 64
Table 24 — HTTP Status Codes - Update a CDMI Data Object)using CDMI Content Type ..........J........... 64
Table 25 — Request Headers - Update a CDMI Data Object using a Non-CDMI Content Type ...]........... 67
Table 26 — Response Header - Update a CDMI Data Object using a Non-CDMI Content Type .J........... 67
Table 27 — HTTP Status Codes - Update a CDMI Data*Object using a Non-CDMI Content Type|........... 68
Table 28 — Request Header - Delete a CDMI Data ©bject using CDMI Content Type .........c.ooconfeeennnen. 69
Table 29 — HTTP Status Codes - Delete a CDMI Data Object using CDMI Content Type ..........Jccc.ceeee. 70
Table B0 — HTTP Status Codes - Delete a CDMI Data Object using a Non-CDMI Content Type.|........... 71
Table B1 — Container Metadatal...............e. Tt e e eeeeee e e | e 73
Table B2 — Request Headers - Create a.€ontainer Object using CDMI Content Type ................ ]oueeeeeeee. 75
Table B3 — Request Message Body~'Create a Container Object using CDMI Content Type........J........... 75
Table B4 — Response Headers ~Create a Container Object using CDMI Content Type ..............]oceeeeeeee. 77
Table 85 — Response Message Body - Create a Container Object using CDMI Content Type ....|........... 77
Table 86 — HTTP Status Cedes - Create a CDMI Container Object using CDMI Content Type...{........... 78
Table 87 — HTTP Status (Codes - Create a Container Object using a Non-CDMI Content Type ..{........... 81
Table B8 — Request Headers - Read a Container Object using CDMI Content Type ..........cccccee o 82
Table B9 — Response:Headers - Read a Container Object using CDMI Content Type........ccoeeoi]euiennnee. 82
Table 40 — Respanse Message Body - Read a Container Object using CDMI Content Type ......J.......... 83
Table 41 — HITP’Status Codes - Read a Container Object using CDMI Content Type ..............]oceeee 84
Table 42 ~(Request Headers - Update a Container Object using CDMI Content Type .............co.feeeenne 87
Table #3</Request Message Body - Update a Container Object using CDMI Content Type ......}J.......... 88
Table 424 —Response Header - Update a container Object Using COMT CONENT TYPE coorroooerrioeeeeeveeenes 89
Table 45 — HTTP Status Codes - Update a Container Object using CDMI Content Type ..........ccccuveeneee. 89
Table 46 — Request Header - Delete a Container Object using CDMI Content Type ........ccccoevveveeenninnne. 91
Table 47 — HTTP Status Codes - Delete a Container Object using CDMI Content Type..........cccceveeenunee. 92
Table 48 — HTTP Status Codes - Delete a Container Object using a Non-CDMI Content Type................ 93
Table 49 — Request Headers - Create a New Data Object using CDMI Content Type ........ccoccvveeeernninnen. 95
Table 50 — Request Message Body - Create a New Data Object using CDMI Content Type................... 96
Table 51 — Response Headers - Create a New Data Object using CDMI Content Type .......c..ccceeeeevnene 98
Table 52 — Response Message Body - Create a New Data Object using CDMI Content Type................ 98
Table 53 — HTTP Status Codes - Create a New Data Object using CDMI Content TYpe ........ccccveveernnnen 99
Table 54 — Request Header - Create a New Data Object using a Non-CDMI Content Type................... 101
Table 55 — Response Header - Create a New Data Object using a Non-CDMI Content Type ............... 102
Table 56 — HTTP Status Codes - Create a New Data Object using a Non-CDMI Content Type ............ 102

©ISO/IEC 2012 — All rights reserved 12


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 57 — Request Headers - Create a New Queue Object using CDMI Content Type...........coeevueees 104
Table 58 — Request Message Body - Create a New Queue Object using CDMI Content Type.............. 105
Table 59 — Response Headers - Create a New CDMI Queue Object using CDMI Content Type........... 106
Table 60 — Response Message Body - Create a New Queue Object with CDMI Content...................... 106
Table 61 — HTTP Status Codes - Create a New CDMI Queue Object using CDMI Content Type.......... 107
Table 62 — Required Metadata for a Domain ODJECT ...........uiiiiiiiiiiiii e 109
Table 63 — Contents of Domain SUMmMary ODJECLS ........coiiiiiiiiiii e 111
Table 64 — Required Settings for Domain Member User ODJECES ........c..eeviiiiiiiiiiiiiiiece e 113
Table 65 — Required Settings for Domain Member Delegation ObJectS...........eeveeviiiiiiiiiiiiiei e 114
Table 66 — Request Headers - Create a Domain Object using CDMI Content TYPe ........ccccveevvivneeeennns 115
Table 67 — Request Message Body - Create a Domain Object using CDMI Content Type ...........cc....... 116
Table 68 — Response Headers - Create a Domain Object using CDMI Content Type........cccccoevveeeeenns 117
Table 69 — Response Message Body - Create a Domain Object using CDMI Content Type ................. 117
Table YO — HTTP Status Codes - Create a Domain Object using CDMI Content Type ............cy.feeeens 118
Table 71 — Request Headers - Read a Domain Object using CDMI Content Type.........cccoomdn s 119
Table 72 — Response Headers - Read a Domain Object using CDMI Content Type........0 70 e 120
Table 13 — Response Message Body - Read a Domain Object using CDMI Content Type..........|cccc..... 120
Table 14 — HTTP Status Codes - Read a Domain Object using CDMI Content Type, e....cooocvni e 121
Table 75 — Request Headers - Update a Domain Object using CDMI Content TYPe........cccceeeviciveenns 123
Table 16 — Request Message Body - Update a Domain Object using CDMI CGontent Type .........J........ 123
Table 77 — Response Header - Update a Domain Object using CDMI Content Type.......cccccceevii e 124
Table 18 — HTTP Status Codes - Update a Domain Object using CDMI.€ontent Type................feeeeee. 124
Table 79 — Request Headers - Delete a Domain Object using CDMI Centent Type........ccccceeevvicn e 125
Table 80 — HTTP Status Codes - Delete a Domain Object using CODMI Content Type.......cccccoooetfeeeennns 126
Table 81 — Request Headers - Create a Queue Object using CDMJ Content Type ........cccceeeevvecfeeernns 129
Table 82 — Request Message Body - Create a Queue Object-using CDMI Content Type............]......... 130
Table 83 — Response Headers - Create a Queue Object using CDMI Content Type ......ccccceeevvineveennns 131
Table 84 — Response Message Body - Create a Queue:QObject using CDMI Content Type.........J......... 131
Table 85 — HTTP Status Codes - Create a Queue Objeet using CDMI Content Type ........ccoeceifernnnn 132
Table 86 — Request Headers - Read a Queue Object’using CDMI Content TYPe ........coovvveeeeenncieveeenns 134
Table 87 — Response Headers - Read a Queue,Object using CDMI Content Type .......cccceeeevveenfevernnns 134
Table 88 — Response Message Body - Reada-Queue Object using CDMI Content Type............]......... 135
Table 89 — HTTP Status Codes - Read a Queue Object using CDMI Content Type ........cccceeeviiefeveeenns 137
Table 90 — Request Headers - Update a(Queue Object using CDMI Content Type .......cccceeeevvicieveennns 140
Table 91 — Request Message Body =Update a Queue Object using CDMI Content Type............]......... 140
Table 92 — Response Header - Update a Queue Object using CDMI Content Type ........cocceeeeviiieveennns 141
Table 93 — HTTP Status Codes ~Update a Queue Object using CDMI Content Type .......ccccceevitfeveeennns 141
Table 94 — Request Header % Delete a Queue Object using CDMI Content TYpe .......cccoveveeeeeriiiveeenns 142
Table 95 — HTTP Status Cades - Delete a Queue Object using CDMI Content Type .......cccceeveenfeeeennns 143
Table 96 — Request Headers - Enqueue a New Queue Object Value using CDMI Content Type|......... 144
Table 97 — Request.Message Body - Enqueue a New Queue Value using CDMI Content Type .|......... 144
Table 98 — HTTP<Status Codes - Enqueue a New Queue Object Value using CDMI Content Type....... 146
Table 99 — Request Header - Delete a Queue Object Value using CDMI Content Type ............o.feeeeene 148
Table 100 ~HT TP Status Codes - Delete a Queue Object Value using CDMI Content Type ......|......... 149
Table 104~ System-Wide CapabilitieS..........c.uuiiiiiiiiiiiiiii e | 151
Table 102—Capabiliiesfor-Storage-System-Metadata————rrrreeerreeeeeeee = e 154
Table 103 — Capabilities for Data System Metadatal ..........ccuuveiiiiiiiiiiiiiii e 154
Table 104 — Capabilities for Data ODJECES ........uuiiiiiiiiiie e 157
Table 105 — Capabilities fOr CONTAINETS ........iiieiiiii e e e e e e e e s e rreeeeaaeaeeeean 157
Table 106 — Capabilities for DOmMain ODJECES ........coiiiiiiiiiiiiii e 159
Table 107 — Capabilities for QUEUE ODJECES.........cooc e e e e e e s rrrereeaeeeeeeas 160
Table 108 — Request Headers - Read a Capabilities Object using CDMI Content TYPe ........coocvveeeerns 161
Table 109 — Response Headers - Read a Capabilities Object using CDMI Content Type........ccccceeeenee 161
Table 110 — Response Message Body - Read a Capabilities Object using CDMI Content Type ........... 162
Table 111 — HTTP Status Codes - Read a Capabilities Object using CDMI Content Type ..........ccceeennee 162
TADIE 112 — ACE TYPES . iitiiiee ittt ettt ettt e e e e ottt e e e e abe et e e e aa b b et e e e e abbe e e e e s anbbeeeeeannbaeeeeenanbaeenae 180
QLI o) Lo B YV To T o =T o )= PSPPSR 181
LI L] (I A AN @ =T L PP PPPPPPPRPRPN 181

13 ©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 115 — ACE BIt MASKS.....cco ittt e et e et e e e s st e e e e s snreeena 182
Table 116 — Storage SYStemM MeEtAOALA ........cooeeiiiiiiiie ettt e e rreeeaaaaaaaeeas 187
Table 117 — Data SYStemM MeTAT@LA ........uuueiiiiiiiaee ettt e e e e e eeeaaaaae s 188
Table 118 — Provided Values of Data Systems Metadata Items ..........ccuuviiiiiiiiiiiiiiieece e 193
Table 119 — Query MatChing EXPreSSIONS. ......ccoiiiiiiiiiit ettt ettt e e e e e e e e e e e s e reeeeaeaaaaeaeas 200
Table 120 — Required Metadata for a LOgging QUEUE ..........ccuiiiiiiiiaiiiiiiiiiiiiiiiie e e e e e e e aaaa e 208
Table 121 — Logging StatuS Metad@ta. .......cueeeiiiiiiiiiieie e e e et e e e e e e e e e e e e e annnes 209
Table 122 — Required Metadata for a Notification QUEUE ............c.eeiiiiiiiiiiiieiiee e 211
Table 123 — Notification Status MEtadata.............coiurriiiiiiiiiiii e 214
Table 124 — Required Metadata for 8 QUErY QUEUE ........ocuuuiiiieiiiiiiie ettt 215
Table 125 — QUery StatuS METAGALA. ... ....ccciiiuiiiiiei ittt e e st e e s aenneeee s 216

©ISO/IEC 2012 — All rights reserved 14


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

INFORMATION TECHNOLOGY -
CLOUD DATA MANAGEMENT INTERFACE (CDMI™)

Foreword

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or
IEC participate in the development of International Standards. Their preparation is entrusted to technical
committees; any ISO and IEC member body interested in the subject dealt with may participate in this
preparatory work. International governmental and non-governmental organizations liaising with ISO and
IEC algo participate in this preparation.

In the field of information technology, ISO and IEC have established a joint technical committee| ISO/IEC
JTC 1.|Draft International Standards adopted by the joint technical committee are circulatéd to npational
bodies|for voting. Publication as an International Standard requires approval by at Jeast 75 % of|the
national bodies casting a vote.

The fofmal decisions or agreements of IEC and ISO on technical matters express, as nearly as [possible,
an intgrnational consensus of opinion on the relevant subjects since each\téchnical committee hjas
representation from all interested IEC and ISO member bodies.

IEC, 190 and ISO/IEC publications have the form of recommendations for international use and|are
accepted by IEC and ISO member bodies in that sense. Whilesall'reasonable efforts are made tp ensure
that thé¢ technical content of IEC, ISO and ISO/IEC publications'is accurate, IEC or ISO cannot be held
resporisible for the way in which they are used or for any misinterpretation by any end user.

In ordgr to promote international uniformity, IEC and IS© member bodies undertake to apply IEG, 1ISO and
ISO/IELC publications transparently to the maximum'extent possible in their national and regiond|
publications. Any divergence between any ISO/IE€ publication and the corresponding national ¢r regional
publicgtion should be clearly indicated in the Jatter.

ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered rgsponsible
for any equipment declared to be in conformity with an ISO/IEC publication.

All users should ensure that they have the latest edition of this publication.

No liahQility shall attach to IEC or ISO or its directors, employees, servants or agents including individual
expert$ and members of their technical committees and IEC or ISO member bodies for any persanal injury,
properfy damage or other damage of any nature whatsoever, whether direct or indirect, or for cQsts
(includjng legal fees)and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC
publicgtion or any<©ther IEC, ISO or ISO/IEC publications.

Attentipn is-drawn to the normative references cited in this publication. Use of the referenced pyblications
is indigpensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this International Standard may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 6.

IMPORTANT — The ‘colour inside’ logo on the cover page of this publication indicates that it contains
colours which are considered to be useful for the correct understanding of its content. Users should
therefore print this document using a colour printer.
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Introduction

This CDMI™ international standard is intended for application developers who are implementing or using
cloud storage. It documents how to access cloud storage and to manage the data stored there.

This document is organized as follows:

1 - Scope Defines the scope of this document

2 - References Lists the normative references for this document

3 - Terms Provides terminology used in this document

4 - Cdnventions Describes the conventions used in presenting the interfaces and

the typographical conventions used in this document

5 - OVerview of Cloud Storage Provides a brief overview of cloud storage and détails the

philosophy behind this International Standard-as a model for the
operations
6 - Cdmmon Operations Gives an example of the resources that may be accesged and

the representations used to madify-them

7 - Interface Standard Provides a description of HTTIP status codes, Cloud Data
Management Interface (CDMI) object types, object refgrences,
and object manipulations

8 - Dgta Object Resource Operations Provides the normative standard of data object resourde
operations

9 - Cgntainer Object Resource Operations Provides.the'normative standard of container object regource
operations

10 - Domain Object Resource Operations Provides the normative standard of domain object resgurce
operations

11 - Queue Object Resource Operations Provides the normative standard of queue object resoyrce
operations

12 - dapability Object Resource Operations Provides the normative standard of capability object resource
operations

13 - BExported Protocols Discusses how virtual machines in the cloud computing
environment may use the exported protocols from CDMI
containers

14 - Snapshots Discusses how snapshots are accessed under CDMI cpntainers

15 - Serialization/Deserialization Discusses serialization and deserialization, including import and

export of serialized data under CDMI

16 - Metadata Provides the normative standard of the metadata uisedlin the
interface
17 - Retention and Hold Management Describes the optional retention management disciplines to be

implemented into the system management functions

18 - Scope Specification Describes the structure of the scope specification for JISON
objects
19 - Results Specification Provides a standardized mechanism to define subsets of CDMI

object contents

20 - Logging Describes CDMI functional logging for object functions, security
events, data management events, and queues
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21 - Notification Queues

22 - Query Queues

Annex A - (normative) Transport Security

Annex B - (informative) Bibliography

ISO/IEC 17826:2012(E)

Describes how CDMI clients may efficiently discover what
changes have occurred to the system

Describes how CDMI clients may efficiently discover what
content matches a given set of metadata query criteria or full-
content search criteria

Provides normative text for securing the HTTP communications
protocol for transferring CDMI messages

Provides informative references that may contain additional
useful information
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1 Scope

This CDMI™ international standard specifies the interface to access cloud storage and to manage the data
stored therein. This international standard applies to developers who are implementing or using cloud
storage.

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

The pr ; ; (s, as
identified in this clause, are valid within the context of this international standard. The referencefto such a
specification within this international standard does not give it any further status within ISO/IEC |In
particular, it does not give the referenced specifications the status of an international standard.

ISO 3166, Codes for the representation of names of countries and their subdivisians)(Parts 1, 2[and 3)
ISO 42317:2008, Codes for the representation of currencies and funds

ISO 8§01:2004, Data elements and interchange formats — Information interehange — Representgation of
dates and times

ISO/IE[C 9594-8:2008, Information technology -- Open Systems Interconnection -- The Directory: Public-
key and attribute certificate frameworks

ISO/IEC 14776-414, SCSI Architecture Model - 4 (SAM-4)

IEEE $td 1003.1, 2004, POSIX ERE, The Open Group, Base Specifications Issue 6 - http://ww\.unix.org/
version3/ieee_std.html

RFC 2p45, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Messag¢ Bodies -
http://lwww.ietf.org/rfc/rfc2045.txt

RFC 2119, Key Words for Use in RFCs(to Indicate Requirement Levels - http://tools.ietf.org/html/rfc2119
RFC 2p46, The TLS Protocol Version'1.0 - http://www.ietf.org/rfc/rfc2246.txt
RFC 2p78, Structure of Management Information Version 2 (SMIv2) - http://www.ietf.org/rfc/rfc2578.txt
RFC 2p16, Hypertext Transfer Protocol -- HTTP/1.1 - http://www.ietf.org/rfc/rfc2616.txt

RFC 2517, HTTP Authentication: Basic and Digest Access Authentication - http://www.ietf.org/rfc/
rfc2617.txt

RFC 3p80, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (ERL)
Prafile - http://www.ietf.org/rfc/rfc3280.txt

RFC 3

RFC 3720, Internet Small Computer Systems Interface (iSCSI) - http://www.ietf.org/rfc/rfc3720.txt
RFC 3986, Uniform Resource Identifier (URI): Generic Syntax - http://www.ietf.org/rfc/rfc3986.txt
RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1 - http://www.ietf.org/rfc/rfc4346.txt

RFC 4627, The Application/JSON Media Type for JavaScript Object Notation (JSON) - http://www.ietf.org/
rfc/rfc4627.txt

RFC 4648, The Basel6, Base32, and Base64 Data Encodings, http://www.ietf.org/rfc/rfc4648.txt

RFC 4918, HTTP Extensions for Web Distributed Authoring and Versioning (WebDAYV) -
http://www.ietf.org/rfc/rfc4918.txt
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RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2 - http://www.ietf.org/rfc/rfc5246.txt
RFC 6208, Cloud Data Management Interface (CDMI) Media Types - http://www.ietf.org/rfc/rfc6208.txt
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3

Terms

For the purposes of this document, the following terms and definitions apply.

3.1

Access Control List

ACL
a persi

stent list, commonly composed of Access Control Entries (ACESs), that enumerates the rights of

principals (users and groups) to access resources

3.2

CDM|™

Cloud Pata Management Interface

3.3

CIFS

Commpn Internet File System

3.4

cloud ptorage

see D3dta storage as a Service

35

CRC

cyclic redundancy check

3.6

CRUD

create] retrieve, update, delete

3.7

Data sforage as a Service

DaaS

delivery of virtualized storage and data'services on demand over a network, based on a request for a given

servicg level that hides limits to scalability, is either self-provisioned or provisionless, and is billed based on

consurption

3.8

domaip

a sharg¢d user authorization database that contains users, groups, and their security policies an¢l

associgted accounting-information

Note: | Each CDMI object belongs to a single domain, and each domain provides user mapping and
aceounting information.

3.9 aventualconsistensy

a behavior of transactional systems that does not provide immediate consistency guarantees to provide
enhanced system availability and tolerance to network partitioning

3.10
HTTP

HyperText Transfer Protocol

3.11

Infrastructure as a Service

laaS

delivery over a network of an appropriately configured virtual computing environment, based on a request
for a given service level

©ISO/IEC 2012 — All rights reserved
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Note: Typically, 1aaS is either self-provisioned or provisionless and is billed based on consumption.

3.12
iSCSI
Internet Small Computer Systems Interface (see RFC 3720)

3.13
LUN
Logical Unit Number (see ISO/IEC 14776-414)

3.14
MIME
Multipurpose Internet Mail Extensions (see RFC 2045)

3.15
NFS
Netwofk File System (see RFC 3530)

3.16
object
an entity that has an object ID, a unique URI, and contains state

Note: | Types of CDMI objects include data objects, containers, capabilities, domains, and quedes.

3.17
object|identifier
a globally-unique value assigned at creation time to identify)an object

3.18
OCCI
Open Cloud Computing Interface (see OCCI spetification)

3.19
Platfofm as a Service
PaaS
deliverly over a network of a virtualized programming environment, consisting of an application dgployment
stack Rased on a virtual computing environment

Note: | Typically, PaaS is-based on laaS, is either self-provisioned or provisionless, and is billed based on
consumption.

3.20
POSIX
Portabje Operating System Interface (see IEEE Std 1003.1)

3.21
private cloud

delivery of SaaS, PaasS, laaS, and/or DaasS to a restricted set of customers, usually within a single
organization

Note: Private clouds are created due to issues of trust.
3.22

public cloud
delivery of SaaS, PaasS, laaS, and/or Daas to, in principle, a relatively unrestricted set of customers
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3.23

Representational State Transfer

REST

specific set of principles for defining, addressing, and interacting with resources addressable by URIs (see
REST thesis)

3.24

RPO

recovery point objective

3.25

RTO

recovery time objective

3.26

servick level

performance targets for a service

3.27

Software as a Service

SaaS

delivery over a network, on demand, of the use of an application

3.28
techng
than p

3.29
Unifor
URI
compa

3.30

thin provisioning
logy that allocates the physical capacity of a volume or file‘system as applications write d
e-allocating all the physical capacity at the time of proviSioning

M Resource Identifier

ct sequence of characters that identifies an-abstract or physical resource (see RFC 3986

virtualjization

presen
physic

3.31
WebD
Web D

3.32
XAM
eXteng

tation of resources as if they afe physical, when in fact, they are decoupled from the und
bl resources

h\/
istributed Authoting and Versioning (see RFC 4918)

ible Access Method (see INCITS 464-2010)

erlying
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Conventions

Interface Format

Each interface description has nine components, as described in Table 1.

Table 1 - Interface Format

Component Description

Synopsis The GET, PUT, POST, and DELETE semantics

Delayed Completion of Create

For long-running operations, a description of behavior when the operation does

not immediately complete

Capabilities A description of the supported operations
Requést Headers The request headers, such as Accept, Authorization, Contént-Length, Content-
Type, X-CDMI-Specification-Version
Requést Message Body A description of the message body contents
Respgnse Headers The response headers, such as Content-Length; Content-Type
Respgnse Message Body A description of the message body contents
Respgnse Status A list of HTTP status codes
Example An example of the operation
4.2 | Typographical Conventions
All code text is shown in a fixed-width font, as fallows:
EXAMALE
PUIr /MyContainer/MyDataObject.txt HTTP/1.1

Ho
Ac
Co
X-

{

5t cloud.example.com

cept: application/cdmi-sobject
htent-Type: application/cdmi-object
CDOMI-SpecificationsVersion: 1.0.2

"mimetype'\> "text/plain’,

"metadata® : {

}s o ) )
"value™ : "This is the Value of this Data Object"

4.3

Request and Response Body Requirements

In request and response message body tables, the Requirement column contains one of the following
three values:

L]

Mandatory. The value specified in this row shall be provided.

Conditional. If the condition(s) specified in the "Description” cell of this row (to the left of the

Requirement) is met, the value specified in this row shall be provided. Otherwise it may

be

provided unless the Description specifically prohibits it, in which case it shall not be provided.

Optional. The value specified in this row may be provided.
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4.4 Key Word Requirements
In this international standard, the key words in Table 2 shall be interpreted as described in RFC 2119.

Table 2 - Key Word Requirements

Key Words Description

shall An action described with any of these key words is unconditionally required.

must

required

shall not An action described with either of these key word phrases is unconditionally prohibited.
must not

should Valid reasons may exist in specific circumstances to ignore a particular action described with
recommended either of these key words, but the full implications must be understood and carefully weighed

before choosing a different course.

should not Valid reasons may exist in specific circumstances to accept a particular action desgribed by
not recommended either of these key word phrases, but the full implications should bg, ufiderstood andl the case
carefully weighed before implementing any action described with\these key words.

may An action described with either of these key words is truly gptienal. One vendor may choose
optionjal to include the option because a particular marketplace reguites it or because the vepdor feels
that it enhances the product, while another vendor may.omit the same option. An
implementation which does not include a particular‘eption must be prepared to intgroperate
with another implementation that does include the option, though perhaps with reduced
functionality. Likewise, an implementation which does include a particular option must be
prepared to interoperate with another impleémentation that does not include the opfjon
(except, of course, for the feature the option provides).
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5 Overview of Cloud Storage

5.1

Introduction

When discussing cloud storage and standards, it is important to distinguish the various resources that are
being offered as services. These resources are exposed to clients as functional interfaces (i.e., data paths)
and are managed by management interfaces (i.e., control paths). This international standard explores the
various types of interfaces that are part of offerings today and shows how they are related. This
international standard defines a model for the interfaces that may be mapped to the various offerings and
a model that forms the basis for cloud storage interfaces into the future.

Another important concept in this international standard is that of metadata. When managing large

amounts of data with differing requirements, metadata is a convenient mechanism to express-th
requirgments in such a way that underlying data services may differentiate their treatment-ofthe
meet those requirements.

The agpeal of cloud storage is due to some of the same attributes that define othercloud servic
you gd, the illusion of infinite capacity (elasticity), and the simplicity of use/managenent. It is thg

import
busine

5.2

The us
used 4
abstra
how it

The clgud abstraction of complexity produces a sifaple base on which other features can be bui

generg
is the
recent

Thus,
for this

5.3

By abs
actual
definiti

ose
data to

PS: pay as
refore

nt that any interface for cloud storage support these attributes, while allowing for a multijude of

5S use cases.

What is Cloud Storage?

cloud as the icon for a network. The cloud represents.any-to-any network connectivity in
Ct way. In this abstraction, the network connectivity.in the cloud is represented without co
s made to happen.

| cloud model extends this base by adding a pool of resources. An important part of the cl

innovation that has made this possible is virtualization.

tloud storage is simply the delivery of virtualized storage on demand. The formal term tha
is Data storage as a Seryice-(DaaS).

Data Storagelas a Service

tracting datasstorage behind a set of service interfaces and delivering it on demand, a wid

DN is that-which is delivered in fixed-capacity increments instead of based on demand.

e of the term "cloud" in describing these new models arese from architecture drawings that typically

an
hcern for

t. The
pud model

oncept of a pool of resources that is;drawn from, on demand, in small increments. A relafively

tis used

P range of

pfferings, and-implementations are possible. The only type of storage that is excluded from this
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An important part of any DaaS offering is the support of legacy clients. Support is accommodated with
existing standard protocols such as iSCSI (and others) for block and CIFS/NFS or WebDAV for file

network storage, as shown in Figure 1.

Block Storage Client  Filesystem Client

\

T~

ISCSI LUNSs, Targe POBIX (NFS, CIFS,

WebDAV)

Figure 1 - Existing Data Storage Interface Standards

The difference between the purchase of a dedicated appliance and that of cloud storage is not the

functio
what th
Numbg
of grar
actual
actual

Managd
throug

hal interface, but the fact that the storage is delivered on demand. The customer pays fo
ey actually use or what they have allocated for‘use. In the case of block storage, a Logig
r (LUN), or virtual volume, is the granularity-g¥allocation. For file protocols, a file system
ularity. In either case, the actual storage.space may be thin provisioned and billed for ba
usage. Data services, such as compression and deduplication, may be used to further re
Space consumed.

ing this storage is typically done out of band for these standard data storage interfaces, ¢
N an API, or more commonly,\through an administrative browser-based user interface. Th

band interface may be used to invoke other data services as well (e.g., snapshot and cloning).

In this
expos§
also se
aggreg

Each d@
interfa

model, the underlying-storage space exposed by the out-of-band interfaces is abstracted
d using the notion.of a container. A container is not only a useful abstraction for storage
rves as a grouping of the data stored in it and a point of control for applying data service
ate.

ata ohject’is created, retrieved, updated, and deleted as a separate resource. In this type
Le, a container, if used, is a simple grouping of data objects for convenience. Nothing pre

either

al Unit

is the unit
sed on
duce the

ither
is out-of-

and
bpace, but
5 in the

of
vents the
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concept of containers from being hierarchical, although any given implementation might support only a
single level (see Figure 2).

i |

Object

CRUD
operations via
HTTP

%]

torage Client

Figure 2 - Storage Interfaces for Object Storage Client-Data

5.4 | Data Management for Cloud Storage

Many ¢f the initial offerings of cloud storage focused on a kind of "best effort” quality of storage service and
ignoredl most other types of data services. To address the needs of enterprise applications with|cloud
storage, however, there is an increasing need to offer better‘quality of service and the deployment of
additiopal data services.

Cloud ptorage may lose its abstraction and simplicity:benefits if new data services that require domplex
management are added. Cloud storage customers.are likely to resist new demands on their timg (e.qg.,
setting|up backup schedules through dedicated-interfaces, deploying data services individually for data
elements).

By supgporting metadata in a cloud storage interface and prescribing how the storage system and data

systenm metadata is interpreted to meet the requirements of the data, the simplicity required by the cloud
storagé model may be maintained while still addressing the requirements of enterprise applicatipns and
their data.

User njetadata is retained by the cloud and may be used to find the data objects and containerd by
perforrning a query for(specific metadata values. The schema for this metadata may be determiped by
each dpplication, demain, or user. For more information on support for user metadata, see 16.2

Storage system meétadata is produced/interpreted by the cloud offering and basic storage functipns (e.qg.,
modifi¢ation-and access statistics, access control). For more information on support for storage [system
metadata;,see 16.3.

Data system metadata is interpreted by the cloud offering as data requirements that control the operation
of underlying data services for that data. It may apply to an aggregation of data objects in a container or to
individual data objects, if the offering supports this level of granularity. For more information on support for
data system metadata, see 16.4.

5.5 Data and Container Management

There is no reason that managing data and managing containers should involve different interfaces.
Therefore, the use of metadata is extended from applying to individual data elements to applying to
containers of data as well. Thus, any data placed into a container inherits the data system metadata of the
container into which it was placed. When creating a new container within an existing container, the new
container would similarly inherit the metadata settings of its parent's data system metadata. After a data
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element is created, the data system metadata may be overridden at the container or individual data
element level, as desired.

Even if the provided interface does not support setting metadata on individual data elements, metadata
may still be applied to the containers. In such a case, the interface does not provide a mechanism to
override metadata that an individual data element inherits from its parent container. For file-based
interfaces that support extended attributes (e.g., CIFS, NFSv4), these extended attributes may be used to
specify the data system metadata to override that specified for the container.

5.6 Reference Model for Cloud Storage Interfaces

The Cloud Storage Reference Model is shown in Figure 3.

Clients acting in the role of using a data storage interface

Client§ can be inside the
storage cloud (i.e.,
providing storage
resouifces to the cloud as
well a$ consuming them)

or outpide the storage — — — —
cloud [i.e., only consuming = = Object Storage Client XAN_Client
— = XAM VIM
resoutes): — — A for CDMI Dathbase/Table
tor o Client
Block Storage Client File System Client "

Exports to cloud
computing

iSCSI, FC, FCoE specific interfages

LUNs, Targets

POSIX (NFS,

Manadement of the cloud
storage can be standalone 4
or parf of the overall cloud
compyting management. ,

4

Draws regources

L;-)
Dé4ta/Storage Lnfarmatinn
Mangdgement Client Information
Services
(future)

Cliepts{acting in the
role© anaging dats
storage

Figure 3 - Cloud Storage Reference Model

This model shows multiple types of cloud data storage interfaces that are able to support both legacy and
new applications. All of the interfaces allow storage to be provided on demand, drawn from a pool of
resources. The storage capacity is drawn from a pool of storage capacity provided by storage services.
The data services are applied to individual data elements, as determined by the data system metadata.
Metadata specifies the data requirements on the basis of individual data elements or on groups of data
elements (containers).
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5.7 Cloud Data Management Interface

The Cloud Data Management Interface (CDMI™) shown in Figure 3 may be used to create, retrieve,
update, and delete objects in a cloud. The features of the CDMI include functions that

« allow clients to discover the capabilities available in the cloud storage offering;
¢ manage containers and the data that is placed in them; and
« allow metadata to be associated with containers and the objects they contain.

This international standard divides operations into two types: those that use a CDMI content type in the
HTTP body and those that do not. While much of the same data is available via both types, providing both
allows for CDMI-aware clients and non-CDMI-aware clients to interact with a CDMI provider.

domains,
le by
exposed

htions in

REST).

ta. The
by which
the dafa is managed is termed the control path. CDMI specifies, bdth'a data path and control patH interface.

CDMI floes not need to be used as the only data path and.is\able to manage cloud storage properties for
any data path interface (e.g., standardized or vendor specific).

Contaiper metadata is used to configure the data requirements of the storage provided through fthe
exported protocol (e.g., block protocol or file protocol) that the container exposes. When an
implementation is based on an underlying file system to store data for a block protocol (e.g., iIS¢SI), the

CDMI gontainer provides a useful abstractionor representing the data system metadata for the| data and
the strlictures that govern the exported protocols.

A cloudl offering may also support domains that allow administrative ownership to be associated with
stored |objects. Domains allow the\standard to (among other things):

¢ | determine how usertcredentials are mapped to principals used in an Access Control List (ACL),

« | allow granting of(special cloud-related privileges, and

¢ | allow delegationto external user authorization systems (e.g., LDAP or Active Directory)
Domains may alse’be hierarchical, allowing for corporate domains with multiple children domairjs for

departnents_oriindividuals. The domain concept is also used to aggregate usage data that is uged to bill,
meter,[and@onitor cloud use.

Fina||y r‘npnhilifinc allow a client to discover the nnpnhilifinc of a2 CDMI implnmnnmfinn Dnnlnirr: ments
throughout this international standard shall be understood in the context of CDMI capabilities. Mandatory
requirements on functionality that is conditioned on a CDMI capability shall not be interpreted to require
implementation of that capability, but rather shall be interpreted to apply only to implementations that
support the functionality required by that capability.

For example, in 5.10, this international standard states, "Every cloud storage system shall allow object ID-
based access to stored objects". This requirement shall be understood in the context that access by object
ID is predicated on the presence of the cdmi_object_access_by ID capability.
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5.8 Object Model for CDMI

The model for CDMI is shown in Figure 4.

Root Container capabilitiesUR| 1 Capability Objects
0.* :
Key/Vale Metadata . Capability Entries child
Children Child Children
0.* 0.* 0.* 1
Container Data Object Queue Object
Key/Value Metadata Key/Value Metadata Key/Value Metadata capabilitiesURI
Children Value Values
Domain Objects
domainURI 1 0..*
Summary child
Membership
Children
Figure 4 - CDMI Object Model
The fivie types of resources defined are shown in Table 3. The content typ&dn any given operatipn is
specifi¢ to each type of resource.
Table 3 - Types of Resources in the.Model
Resolirce Type Description Refefence
Data ¢bjects Data objects are used to store values and ‘grovide functionality similar to See {Clause 8.

files in a file system.

Contajner objects | Container objects have zero or morechildren, but do not store values. They | See {lause 9.
provide functionality similar to ditectories in a file system.

Domajin objects Domain objects represent d@dministrative groupings for user authentication See [lause 10.
and accounting purposes:

Queug objects Queue objects store zero or move values and are accessed in a first-in-first- | See {lause 11.
out manner.

Capability objects | Capability objects describe the functionality implemented by a CDMI server | See lause 12.
and are.used by a client to discover supported functionality.

For daja storage operations, the client of the interface only needs to know about container obje¢ts and
data objects. All data path implementations are required to support at least one level of containgrs (see
5.5). Using the CDMI object model (see Figure 4), the client may send a PUT via CDMI (see 5.§4) to the
new caontainerURI and create a new container with the specified name. Container metadata arg optional
and arg.expressed as a series of name-value pairs. After a container is created, a client may send a PUT

tO cre a0 Aota Aot aaathin tha nonvahy orantad containar A citheonaiant T aall fatal tha Aot Ob'ect
Ut UUJ\‘\JL VVILTTITTrurne II\;V‘II] vrecuatlteu vuriaiaricr . 7y Ju”d\aqu\'lll T VVIII retltorm e Uit J y

including the value field.

Queue objects are also defined (see Figure 4) and have special properties for in-order, first in, first-out
creation and fetching of queue values. More information on queues may be found in Clause 11.

CDMI defines two namespaces that can be used to access stored objects, a flat object ID namespace and
a hierarchical path-based namespace. Support for objects accessed by object ID is indicated by the
system-wide capability cdmi_object_access_by ID, and support for objects accessed by hierarchical path
is indicated by the container capability cdmi_create_dataobject found on the root container (and any
subcontainers).

Objects are created by ID by performing an HTTP POST against a special URI, designated as
/cdmi_objectid/ (see 9.8). Subsequent to creation, objects are modified by performing PUTs using the
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object ID assigned by the CDMI server, using the /cdmi_objectid/ URI (see 8.6). The same URI is used to
retrieve and delete objects by ID.

Objects are created by name by performing an HTTP PUT to the desired path URI (see 8.2). Subsequent
to creation, objects are modified by performing PUTs using the object path specified by the client (see 8.6).
The same URI is used to retrieve and delete objects by path.

CDMI defines mechanisms so that objects having only an object ID can be assigned a path location within
the hierarchical namespace, and so that objects having both an object ID and path can have their path
dropped, such that the object only has an object ID. This function is accomplished by using a move
modifier to a PUT or POST operation, as shown in Figure 5.

PUT /name, {"move” : “/cdmi_objectid/<object ID>/"}

Object with Object with ID

Name and ID only

POST /cdmi_objectID/, {*move” : “/name’}

Figure 5 - Object Transitions between Named and ID-only

59 CDMI Metadata

CDMI pses many different types of metadata, including HTTP metadata, data system metadata| user
metadata, and storage system metadata.

HTTP metadata is metadata that is related tothe use of the HTTP protocol (e.g., Content-Length, Content-
Type, ¢tc.). HTTP metadata is not specifically related to this international standard but needs to|be
discussed to explain how CDMI uses the HTTP standard.

CDMI glata system metadata, usermhetadata, and storage system metadata is defined in the fornp of name-
value pairs. Vendor-defined data system metadata and storage system metadata names shall Hegin with
the reerse domain name ofithe vendor.

Data system metadata issmetadata that is specified by a CDMI client and is a component of objects. Data
systen) metadata abstraetly specifies the data requirements associated with data services that gre
deployed in the cleudstorage system.

User metadata.censists of client-defined JSON strings, arrays, and objects that are stored in thel metadata
field. The namespace used for user metadata names is self-administered (e.g., using the reverde domain

name)| d@nd-user metadata names shall not begin with the prefix "cdmi_".

Storage system metadata is metadata that is generated by the storage services in the system (e.g.,
creation time, size) to provide useful information to a CDMI client.

The matrix of the creation and consumption of storage system metadata is shown in Table 4.

Table 4 - Creation/Consumption of Storage System Metadata

Created by User Created By System
Consumed by User User metadata Storage system metadata
Consumed by System Data system metadata N/A
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5.10

Object ID

Every object stored within a CDMI-compliant system shall have a globally unique object identifier (ID)
assigned at creation time. The CDMI object ID is a string with requirements for how it is generated and how
it obtains its unigueness. Each offering that implements CDMI is able to produce these identifiers without
conflicting with other offerings.

Every cloud storage system shall allow object ID-based access to stored objects by allowing the object's ID
to be appended to the root container URI. If the data object "MyDataObject.txt" has an object ID of
"00006FFD001001CCE3B2B4F602032653", the following pair of URIs access the same data object:

http://cloud.example.com/root/MyDataObject.txt

If conta

an objg
datao

htt
htt
htt

htt

bt ID of "00006FFDO010AA33D8CEF9711E0835CA", the following pairs of URIs'access
bject:

h://cloud.example.com/MyContainer/
p://cloud.example.com/cdmi_objectid/00006FFD0010AA33D8CEF9711E0835CA/

D://cloud.example.com/MyContainer/MyDataObject.txt

iners are supported, they shall also be accessible by object ID. If the container "MyContainer" has

the same

p://cloud.example.com/cdmi_objectid/00006FFD0010AA33D8CEF9711E0835CA/MyDataObject.txt

5.11 | CDMI Object ID Format
The offering shall create the object ID, which identifies*an object. The object ID shall be globally] unique
and shiall conform to the format defined in Figure6.°The native format of an object ID is a varialjle-length
byte sequence and shall be a maximum length.af 40 bytes. An application should treat object I0}s as
opaqu¢ byte strings. However, the object ID format is defined such that its integrity may be validated, and
independent offerings may assign unique_object ID values independently.
[t 1 2 3 4 5 6 7 8 9 10 38 | 39
Resernved Enterprise Number " Reserved Length CRC Opaque Data
(zero) (zero)
Figure 6 - Object ID Format
The figlds shown.id Figure 6 are defined as follows:
e | The-reserved bytes shall be set to zero.
. vation that

32

The Enterprise Number field shall be the SNMP enterprise number of the offering organi

enterprise-numbers. 0 is a reserved value.
The byte at offset 5 shall contain the full length of the object ID, in bytes.

—Created the object D imnetwork byteorder—See RFC 2578 and ttp/www.iana.orgrassignments/

The CRC field shall contain a 2-byte (16-bit) CRC in network byte order. The CRC field enables
the object ID to be validated for integrity. The CRC field shall be generated by running the
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algorithm (see CRC) across all bytes of the object ID, as defined by the Length field, with the CRC

field set to zero. The CRC function shall have the following fields:
— Name : "CRC-16",

— Width : 16,

— Poly : 0x8005,

— Init : 0x0000,

— Refin : True,

— RefOut : True,

— XorOut : 0x0000, and

— Check : 0xBB3D.

This function defines a 16-hit CRC with polynomial 0x8005 reflected input_and reflecte

output.

This CRC-16 is specified in CRC.

Opaque data in each object ID shall be unique for a given Enterprise Number.

the object ID textual representation shall be encoded using base 16 encoding rules des
548 and shall be case insensitive.

Security

y, in the context of CDMI, refers to the protective measuresyemployed in managing and 3
nd storage. The specific objectives to be addressed by.Sécurity include:

provide a mechanism that assures that the communications between a CDMI client and
may not be read or modified by a third party;

identity;

CDMI server;

provide a mechanism for records-to be generated for actions performed by a CDMI clie
CDMI server;

provide mechanisms to protect data at rest;
provide a mechanism to eliminate data in a controlled manner; and
provide mechanisms to discover the security capabilities of a particular implementation.

y measures within CDMI may be summarized as

transpart\security,
user‘and entity authentication,
authorization and access controls,

tive format for an object ID is binary. When necessary, such as when included|in URIs apnd JSON

cribed in

ccessing

server

provide a mechanism that allows CDMI cliefits and servers to provide an assurance of fheir

provide a mechanism that allows contrel of the actions a CDMI client is permitted to pefform on a

it on a

datamtegrity,

data and media sanitization,
data retention,

protections against malware,
data at-rest encryption, and
security capabilities.

With the exception of both the transport security and the security capabilities, which are mandatory to
implement, the security measures may vary significantly from implementation to implementation.

When security is a concern, the CDMI client should begin with a series of security capability lookups (see
12.1.1) to determine the exact nature of the security features that are available. Based on the values of
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these capabilities, a risk-based decision should be made as to whether the CDMI server should be used.
This is particularly true when the data to be stored in the cloud storage is sensitive or regulated in a way
that requires stored data to be protected (e.g., encrypted) or handled in a particular manner (e.g., full
accountability and traceability of management and access).

HTTP is the mandatory transport mechanism, and HTTP over TLS (i.e., HTTPS) is the mechanism used to
secure the communications between CDMI clients and servers. To ensure both security and
interoperability, all CDMI implementations shall implement the Transport Layer Security (TLS) protocol as
described in Annex A, but its use by CDMI clients and servers is optional.

5.13 Required HTTP Support

5.13.1| RFC 2616 Support Requirements

A confprmant implementation of CDMI shall also be a conformant implementation of REC2616 (see RFC
2616) (i.e., HTTP 1.1). The subclauses below list the sections of RFC 2616 that shall ke supported;
howeVEr, this list is not comprehensive.

5.13.2| Content-Type Negotiation

For CDMI operations, media types for CDMI objects are used, as definedin RFC 6208.

A client may optionally supply an HTTP Accept header, as per section 14.1 of RFC 2616. If a cllent is
restricfing the response to a specific CDMI media type, the corresponding media type shall be specified in
the Acgept header. Otherwise, the Accept header may contain “*/*" or a list of media types, or itfmay be
omittedl.

If a request message body is present, the client shall include a Content-Type header, as per sedtion 14.17
of RF( 2616. If the client does not provide a ContentType header when required or provides a media type
in the Content-Type header that does not match with the existing resource media type, the server shall

return pn HTTP status code of 400 Bad Request.

If a regdponse message body is present, the server shall provide a Content-Type header.
This international standard may further qualify content negotiation (e.g., in 9.3, the absence of g4 Content-
Type hieader has a specific meaning).
5.13.3] Range Support

The sgrver shall suppott'HTTP Range headers and partial content responses (see Section 14.16 of RFC

2616).

5.13.4| URI'Escaping

Percert ncr‘nping of reserved characters clnnrifinrl iIn REC 3036 shall he nlnplinrl toall text strinds used in

URIs. This includes user-supplied field names, metadata hames, object names, container names and
domain names when used in URIs.

Field names and values shall not be escaped when stored and sent in request and response message
bodies.

EXAMPLE A client retrieving a metadata item named "@user" from a container object with the name of
"@MyContainer" would perform the following request:

GET /%40MyContainer/?objectName;metadata:%40user HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2
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The response shall be:

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"objectName': "@MyContainer",
"metadata: {
"@user': "test"
3
}

5.13.5 Use of URIs

The fofmat and syntax of URIs are defined by RFC 3986.

Every £DMI client shall maintain one or more root URIs that each correspond to a root containgr on the
CDMI server. Since all URIs to CDMI containers end in a trailing slash, all root URIswilh end in @ trailing
slash.

All UR|s in this international standard are relative to the root URI unless otherwise noted. As a
consequence, the algorithm used for calculating the resolved URI is as described in Section 5.2 of RFC
3986.

Table b shows how relative URIs are resolved against root URIs.

Table 5 - Relative URIs Resolved Against Root URIs

Root PRI + Relative URI <> Resolved URI

http://cloud.example.com/ cdmi_object/testObject http://cloud.example.com/cdmi_object/tesiObject
http://cloud.example.com/ /cdmi_object/test@bject | http://cloud.example.com/cdmi_object/testObject
http://¢loud.example.com/p1/ cdmi_object/testObject http://cloud.example.com/p1/cdmi_object/{estObject
http://¢loud.example.com/pl/ /cdmi_ohject/testObject | http://cloud.example.com/cdmi_object/tesiObject

http://gloud.example.com/p1/p2/ | cdmi-object/testObject http://cloud.example.com/p1/p2/cdmi_objgct/
testObject

http://¢loud.example.com/p1/p2/* | /cdmi_object/testObject | http://cloud.example.com/cdmi_object/tesiObject

This international standard places no restrictions on root and relative URIs. All of the examples |n Table 5
are valid, use a root:URI of http://cloud.example.com/, and return absolute path references, as ghown in
the se¢ond lineefTable 5.

5.13.6| Reserved Characters

The name of CDMI data objects, container objects, queue objects, domain objects and capability objects
shall not contain the "/" or "?" characters, as these characters are reserved for delimiters.

5.14 Time Representations

Unless otherwise specified, all date/time values are in the ISO 8601:2004 extended representation (YYYY-
MM-DDThh:mm:ss.ssssssZ). The full precision shall be specified, the sub-second separator shall be a ".",
the Z UTC zone indicator shall be included, and all timestamps shall be in UTC time zone. The YYYY-MM-
DDT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as YYYY-MM-
DDT00:00:00.000000Z.
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Unless otherwise specified, all date/time intervals are in the ISO 8601:2004 start date/end date
representation (YYYY-MM-DDThh:mm:ss.ssssssZ/YYYY-MM-DDThh:mm:ss.ssssssZ). The end-date
shall be equal to or later than the start-date. The full precision shall be specified, the sub-second separator
shall be a ".", the Z UTC zone indicator shall be included, and all timestamps shall be in UTC time zone.
The YYYY-MM-DDT24:00:00.000000Z hour shall not be used, and instead, it shall be represented as
YYYY-MM-DDT00:00:00.000000Z.

5.15 Backwards Compatibility

5.15.1 Value Transfer Encoding

CDMI yersiont-0-1-rtreduces-the-conceptef-valde-transterencedingto-enable-the-storageandHetrieval of
arbitrafy binary data via CDMI content-type operations. Data objects created by CDMI 1.0 clients through
CDMI gontent-type operations shall have a value transfer encoding of "utf-8", and data objects ¢reated

through non-CDMI content-type operations shall have a value transfer encoding of "base64".

Data opjects with a value transfer encoding of base 64 shall not have their value field'accessibl¢ to CDMI
1.0 clignts through CDMI content-type operations. Attempts to read the value ofithese objects shall return
an empty value field (") to these clients. CDMI 1.0 clients can detect this comndition when the cdmi_size

metadgta is not O and the value field is empty.

5.15.2| Container Export Capabilities

CDMI yersion 1.0.2 normalizes the names of capabilities used/by a client to discover if a container can be
exportéd via various protocols and deprecates the following‘container export capability names:

e | cdmi_cifs_export,

¢ | cdmi_nfs_export,

e | cdmi_iscsi_export, and
¢ | cdmi_occi_export.
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6 Common Operations

6.1 Overview

All examples included in this international standard are informative.

This clause includes examples for the following CDMI content-type operations:

« discovering the capabilities of a cloud storage provider (see 6.2),
e creating a new container (see 6.3),
e creating a new data object (see 6.4),

ISO/IEC 17826:2012(E)

o rtistmgthecontentsof acontamer(see 6-5);

¢ | reading the contents of a data object (see 6.6),

| reading only the value of a data object (see 6.7), and
¢ | deleting a data object (see 6.8).

6.2 | Discover the Capabilities of a Cloud Storage Providet

EXAMHLE Perform a GET to the capabilities URI:

GE[l /cdmi_capabilities/ HTTP/1.1
Hopt: cloud.example.com

Acfept: application/cdmi-capability
X-LDMI-Specification-Version: 1.0.2

The following shows the response.

HTP/1.1 200 OK
Cohtent-Type: application/cdmi-capahitity
X-LDMI-Specification-Version: 1.0.2

{
"objectType"™ : "application/cdmi-capability”,
"objectID" : "00007E7FO0Q10CEC234AD9E3EBFE9531D",
"objectName" : "cdmircapabilities/",
“parentURI™ - /",
"parentlID" : "00007E7F0010DCECC805FB6D195DDBCB",
"capabilities" S\{
"cdmi_domains' : "true",
"cdmi_export_nfs" : "true",
"cdmi_export_webdav' : "true",
"cdmi-export_iscsi™ : 'true",
"'Cdmi_queues" : "true",
“edmi_notification" : "true",
"cdmi_query' : "true",
"cdmi_metadata_maxsize' : "4096",

edme motadata o st amcott - 1N
T

"cdmi_size" : 'true",
"cdmi_list_children™ : "true",
"cdmi_read_metadata" : ''true",
"cdmi_modify_metadata™ : "true",
"cdmi_create_container'™ : "true",
"cdmi_delete_container™ : "true"

"childrenrange™ : "0-3",

“children"™ : [
""domain/"",
"container/",
"dataobject/",
"queue/™

©ISO/IEC 2012 — All rights reserved
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6.3 Create a New Container

EXAMPLE Perform a PUT to the new container URI:

PUT /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

"metadata”™ : {

}

}

The following shows the response.

HT[TP/1.1 201 Created
Cohtent-Type: application/cdmi-container
X-LDMI-Specification-Version: 1.0.2

{
"objectType' : "application/cdmi-container™,
"objectID™ : "00007E7FO0102E230ED82694DAA975D2",
"objectName" : "MyContainer/",
“parentURI™ - /",
“parentlID™ : "00007E7F0010128E42D87EE34F5A6560'%,
"domainURI™ : "/cdmi_domains/MyDomain/",
“capabilitiesURI"™ : "/cdmi_capabilities/container/",
"completionStatus"™ : "Complete",
"metadata" : {

"cdmi_size" : 0"

"childrenrange™ : "',
“"children™ : [
1

}

6.4 | Create a Data Objectiin a Container

EXAMHALE Perform a.PUT to the new data object URI:

PUIr /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.exanple.com

Accept: application/cdmi-object
Cohtent-Type: application/cdmi-object
X-LDMI1-Specification-Version: 1.0.2

{ L] = 1] 1] v L = 1]
IIIIIIICtpr - tCI\tI Plalll )
"metadata" : {
¥
"value™ : "Hello CDMI World!"
s

The following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"objectType' : "application/cdmi-object",
"objectID"™ : "00007E7F0010BD1CB8FF1823CFO5BEE4",
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"objectName" : "MyDataObject.txt",

"parentURI™ : "/MyContainer/",

“parentlID™ : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/",

“capabilitiesURI"™ : *"/cdmi_capabilities/dataobject/",

"completionStatus'" : "Complete",
"mimetype" : "text/plain’,
"metadata”™ : {

"cdmi_size"™ : "17"
}

List the Contents of a Container

EXAMH
GE
Ho
Ac
X_
The fo
HT
Co
x_

{

6.6

EXAMH

LE Perform a GET to the container URI:

I /MyContainer/ HTTP/1.1

st: cloud.example.com

Cept: */*
CDOMI-Specification-Version: 1.0.2

lowing shows the response.

TP/1.1 200 OK
htent-Type: application/cdmi-container
CDMI-Specification-Version: 1.0.2

"objectType" : "application/cdmi-container™;
"objectID"™ : "00007E7FO00102E230ED82694DAA975D2",
"objectName"™ : "MyContainer/",
“parentURI™ - /",
“"parentID"™ : "00007E7F0010128E42D87EE34F5A6560",
"domainURI™ : "/cdmi_domains/MyDgmain/"",
"capabilitiesURI" : "/cdmi_capabhilities/container/",
"completionStatus'" : "Complete’™s
"metadata” : {

"cdmi_size™ : 83"
}

"’hildrenrange" o "0-0";

"children™ : [
""MyDataObject. txt"

1

Read the Contents of a Data Object

LE GET from the data object URI:

GE

M /MyContainer/MyDataObject.txt HTTP/1.1

Host: cloud.example.com
Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK

Co

ntent-Type: application/cdmi-object

X-CDMI-Specification-Version: 1.0.2

{

"objectType': "application/cdmi-object",
"objectlID": "00007E7F0010BD1CB8FF1823CFO5BEE4",
"objectName': "MyDataObject.txt",

"parentURI": "/MyContainer/",
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“"parentlID” : "00007E7F00102E230ED82694DAA975D2",
"domainURI™: "/cdmi_domains/MyDomain/*",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",
“"mimetype": "text/plain®,
"metadata': {

cdmi_size'": 17"
}

"valuetransferencoding": "utf-8",

"valuerange': "0-16",
"value™: "Hello CDMI World!"

6.7 Read Only the Value of a Data Object

EXAMHLE Perform a GET to the data object URI:

GE[r /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.example.com

The following shows the response.

HTrP/1.1 200 OK
Cophtent-Type: text/plain

Hefllo CDMI World!

6.8 | Delete a Data Object

EXAMHLE Perform a DELETE to the data object URE
DELETE /MyContainer/MyDataObject. txt*HITP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version: 1.0¢2

The following shows the response.

HTITP/1.1 204 No Content

40
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7 Interface Standard

7.1 HTTP Status Codes

HTTP status codes (see Table 6) are used to convey the results of the RESTful operations and to follow
the basic semantics of HTTP with minimal overloading. Other HTTP status codes are not part of this
international standard and retain their original semantics from HTTP 1.1.

Table 6 - HTTP Status Codes

Status Code | HTTP Name Description

200 O Fhetequesthas-sueceeded-

201 Created The resource was created successfully.

202 Accepted The long-running operation was accepted for processing.

204 No Content The operation was successful; no data was returned.

302 Found The resource is a reference to another resource.

400 Bad Request The request contents are missing orinvalid.

401 Unauthorized The authentication/authorization.credentials are invalid.

403 Forbidden The client lacks the proper atithorization to perform this request.

404 Not Found The resource was notfound at the specified URI.

406 Not Acceptable No content can be produced at this URI that matches the request.

409 Conflict The operation conflicts with a non-CDMI™ access protocol Idck or may

cause a state’transition error on the server.

7.2 | Object References
Object|references are URIs within.theCloud storage namespace that redirect to another URI within the
same @r another cloud storage namespace. References are similar to soft links in a file system. [The cloud
does not guarantee that the referenced URI will be valid after the time of creation.
Refergnces are visible as children in a container and are distinguished from non-references by & trailing
"?" chgracter added to'the reference name. Performing an operation (with the exception of create or
delete) to a referenee URI will result in a 302 Found HTTP redirect, with the Location HTTP hegder
containing the redirect destination URI that was specified at the time the reference was created| The
reference’s destination URI shall not be changed after a reference has been created.
To confintie, when CDMI clients receive a 302 Found redirect, they should retry the operation usging the
URI c } rash '

A delete operation on a reference URI shall delete the reference. References cannot be updated. To
update the destination of a redirect, the client shall first delete the reference and then create a new
reference to the desired destination.

EXAMPLE 1 GET to a URI, where the URI is a reference:
GET /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 302 Found
Location: http://cloud.example.com/MyContainer/MyOtherDataObject.txt

References by object ID shall always redirect to a URI that ends with the same object ID as the request
URI.

EXAMPLE 2 GET to an object ID URI, where the URI is a reference:

GET /cdmi_objectid/00006FFDO010AA33D8CEF9711E0835CA HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTfrP/1.1 302 Found
Lopation: http://archive.example.com/cdmi_objectid/00006FFDO010AA33D8CEF971]1E0835CA
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8 Data Object Resource Operations

8.1 Overview

Data objects are the fundamental storage component within CDMI™ and are analogous to files within a file
system. Each data object has a set of well-defined fields that include:

e asingle value; and
e optional metadata that is generated by the cloud storage system and specified by the cloud user.

Data objects are addressed in CDMI in two ways:

e | by name (e.g., http://cloud.example.com/dataobject); and

* | by object ID (e.qg., http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E).

Every ¢lata object has a single, globally-unique object identifier (ID) that remains constant for thq life of the
object.|Each data object shall have one or more URI addresses that allow the object’to be accegsed.

Every lata object has a parent object from which the data object inherits data.system metadatathat is not
explicifly specified in the data object itself. Thus, the "budget.xIs" data object’stored at the following URI
would |nherit data system metadata from its parent container, "finance™:

http://cloud.example.com/finance/budget.xls

Individpual fields within a data object may be accessed by spécifying the field name after a question mark
"?" thal is appended to the end of the data object URI. Thus; the following URI returns the value field in the
resporise message body:

http://cloud.example.com/dataobject?value

The erjcoding of the data transported in the data object value field depends on the data object
valuetqansferencoding field.

« | If the value transfer encoding,of\the object is set to "utf-8", the data stored in the value gf the data
object shall be a valid UTFZ8;string and shall be transported as a UTF-8 string in the value field.

¢ | If the value transfer enceding of the object is set to "base64", the data stored in the valde of the
data object can contain-arbitrary binary sequences, and it shall be transported as a basg 64-
encoded string in-the value field.

Specific ranges of the value of a data object may be accessed by specifying a byte range after the value
field name. Thusthe following URI returns the first thousand bytes in the value field:

http://cloud:example.com/dataobject?value:0-999

Becauge abyte range of a UTF-8 string is often not a valid UTF-8 string, the response to a rande request
shall always be transported In the value Tield as a base b4-encoded string. LIKEWISE, when updating a
range of bytes within the value of a data object, the contents of the value field shall be transported as a
base 64-encoded string.

Byte ranges are specified as single inclusive byte ranges as per Section 14.35.1 of RFC 2616.

A list of unique fields, separated by a semicolon ";" may be specified, allowing multiple fields to be
accessed in a single request. Thus, the following URI returns the value and metadata fields in the
response message body:

http://cloud.example.com/dataobject?value;metadata
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When a client provides fields that are not defined in this international standard or deserializes an object
containing fields that are not defined in this international standard, these fields shall be stored as part of
the object but shall not be interpreted.

8.1.1 Data Object Metadata

Data object metadata may also include arbitrary user-supplied metadata and data system metadata, as
specified in Clause 16. Metadata shall be stored as a valid UTF-8 string. Binary data stored in user
metadata shall be first encoded such that it can be contained in a UTF-8 string, with the use of base 64
encoding recommended.

8.1.2 Data Object Consistency

Writing to a data object is an atomic operation.

« | If a client reads a data object simultaneously with a write to that same data object, the reading
client shall get either the old version or the new version, but not a mixture of-béth.

« | If awrite is terminated due to errors, the contents of the data object shall‘be as if the wrjte never
occurred (i.e., writes are atomic in the face of errors).

The timestamp returned in the response to a write indicates whether the write is the newest (i.e}, the write
whose|data is returned to subsequent reads, until another write is processed). If the timestamp rgturned for
one wijite shows a more recent time than the timestamp for another.write, then the write with the new
timestamp shall be the one whose data is currently stored in the data object wherever the two wWrites
overlap.

Range|writes can result in a gap in an object value that have had no data written to them. Read|ng from a
gap in ja data object value shall return zero for each byteread.

Implenpentations of this international standard shall grovide the atomicity features described in this
subclapise for data objects that are accessed via*CDMI. The atomicity properties of data objectq that are
accesded by protocols other than CDMI are qutside the scope of this international standard.

8.1.3 | Data Object Representations

The representations in this clause.are shown using JSON notation. Both clients and servers shall support
UTF-8|JSON representation. Therequest and response message body JSON fields may be spécified or

returngd in any order, with the exception that, if present, for data objects, the valuerange and vdlue fields
shall appear last and in that order.

8.2 | Createabata Object Using CDMI Content Type

8.2.1 | Synopsis

To create a new dafa object, the following request shall be performed:
PUT <root URI>/<ContainerName>/<DataObjectName>

To create a new data object by ID, see 9.9.

Where:

e <root URI> is the path to the CDMI cloud.

¢ <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e.,
"I") between each pair of container names.

e <DataObjectName> is the name specified for the data object to be created.

After it is created, the data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.
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8.2.2 Delayed Completion of Create

In response to a create operation for a data object, the server may return 202 Accepted to indicate that the
object is in the process of being created. This response is useful for long-running operations (e.g., copying
a large data object from a source URI). Such a response has the following implications.

* The server shall return a Location header with a URI to the object to be created along with an
HTTP status code of 202 Accepted.

e With 202 Accepted, the server implies that the following checks have passed:

— user authorization for creating the object;

— user authorization for read access to any source object for move, copy, serialize, or
deserialize; and

_— n\/nilnhility of space tocreate the nhjnm‘ orat least enol |gh space tocreate a lUR] tQ report an
error.

« | A client might not be able to immediately access the created object, e.g., due to delays Jresulting

from the implementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation:‘In response, the
server|returns two fields in its response message body to indicate progress.

¢ | A mandatory completionStatus text field contains either "Processing”; "Complete", or an| error
string starting with the value "Error".

« | An optional percentComplete field contains the percentage of‘the operation that has completed
(0 to 100).

GET shall not return any value for the data object when complétionStatus is not "Complete". If the final
result ¢f the create operation is an error, the URI is created/with the completionStatus field set t the error
messape. It is the client's responsibility to delete the URKafter the error has been noted.

8.2.3 | Capabilities

The following capabilities describe the suppgarted operations that may be performed when creat|ng a new
data object:

« | Support for the ability to create a new data object is indicated by the presence of the
cdmi_create_dataobject.capability in the parent container.

¢ | If the object being created in the parent container is a reference, support for that ability ig indicated
by the presence ofithe cdmi_create_reference capability in the parent container.

< | If the new data.ebject is a copy of an existing data object, support for the ability to copy ig indicated
by the presence-of the cdmi_copy_dataobject capability in the parent container.

« | If the new data object is the destination of a move, support for the ability to move the data object is
indicated)by the presence of the cdmi_move_dataobject capability in the parent containgr.

« | If the;new data object is the destination of a deserialize operation, support for the ability to
deserialize the source data object is indicated by the presence of the cdmi_deserialize_(lataobject

eanalilitg, o tha naoran t oontainay
COPTOTty 1T e parcit COTIaT e T

—

« If the new data object is the destination of a serialize operation, support for the ability to serialize
the source data object is indicated by the presence of the cdmi_serialize _dataobject,
cdmi_serialize_container, cdmi_serialize_domain, or cdmi_serialize_queue capability in the parent
container.
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8.2.4 Request Headers

The HTTP request headers for creating a CDMI data object using CDMI content type are shown in Table 7.
Table 7 - Request Headers for Creating a CDMI Data Object using CDMI Content Type

Header Type Description Requirement
Accept Header "application/cdmi-object” or a consistent value as per Optional
String clause 5.13.2
Content-Type Header "application/cdmi-object" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
S ct,ifi\,atiuu- StIiIIU ISHe "1.0.2, 1.5, 2.0"
Version
XCDMI-Partial Header "true”. Indicates that the newly created object is part of a Optlonal
String series of writes and the value has not yet been fully
populated. If X-CDMI-Partial is present, the
completionStatus field in the Response Body shall’heset to
"Processing".

8.2.5 | Request Message Body

The refluest message body fields for creating a data object using CDMI content type are shown in Table 8.

Table 8 - Request Message Body - Create a Data Object using CDMI Content Type (Sheet 1 of 3)

Fleld Name Type Description Regpirement
njimetype JSON MIME type.of.the data contained within the value field Optipnal
String of the data ‘object

¢ Thisfield may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« This field shall be stored as part of the object.

« If this field is not specified, the value of "text/
plain” shall be assigned as the field value.

¢ This field shall not be included when creating a
reference.

¢ This MIME type value shall be converted to lower
case before being stored.

QD

Dnly one ofthese fields shall be specified in any given operation. Except for value, these fields shall not be
stored! Ifymore than one of these fields is supplied, the server shall respond with a 400 Bad Request error
respanse.
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Field Name

Type

Description

Requirement

metadata

JSON
Object

Metadata for the data object

« If this field is included when deserializing, serializing,
copying, or moving a data object, the value provided
in this field shall replace the metadata from the
source URI.

« If this field is not included when deserializing,
serializing, copying, or moving a data object, the
metadata from the source URI shall be used.

« If this field is included when creating a new data

Optional

ODJeCt by Specitying a value, the value provided m
this field shall be used as the metadata.

« If this field is not included when creating a new data
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

(o}

bmainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall
have the cross_domain privilege' (see
cdmi_member_privileges jaTable 64).

« If not specified, the domain of the parent container
shall be used.

Opti

bnal

dpeserialize

JSON
String

URI of a serializeth€DMI data object that shall be
deserialized to ¢reate the new data object

Opti

bnal?

brialize

%]

JSON
String

URI of a GDMI object that shall be serialized into the
new data\object

Opti

bnal?

cppy

JSON
String

URI\of a CDMI data object or queue that shall be
copied into the new data object

Opti

bnal?

njove

JSON
String

URI of an existing local or remote CDMI data object
(source URI) that shall be relocated to the URI
specified in the PUT. The contents of the object,
including the object ID, shall be preserved by a move,
and the data object at the source URI shall be
removed after the data object at the destination has
been successfully created.

If there are insufficient permissions to read the data
object at the source URI, write the data object at the
destination URI, or delete the data object at the source
URI, or if any of these operations fail, the move shall

Opti

bnal?

returma 400 Bad-Request resutttode, amnd-thesource
and destination are left unchanged.

reference

JSON
String

URI of a CDMI data object that shall be redirected to
by a reference. If any other fields are supplied when
creating a reference, the server shall respond with an
HTTP status code of 400 Bad Request.

Optional®

response.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
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Table 8 - Request Message Body - Create a Data Object using CDMI Content Type (Sheet 3 of 3)

Field Name Type Description Requirement
deserializevalue JSON A data object serialized as specified in Clause 15and | Optional®
String encoded using base 64 encoding rules described
in RFC 4648.
valuetransferencoding | JSON The value transfer encoding used for the data object Optional
Array of value. Two value transfer encodings are defined.
éﬁﬁg « "utf-8" indicates that the data object contains a valid
UTF-8 string, and it shall be transported as a UTF-8
string in the value field.
o "haseBd" indicates that the data nhjnrt may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the
value field. Setting the contents of the data object
value field to any value other than a valid base 64
string shall result in error 400 Bad Request being
returned to the client.
This field shall only be included when creating a data
object by value. If not specified by the client; the server
shall set the valuetransferencoding field'to "utf-8".
This field shall be stored as partlefithe object.
value JSON The data object value Optipnal?
String

« If this field is not included, an empty JSON String
(i.e., ™) shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If.the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

aPnly one of these fields shall be Specified in any given operation. Except for value, these fields shall not be
sfored. If more than one of theésefields is supplied, the server shall respond with a 400 Bad Request error
response.

8.2.6 | Response Headers

The HTTP responseheaders for creating a data object using CDMI content type are shown in Tlable 9.

Table 9 - Response Headers - Create a Data Object using CDMI Content Type

Header Type Description Reduirement
Content-Type Header "application/cdmi-object" Mandatory
String

X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version

If the server does not support any of the versions supported

by the client, the server shall return a 400 Bad Request

status code.
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8.2.7 Response Message Body
The response message body fields for creating a data object using CDMI content type are shown in
Table 10.
Table 10 - Response Message Body - Create a Data Object using CDMI Content Type
Field Name Type Description Requirement
objectType JSON "application/cdmi-object" Mandatory
String
objectiD JSON Object ID of the object Mandatory
String
opjectName JSON Name of the object Marldatory
String
pprentURI JSON URI for the parent object Mardatory
Strin
g Appending the objectName to the parentURI shall-always
produce a valid URI for the object.
phrentID JSON Object ID of the parent container object Mandatory
String
dpmainURI JSON URI of the owning domain Mardatory
String
chpabilitiesURI JSON URI to the capabilities for the 6bject Mandatory
String
cpmpletionStatus | JSON A string that shall indicate the status of the data object Mandatory
String creation operation-using one of the following values
» "Processing™indicates that the data object is still in the
process_ ofibeing created.
» "Completed" indicates that the data object has been
suceessfully created.
« (A string that begins with "Error" indicates that an error
prevented creation of the data object.
percentComplete | JSON * When the value of completionStatus is "Processing”, this | Optlonal
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field, if
provided, may contain any integer value from 0 through
100.
mimetype JSON MIME type of the value of the data object Mandatory
String
metadata JSON Metadata for the data object. This field includes any user Mandatory
Object and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
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8.2.8 Response Status
The HTTP status codes that occur when creating a data object using CDMI content type are described in
Table 11.

Table 11 - HTTP Status Codes - Create a Data Object using CDMI Content Type

HTTP Status Description

201 Created The new data object was created.

202 Accepted The data object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determine the
current status of the operation.

4p0BadRequest THe TeqUeSt CoNtaimns mvatid-parameters or fiefd Tames.

4P1 Unauthorized The authentication credentials are missing or invalid.

4p3 Forbidden The client lacks the proper authorization to perform this request.

4p4 Not Found The resource was not found at the specified URI.

4P9 Conflict The operation conflicts with a non-CDMI access protocol lock or maly cause a
state transition error on the server.

8.2.9 | Examples

EXAMHLE 1 PUT to the container URI the data object name and<{contents:
PUIr /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.example.com
Acfept: application/cdmi-object

50
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htent-Type: application/cdmi-object
CDOMI-Specification-Version: 1.0.2

"mimetype" : "text/plain®,

"metadata” : {

}s o . )
"value™ : "This is (the Value of this Data Object"

e following shows(the'response.

TP/1.1 201.Created
htent-Type:i-—application/cdmi-object
CDMI-Specification-Version: 1.0.2

“ObjectType'™ : "application/cdmi-object”,
“obtectHb——0000706b00L0BE4HABEE56425D8B534E
"objectName'™ : "MyDataObject._txt",
"parentURI™ : "/MyContainer/",
“parentlID" : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain®,
"metadata” : {

“cdmi_size"™ : "37"

}
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EXAMPLE 2 PUT to the container URI the data object name and binary contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

}

"mimetype" : "text/plain”,

"metadata" : { },

"valuetransferencoding" : "base64"

"value™ : "VGhpcyBpcyBOaGUgVmFsdWUgb2YgdGhpcyBEYXRhIE9iamVjdA==""

Th

HT
Co
X-

8.3

8.3.1

£all H L .
IUIIUVVIIIH SITOWO UI1IC ICQ'JUI 10C.

P/1.1 201 Created
htent-Type: application/cdmi-object
COMI-Specification-Version: 1.0.2

"objectType': "application/cdmi-object",
"objectlID": ""0000706D0010374085EF1A5C7018D774",
"objectName': "MyDataObject.txt",
"parentURI": "/MyContainer/",
“parentID"™ : "00007E7F00102E230ED82694DAA975D2",
"domainURI": "'/cdmi_domains/MyDomain/"",
“"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus': "Complete",
"mimetype': "text/plain”,
"metadata': {

“cdmi_size"™: "37"
}

Create a Data Object using:@Non-CDMI Content Type

Synopsis

To creqte a new data object, the\ following request shall be performed:

PU

Where

L]

I <root URI>/<ContainerName>/<DataObjectName>

<root UR{>.is the path to the CDMI cloud.

"I"Ybetween each pair of container names.
<DataObjectName> is the name specified for the data object to be created.

<ContainerName> is zero or more intermediate containers that already exist, with one s

lash (i.e.,

After it is created, the data object shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.3.2

Capability

The following capability describes the supported operations that may be performed when creating a new
data object:

Support for the ability to create a new data object is indicated by the presence of the

cdmi_create_dataobject capability in the parent container.

©ISO/IEC 2012 — All rights reserved
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8.3.3 Request Headers

The HTTP request headers for creating a CDMI data object using a non-CDMI content type are shown in
Table 12.

Table 12 - Request Headers - Create a CDMI Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Content-Type Header The content type of the data to be stored as a data object. Mandatory
String The value specified here shall be used as the mimetype

field of the CDMI data object. If the content type includes
the charset parameter as defined in RFC 2046 of "utf-8"
(e.g., ";charset=utf-8"), the valuetransferencoding field of
tha CDMI data thinr\f shall-be-setto-—utf-8" f\fhnr\nlicn’ tha
valuetransferencoding field of the CDMI data object shall be
set to "base64".

X-CDMI-Partial Header "true”. Indicates that the newly created object is part of & Optional
String series of writes and has not yet been fully created. When
set, the completionStatus field shall be set to "Processing".

8.3.4 | Request Message Body

The refluest message body contains the data to be stored in the value-of the data object.

8.3.5 | Response Headers

No response headers are specified.

8.3.6 | Response Message Body

No response message body fields are specified:

8.3.7 | Response Status

The HTTP status codes that occut:when creating a data object using a non-CDMI content type are
describped in Table 13.

Table 13 - HTTR Status Codes - Create a Data Object using a Non-CDMI Content Typé

HTTP Status Description

2p1 Created The new data object was created.

4p0 Bad.Request The request contains invalid parameters or field names.

4p1<Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on the server.
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Example

EXAMPLE PUT to the container URI the data object name and contents:

PUT /MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Type: text/plain;charset=utf-8
Content-Length: 37

Th

is is the Value of this Data Object

The following shows the response.

HTTP/1.1 201 Created

8.4

8.4.1
To rea
GE

To rea
perforn]

GE
GE
GE

Where

L]

The oQ

8.4.2

The fo
existin

Read a Data Object using CDMI Content Type

Synopsis
| all fields from an existing data object, the following request shall be performed:
I <root URI>/<ContainerName>/<DataObjectName>

I one or more requested fields from an existing data object, one-0of the following requests
ned:

I <root URI>/<ContainerName>/<DataObjectName>2<fieldname>;<fieldname>;. ..
I <root URI>/<ContainerName>/<DataObjectNamex=?value:<range>;...
I <root URI>/<ContainerName>/<DataObjectName>?metadata:<prefix>;...

<root URI> is the path to the CDMI cloud:

<ContainerName> is zero or more intermediate containers.
<DataObjectName> is the name_of-the data object to be read from.
<fieldname> is the name of afield.

<range> is a byte range of\the data object value to be returned in the value field.<prefix
matching prefix that returns all metadata items that start with the prefix value.

ject shall also also-be-accessible at <root URI>/cdmi_objectid/<objectID>.

Capabilities

lowing capabilities describe the supported operations that may be performed when readi
) data ebject:

shall be

> s a

ng an

Support for the ability to read the metadata of an existing data object is indicated by the]

presence

of the cdmi_read_metadata capability in the specified object.

Support for the ability to read the value of an existing data object is indicated by the presence of

the cdmi_read_value capability in the specified object.

Support for the ability to read the value of an existing data object in specific byte ranges is
indicated by the presence of the cdmi_read_value_range capability in the specified object.

©ISO/IEC 2012 — All rights reserved

53


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

8.4.3 Request Headers

The HTTP request headers for reading a CDMI data object using CDMI content type are shown in
Table 14.

Table 14 - Request Headers - Read a CDMI Data Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-object" or a consistent value as per clause | Optional
String 5.13.2

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String e.g., "1.0.2, 1.5, 2.0"

Version

8.4.4 | Request Message Body

A request message body shall not be provided.

8.4.5 | Response Headers

The HTTP response headers for reading a data object using CDMI content.type are shown in Thble 15.

Table 15 - Response Headers - Read a CDMI Data Objectusing CDMI Content Type

Header Type Description Requirement
X-CDMI- Header The server shall respond,with’the highest version supported | Mapdatory
Specification- String by both the client and the‘server, e.g., "1.0.2".

Version

If the server does not support any of the versions supported
by the client, the.Server shall return a 400 Bad Request
status code.

dontent-Type Header "application/cdmi-object" Mapdatory
String

Lpcation Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.

8.4.6 | Response Message Body

The regponse message-body fields for reading a CDMI data object using CDMI content type arg shown in
Table 16.

Table16 / Response Message Body - Read a Data Object using CDMI Content Type (Sheet|1 of 3)

Fleld Name Type Description Refjuirement
opJectType JSON application/cdmi-object Mandatory
String
objectlD JSON Object ID of the object Mandatory
String
objectName JSON Name of the object Conditional
Strin
g « For objects in a container, the objectName field shall
be returned.
« For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.
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Table 16 - Response Message Body - Read a Data Object using CDMI Content Type (Sheet 2 of 3)

Field Name Type Description Requirement
parentURI JSON URI for the parent object Conditional
Strin
g « For objects in a container, the parentURI field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.
Appending the objectName to the parentURI shall
always produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Conditional
Strin
g « For objects in a container, the parentlD field shall be
returned.
« For objects not in a container (objects that are onty.
accessible by ID), the parentID field does not exist
and shall not be returned.
dpmainURI JSON URI of the owning domain Mandatory
String
cqpabilitiesURI JSON URI to the capabilities for the object Mandatory
String
cpmpletionStatus JSON A string indicating if the abjeect'is still in the process of Mandatory
String being created, and afterthe operation is complete, if it
was created successfully or an error occurred.
The value shall:be\the string "Processing", the string
"Complete”, or,an error string starting with the value
"Error".
percentComplete JSON * Whenthe value of completionStatus is "Processing", Optional
String this.field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error”, this
field, if provided, may contain any integer value from 0
through 100.
njimetype JSON MIME type of the value of the data object Mandatory
String
njetadata JSON Metadata for the data object Mandatory
Object
) This field includes any user and data system metadata
cnacifiadia-tha raauact maccanaan bodyv, matadata £1a1d
speciieaHrtheregquestmessage-body-retadata-field;
along with storage system metadata generated by the
cloud storage system.
See Clause 16 for a further description of metadata.
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Table 16 - Response Message Body - Read a Data Object using CDMI Content Type (Sheet 3 of 3)

Field Name Type Description Requirement
valuerange JSON The range of bytes of the data object to be returned in Mandatory
String the value field

« If a specific value range has been requested, the
value range field shall correspond to the bytes
requested. If the request extends beyond the end of
the value, the value range field shall indicate the
smaller byte range returned.

« If the object value has gaps (due to PUTs with non-

contiguous value ranges), the value range will
indicate the range ta the first gap. inthe nhjprt value,

* The cdmi_size storage system metadata of the data
object shall always indicate the complete size of the
object, including zero-filled gaps.

valuetransferencoding | JSON The value transfer encoding used for the data object Mandatory
Array of value. Two value transfer encodings are defined:
étsra'g\]ls « "utf-8" indicates that the data object contains a valid
UTF-8 string, and it shall be transpoftéd as a UTF-8
string in the value field.
« "base64" indicates that the data-object may contain
arbitrary binary sequences,tand it shall be transported
as a base 64-encoded string in the value field.
value JSON The data object value Conditional
String

« If the valuetransferencoding field indicates UTF-8
encoding, thetvalue field shall contain a UTF-8 string
using JSON escaping rules described in RFC 4627.

« If the valuetransferencoding field indicates base 64
encading, the value field shall contain a base 64-
encoded string as described in RFC 4648.

«“The value field shall only be provided when the
completionStatus field contains "Complete”.

* When reading a value, zeros shall be returned for any
gaps resulting from non-contiguous writes.

If indiv]dual fields are specified in the GET request, only these fields are returned in the result bpdy.
Optiongl fields that arereguested but do not exist are omitted from the result body.

56 ©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

8.4.7 Response Status

The HTTP status codes that occur when reading a data object using CDMI content type are described in

Table 17.
Table 17 - HTTP Status Codes - Read a CDMI Data Object using CDMI Content Type

HTTP Status Description

200 OK The data object content was returned in the response.

202 Accepted The data object is in the process of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determine the
current status of the operation.

3p2Fourd The UORTTSa reference toanother URt:

4p0 Bad Request The request contains invalid parameters or field names.

4p1 Unauthorized The authentication credentials are missing or invalid.

4p3 Forbidden The client lacks the proper authorization to performthis request.

4p4 Not Found The resource was not found at the specified URI.

4P6 Not Acceptable The server is unable to provide the objectin‘the content type specified in the
Accept header.

8.4.8 | Examples

EXAMHLE 1 GET to the data object URI to read all fields of the data object:
GE[r /MyContainer/MyDataObject.txt HTTP/1:1
Hopt: cloud.example.com
Acftept: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2
Thie following shows the response.

HTIrP/1.1 200 OK
X-LDMI-Specification-Version: 1.0.2
Coptent-Type: application/cdmi-object
{ _ N .
"objectType' (- f"application/cdmi-object”,
"objectID™ £ _J'0000706D0010B84FAD185C425D8B537E",
"objectName!* : "MyDataObject.txt",
"parentUR}" : "/MyContainer/",
“parentID” : "00007E7FO00102E230ED82694DAA975D2",
"domadnURI"™ : "/cdmi_domains/MyDomain/"",
“capabilitiesURI"™ : "/cdmi_capabilities/dataobject/",
YCompletionStatus'" : "Complete",
"mimnfypn" - "fnvf/p lain'' .
"metadata” : {
"cdmi_size"™ : "37"
¥,
"valuerange"™ : "0-36",
"valuetransferencoding" : "utf-8",
"value™ : "This is the Value of this Data Object"
}

EXAMPLE 2 GET to the data object URI by ID to read all fields of the data object:
GET /cdmi_objectid/0000706D0010B84FAD185C425D8B537E
HTTP/1.1 Host: cloud.example.com
Accept: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"objectType'" : "application/cdmi-object",
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName" : "MyDataObject.txt",
"parentURI"™ : "/MyContainer/",
"parentlD" : "00007E7F00102E230ED82694DAA975D2",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus"™ : "Complete",
mimetype - text7plaim™;
"metadata" :
“cdmi_size"™ : 37"
},
"valuetransferencoding" : "utf-8",
"valuerange" : "0-36",
"value™ : "This is the Value of this Data Object"
}

EXAMHLE 3 GET to the data object URI to read the value and mimetype fields\of the data object:

GE[r /MyContainer/MyDataObject. txt?value;mimetype HTTP/1.1
Hopt: cloud.example.com

Accept: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

Thie following shows the response.

HTrP/1.1 200 OK
Cohtent-Type: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

"value™ : "This is the Value‘of this Data Object",
"mimetype" : "text/plain®

EXAMHLE 4 GET to the data object URI to read the first 11 bytes of the value of the data object:

GE[r /MyContainer/MyPataObject.txt?valuerange;value:0-10 HTTP/1.1
Hopt: cloud.example.com

Acfept: application/cdmi-object

X-LDMI-Specification-Version: 1.0.2

The following/shows the response.

HTITP/1+1 200 OK

Cophtent-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"valuerange" : "0-10",
"value™ : "VGhpcyBpcyB0OaGU=""
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8.5 Read a Data Object using a Non-CDMI Content Type

8.5.1 Synopsis

To read the value of an existing data object, the following request shall be performed:
GET <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.
e <ContainerName> is zero or more intermediate containers.
« <DataObjectName> is the name of the data object to be read from.

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.5.2 | Capabilities

The following capabilities describe the supported operations that may be performed when readipg an
existing data object:

« | Support for the ability to read the value of an existing data object\is.indicated by the pregence of
the cdmi_read_value capability in the specified object. Any read.from a specific byte lodation not
previously written to by a create or update operation shall return zero for the byte value

« | Support for the ability to read the value of an existing data’object in specific byte rangeq is

indicated by the presence of the cdmi_read_value_range capability in the specified objgct. Any
read from a specific byte location within the value¢ange specified not previously written|to by a
create or update operation shall return zero for the byte value.

8.5.3 | Request Header

The HTTP request header for reading a CDMI,data object using a non-CDMI content type is shgwn in
Table 8.

Table 18 - Request Headér - Read a CDMI Data Object using a Non-CDMI Content Typje

Header Type Description Requirement
Range Header A valid ranges-specifier (see RFC 2616 Section 14.35.1) Optional
String

8.5.4 | RequestiMessage Body

A requst méssage body shall not be provided.

8.5.5 —RespoUrnsE HEaders

The HTTP response headers for reading a data object using a non-CDMI content type are shown in
Table 19.

Table 19 - Response Headers - Read a CDMI Data Object using a Non-CDMI Content Type

Header Type Description Requirement

Content-Type | Header The content type returned shall be the mimetype field in the Mandatory
String data object.

Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.

©ISO/IEC 2012 — All rights reserved 59



https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

8.5.6 Response Message Body
When reading a data object using a non-CDMI content type, the following applies:

e The response message body shall be the contents of the data object's value field.
« When reading a value, zeros shall be returned for any gaps resulting from non-contiguous writes.

8.5.7 Response Status

The HTTP status codes that occur when reading a data object using a non-CDMI content type are
described in Table 20.

Table 20 - HTTP Status Codes - Read a CDMI Data Object using a Non-CDMI Content Type

HTTP Status Description

2p0o OK The data object content was returned in the response.

2p6 Partial Content A requested range of the data object content was returfed‘in the response.

3p2 Found The URI is a reference to another URI.

4P0 Bad Request The request contains invalid parameters or field.names.

4p1 Unauthorized The authentication credentials are missing,or invalid.

4p3 Forbidden The client lacks the proper authorization to perform this request.

4Pp4 Not Found The resource was not found at'the specified URI, or a requested field within
the resource was not founds

8.5.8 | Examples

EXAMHLE 1 GET to the data object URI to read\the value of the data object:

GEIr /MyContainer/MyDataObject.txXt HTTP/1.1
Hopt: cloud.example.com

The following shows the response.
HT[FP/1.1 200 OK
Coptent-Type: text/plain
Coptent-Length: 37

Thiis is the Value of this Data Object

EXAMHALE 2 GET to the data object URI to read the first 11 bytes of the value of the data object:

GE[r /MyContainer/MyDataObject.txt HTTP/1.1

Hopt« cloud.example.com
Ra-\nn- hvteoc=0_10

gty teo—~o—=v

The following shows the response.
HTTP/1.1 206 Partial Content
Content-Type: text/plain
Content-Range: bytes 0-10/37
Content-Length: 11

This is the
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Update a Data Object using CDMI Content Type

Synopsis

To update some or all fields in an existing data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>

To update the value of an existing data object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<DataObjectName>?value:<range>

To add, update, and remove specific metadata items of an existing data object, the following request shall

be per

ormed:

PU[r <root URI>/<ContainerName>/<DataObjectName>?metadata:<metadataname>j\ .

Where

.
L]
.

L]

The dg

result in a change to the object ID.

8.6.2

The fo
existin

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate containers.
<DataObjectName> is the name of the data object to be updated.
<range> is a byte range within the data object value to be updated:

ta object shall also be accessible at <root URI>/cdmi_objectid/<objectID>, and an updats

Capabilities

lowing capabilities describe the supported operations that may be performed when upda
) data object:

Support for the ability to modify the metadata of an existing data object is indicated by t
presence of the cdmi_modify_metadata capability in the specified object.

Support for the ability to modify, the value of an existing data object and/or MIME type is
by the presence of the cdmisxmodify_value capability in the specified object.
Support for the ability tomodify the value of an existing data object in specified byte ran
indicated by the presence’of the cdmi_modify_value_range capability in the specified o

b shall not

ing an

e
indicated

ges is
hject.
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8.6.3 Request Headers

The HTTP request headers for updating a CDMI data object using CDMI content type are shown in
Table 21.

Table 21 - Request Headers - Update a CDMI Data Object using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-object" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
XCDMI-Partial Header "true". Indicates that the object is in the process of being Opttonal
String updated, and has not yet been fully updated. When set, the
completionStatus field shall be set to "Processing".
If the completionStatus field had previously been setto
"Processing” by including this header in a create or\update,
the next update without this field shall change.the
completionStatus field back to "Complete".

8.6.4 | Request Message Body

The refjuest message body fields for updating a data object using-CDMI content type are shown in
Table p2.

Table 22 - Request Message Body - Update a.€DMI Data Object using CDMI Content Tyjpe

Fleld Name Type Description Requirement
njimetype JSON MIME type of the data contained within the value field of | Optional
String the data object. If present, this replaces the existing
MIME type.

« This field may be included when updating by value,
deserializing, and copying a data object.

< This field shall be stored as part of the object.

« If this field is not specified, the existing value of the
mimetype field shall be left unchanged.

« This field shall not be included when creating a
reference.

* This mimetype value shall be converted to lower case
before being stored.

metadata JSON Metadata for the data object. If present, the new Optional
Object metadata specified replaces the existing object

matadata Lf ndinadiial paatadata amac ava cnacifing o
THetooettet v oot rrretetoetter ree oo e peee T

the URI, only those items are replaced, with other items
being preserved.

See Clause 16 for a further description of metadata.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 22 - Request Message Body - Update a CDMI Data Object using CDMI Content Type

UTF-8 string, and shaill ke transported as a UTF-8
string in the value field

« "base64" indicates that the data object may contain
arbitrary binaryssequences, and shall be transported
as a base 64 encoded string in the value field. Setting
the contents of the data object value field to any value
other.than a valid base 64 string shall result in error
4008Bad Request being returned to the client.

This field shall only be included when updating a data

object by value. If this field is not specified, the existing

value of the valuetransferencoding field shall be left

unchanged.

This field shall be stored as part of the object.

Field Name Type Description Requirement
domainURI JSON URI of the owning domain Optional
Strin
g « [f different from the parent domain, the user shall have
the cross_domain" privilege (see
cdmi_member_privileges in Table 64).
« If not specified, the existing domain shall be
preserved.
deserialize JSON URI of a serialized CDMI data object that shall be Optional?
String deserialized to update an existing data object. The
nhjnrt 1D of the serialized data nhjprt shall match the
object ID of the destination data object.
cppy JSON URI of a CDMI data object or queue that shall be copied .y Optional®
String into the existing data object.
dpeserializevalue JSON A data object serialized as specified in ClauseAl'5 and Optional?
String encoded using base 64 encoding rules described in
RFC 4648. The object ID of the serialized data object
shall match the object ID of the destination data object.
valuetransferencoding | JSON The value transfer encoding used.forthe data object Optional
Array of value. Two value transfer encodings are defined:
JSON
Strings « "utf-8" indicates that the data object contains a valid

QD

rgesponse.

Dnly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request| error
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Table 22 - Request Message Body - Update a CDMI Data Object using CDMI Content Type

Field Name Type Description Requirement
value JSON This is the new data for the object. If present, this Optional
String replaces the existing value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

* 1T a value range was speciied In the request, the Nnew
data shall be inserted at the location specified by the
range. Any resulting gaps between ranges shall be
treated as if zeros had been written and shall be
included when calculating the size of the value. When
storing a range, the value shall be encoded using
base 64, and the valuetransferencoding field shall be
set to "base64".

QD

Dnly one of these fields shall be specified in any given operation. Exceptforvalue, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.

8.6.5 | Response Header

The HTTP response header for updating a data object using CDMI content type is shown in Talple 23.

Table 23 - Response Header - Update @CDMI Data Object using CDMI Content Type

Header Type Description Rec’uirement
Lpcation Header The server shall respond with the URI that the reference Corl\ditional
String redirects to if the object is a reference.

8.6.6 | Response Message Body

A resppnse message bodysmay be provided as per RFC 2616.

8.6.7 | Response. Status

The HTTP statys)codes that occur when updating a data object using CDMI content type are dgscribed in
Table P4.

Table 24 - HTTP Status Codes - Update a CDMI Data Object using CDMI Content Type (Shee} 1 of 2)

HTTP Status Description

204 No Content The operation was successful; no data was returned.
302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
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Table 24 - HTTP Status Codes - Update a CDMI Data Object using CDMI Content Type (Sheet 2 of 2)

HTTP Status Description

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a
state transition error on the server.

8.6.8 Examples

EXAMPLE 1 PUT to the data object URI to set new field values:

PUr /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.example.com

Cohtent-Type: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

{
"mimetype" : "text/plain®,
"metadata" :
"colour"™ : "blue",
"length' : "10"
¥,
"value™ : "This is the Value of this Data Object"
}

The following shows the response.

HTTP/1.1 204 No Content

EXAMHLE 2 PUT to the data object URI to set a new MIME type:
PU[r /MyContainer/MyDataObject.txt2mimetype HTTP/1.1
Hopt: cloud.example.com
Coptent-Type: application/cdmi=object
X-LDMI-Specification-Version:~1.0.2
{
}

The following shows the response.

"mimetype" : "text/plain”

HTP/1.1 204,No Content

EXAMHLE 3 PUT to the data object URI to update a range of the value:

PUN#MyContainer/MyDataObject.txt?value:21-24 HTTP/1.1

axamnple—com

Host—etoud—example—com
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
}

The following shows the response.

“value™ : "dGhhdA==""

HTTP/1.1 204 No Content

When updating a value without specifying a value transfer encoding, the client must be aware of the
current value transfer encoding of the object. If a client sends a value containing a UTF-8 string to
update an existing object with a valuetransferencoding value of "base64", this shall result in an error
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EXA

being returned. If a client sends a value containing a base 64 string to update an existing object with a
valuetransferencoding value of "utf-8", this shall not generate an error, but results in the literal base 64
character sequence being stored in the data object instead of the expected data encoded in the base
64 string.

MPLE 4 PUT to the data object URI to replace all metadata with new metadata:

PUT /MyContainer/MyDataObject.txt?metadata HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{

"metadata”™ : {
cofour ™ - red,
"number™ - "7"

}

}

Thie following shows the response.

HTTP/1.1 204 No Content

EXAMHLE 5 PUT to the data object URI to add a new metadata item while_preserving existing metadgta:

EXAMHLE 6 PUT to the data abject URI to replace just one metadata item with a new value:

8.7

8.7.

PU[r /MyContainer/MyDataObject.txt?metadata:shape HTTRPZ1.1
Hopt: cloud.example.com

Cohtent-Type: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

{
"metadata" : {

"shape™ : "round"
3

}

The following shows the response.

HTP/1.1 204 No Content

PU[r /MyContainer/MyDataObject.txt?metadata:colour HTTP/1.1
Hopt: cloud.exampfe:com

Cohtent-Type: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

{
"metadata” : {

Ycolour" : "green"
¥

}

The following shows the response.

HTTP/1.1 204 No Content

Update a Data Object using a Non-CDMI Content Type

1 Synopsis

To update the value of an existing data object, the following request shall be performed:

66

PUT <root URI>/<ContainerName>/<DataObjectName>
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Where:

e <root URI> is the path to the CDMI cloud.
¢ <ContainerName> is zero or more intermediate containers.
e <DataObjectName> is the name of the data object to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectlD>. An update shall not result in a
change to the object ID.
8.7.2 Capabilities

The following capabilities describe the supported operations that may be performed when updating an
existing_data ohject

» | Support for the ability to modify the value of an existing data object and/or MIME type i§ indicated
by the presence of the cdmi_modify_value capability in the specified object.

« | Support for the ability to modify the value of an existing data object in specified_byte ranges is
indicated by the presence of the cdmi_modify_value_range capability in the specified object.

8.7.3 | Request Headers

The HTTP request headers for updating a CDMI data object using a noan-CDMI content type arg shown in
Table P5.

Table 25 - Request Headers - Update a CDMI Data Objeet'using a Non-CDMI Content Type

Header Type Description Requirement

Q

ontent-Type Header The content type of the data-to be stored as a data object. The Mapdatory
String value specified here shallbe used in the mimetype field of the
CDMI data object.

dontent- Header | A valid ranges-specifier (see RFC 2616 Section 14.35.1) Opftional
Range String

X-CDMI- Header "true". Indicates that the object is in the process of being Opftional
Partial String updated and has not yet been fully updated. When set, the

completionStatus field shall be set to "Processing".

If the completionStatus field had previously been set to
"Processing" by including this header in a create or update, the
next update without this field shall change the completionStatus
field back to "Complete".

8.7.4 | Request‘Message Body

The reguést-message body contains the data to be stored in the value of the data object.

8.7.5 Response Header

The HTTP response header for updating a data object using a non-CDMI content type is shown in
Table 26.

Table 26 - Response Header - Update a CDMI Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.
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8.7.6 Response Message Body

A response message body may be provided as per RFC 2616.

8.7.7 Response Status

the HTTP status codes that occur when updating a data object using a non-CDMI content type are
described in Table 27.

Table 27 - HTTP Status Codes - Update a CDMI Data Object using a Non-CDMI Content Type

HTTP Status Description

204 No Content The operation was successful; no data was returned.

3p2 Found The URI is a reference to another URI.

4P0 Bad Request The request contains invalid parameters or field names.

4P1 Unauthorized The authentication credentials are missing or invalid.

4P3 Forbidden The client lacks the proper authorization to perform this request.

4p4 Not Found The resource was not found at the specified URK

4P9 Conflict The operation conflicts with a non-CDMI accéss protocol lock or may cayse a state
transition error on the server.

8.7.8 | Examples

EXAMHLE 1 PUT to the data object URI to update the value of the data object:

PUIr /MyContainer/MyDataObject.txt HTTR/A1.1
Hopt: cloud.example.com

Cophtent-Type: text/plain

Coptent-Length: 37

Thiis is the value of this data’object
The following shows the response.

HTITP/1.1 204 No Content

EXAMHLE 2 PUT to/the-data object URI to update four bytes within the value of the data object:

PUIr /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud¥example.com

Cophtent-Range: bytes 21-24/37
Coptent-Type: text/plain

Coptent-<Length: 4

that
The following shows the response.

HTTP/1.1 204 No Content
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8.8 Delete a Data Object using CDMI Content Type

8.8.1 Synopsis

To delete an existing data object, the following request shall be performed:
DELETE <root URI>/<ContainerName>/<DataObjectName>

Where:

e <root URI> is the path to the CDMI cloud.
e <ContainerName> is zero or more intermediate containers.
« <DataObjectName> is the name of the data object to be deleted.

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

8.8.2 | Capability

The following capability describes the supported operations that may be performed when deletipng an
existing data object:

« | Support for the ability to delete an existing data object is indicated\by the presence of the
cdmi_delete_dataobject capability in the specified object.
8.8.3 | Request Header

The HTTP request header for deleting a CDMI data objectusing CDMI content type is shown in| Table 28.
Table 28 - Request Header - Delete a CDMI*Data Object using CDMI Content Type

Header Type Description Reduirement
X-CDMI- Header | A comma-separated list of versions supported by the client, Mamdatory
Specification- String e.g., "1.0.2, 15, 2.0"

VErsion

8.8.4 | Request Message Body

A requst message body may.be provided as per RFC 2616.

8.8.5 | Response Headers

Respopse headers may be provided as per RFC 2616.

8.8.6 | Response Message Body

A response message body may be provided as per RFC 2616.
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8.8.7 Response Status

Table 29 describes the HTTP status codes that occur when deleting a data object using CDMI content
type.

Table 29 - HTTP Status Codes - Delete a CDMI Data Object using CDMI Content Type

HTTP Status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

4p3-Forbidden The-clientlacks-the-properauthorization-to-perform-this-request:

4p4 Not Found The resource was not found at the specified URI.

4P9 Conflict The operation conflicts with a non-CDMI access protocol lock er may cause a state
transition error on the server or the data object may not be deleted.

8.8.8 | Example

EXAMHLE DELETE to the data object URI:
DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version: 1.0.2
The following shows the response.

HTTP/1.1 204 No Content

8.9 | Delete a Data Object using adNon-CDMI Content Type

8.9.1 | Synopsis

To delgte an existing data object, the following request shall be performed:
DELETE <root URI>/<ContainerName>/<DataObjectName>

Where

¢ | <root URI>is'the path to the CDMI cloud.
¢ | <ContainerName> is zero or more intermediate containers.
» | <DataObjectName> is the name of the data object to be deleted.

The okjnnf shall also he accessible at <root LURI>/cdmi nhjnrfid/<nhjnnrln>

8.9.2 Capability

The following capability describes the supported operations that may be performed when deleting an
existing data object:

«  Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_dataobject capability in the specified object.

8.9.3 Request Headers

Request headers may be provided as per RFC 2616.
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8.9.4 Request Message Body

A request message body may be provided as per RFC 2616.

8.9.5 Response Headers

Response headers may be provided as per RFC 2616.

8.9.6 Response Message Body

A response message body may be provided as per RFC 2616.

8.9.7 [ Response Status

Table BO describes the HTTP status codes that occur when deleting a data object using alnon-(¢
content type.

CDMI

Table 30 - HTTP Status Codes - Delete a CDMI Data Object using a Non-CBMI-Content Type
HTTP Status Description
2P4 No Content The data object was successfully deleted.
4P0 Bad Request The request contains invalid parameters orfield names.
4P1 Unauthorized The authentication credentials are missing or invalid.
4P3 Forbidden The client lacks the proper authefization to perform this request.
4p4 Not Found The resource was not found at the specified URI.
4Dp9 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on theserver or the data object may not be deleted.

8.9.8 | Example

EXAMHALE DELETE to the data object URI:

DELETE /MyContainer/MyDataObject.txt HTTP/1.1
Hopt: cloud.example._com

The following shows ‘the response.

HTITP/1.1 204<No' Content
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9 Container Object Resource Operations

9.1 Overview

Container objects are the fundamental grouping of stored data within CDMI™ and are analogous to
directories within a file system. Each container object has zero or more child objects and a set of well-
defined fields that include standardized and optional metadata. The metadata is generated by the cloud
storage system and specified by the cloud user.

Containers are addressed in CDMI in two ways:

¢ by name (e.qg., http://cloud.example.com/container/); and

« | by object ID (e.g., http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E.

Every gontainer object has a single, globally-unique object ID that remains constant fal-the life gf the
object.|Each container object may also have one or more URI addresses that allow-the container object to
be accgessed. Following the URI conventions for hierarchical paths, container URIs shall consist of one or
more dontainer names that are separated by forward slashes ("/") and that end with a forward slash ("/").

If a request is performed against an existing container resource and the trailing slash at the end pf the URI
is omitfed, the server shall respond with an HTTP status code of 301 Moved Permanently, and & Location
header containing the URI with the trailing slash will be added.

If a COMI request is performed to create a new container resource’ and the trailing slash at the ¢nd of the
URI is jomitted, the server shall respond with an HTTP status ¢ode of 400 Bad Request.

Non-CPMI requests to create a container resource shalNinclude the trailing slash at the end of the URI,;
otherwfise, the request shall be considered a request ta'create a data object.

Contaipers may also be nested.

EXAMHALE 1 The following URI represents.a‘nested container:
http://cloud.example.com/container/subcontainer/

A nested container has a parent'container object, shall be included in the children field of the pgrent
container object, and shall inherit data system metadata and ACLs from its parent container.

This mpdel allows direct mapping between CDMI-managed cloud storage and file systems (e.g.|NFSv4 or
WebDAV). If a CDMI_centainer object is exported as a file system, then the file system may make the

CDMI metadata accessible via file system-specific mechanisms. As files and directories are credted by the
file sygtem, they-beécome visible through the CDMI interface acting as a data path. The mappind between
file sygtem constructs and CDMI data objects, container objects, and metadata is outside the scppe of this
interngtional standard.

guestion

EXAMPLE 2 The following URI returns just the children field in the response message body:

http://cloud.example.com/container/?children

By specifying a range after the children field name, specific ranges of the children field may be accessed.

EXAMPLE 3 The following URI returns the first three children from the children field:

http://cloud.example.com/container/?children:0-2
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Children ranges are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616. A
client can determine the number of children present by requesting the childrenrange field without
requesting a range of children.

A list of fields, separated by a semicolon ";" may be specified, allowing multiple fields to be accessed in a
single request.

EXAMPLE 4 The following URI would return the children and metadata fields in the response message body:
http://cloud.example.com/container/?children;metadata

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.

9.1.1 | Container Metadata

The following optional data system metadata may be provided (see Table 31).

Table 31 - Container Metadata

Metadata Name Type Description Requirement
cfimi_assignedsize JSON The number of bytes that is reported via‘eXported Optional
String protocols (e.g., the device may be thin)provisioned). This
number may limit cdmi_size.

Contaiper metadata may also include arbitrary user-supplied metadata and data system metadata as
descriped in Clause 16.

9.1.2 | Reserved Container Names

This infernational standard defines reserved container names that shall not be used when creatjng new
containers. These container names are reserved for use by this international standard, and if anjattempt is
made {o create or delete them, an HTTP 400‘Bad Request result code shall be returned to the ¢lient.

The reperved container names include:

¢ | cdmi_objectid,

¢ | cdmi_domains,

¢ | cdmi_capabilities,

¢ | cdmi_snapshots, and
e | cdmi_versions.

As additional names may be added in future versions of this international standard, server
implenpentations shall prevent the creation of user-defined containers if the container name starts with

"cdmi_|[',

9.1.3 Container Object Addressing

Each container object is addressed via one or more unique URIs, and all operations may be performed
through any of these URIs. For example, a container object may be accessible via multiple virtual hosting
paths, where http://cloud.example.com/users/snia/cdmi/ is also accessible through http://
shia.example.com/cdmi/. Conflicting writes via different paths shall be managed the same way that
conflicting writes via one path are managed, via the principle of eventual consistency (see 9.2).

9.1.4 Container Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response message body JSON fields may be specified or
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returned in any order, with the exception that, if present, for container objects, the childrenrange and
children fields shall appear last and in that order.

9.2 Create a Container Object using CDMI Content Type

9.2.1 Synopsis
To create a new container object, the following request shall be performed:
PUT <root URI>/<ContainerName>/<NewContainerName>/

Where:

¢ | <root URI> is the path to the CDMI cloud.
e | <ContainerName> is zero or more intermediate container objects that already exist,.with|one slash
(i.e., "I") between each pair of container object names.

* | <NewContainerName> is the name specified for the container object to becereated.

After it)is created, the container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

9.2.2 | Delayed Completion of Create

In resgonse to a create operation for a container object, the server.may return 202 Accepted to jndicate
that the object is in the process of being created. This response is.useful for long-running operations (e.g.,
deseriglizing a source data object to create a large container-ebject hierarchy). Such a responsg¢ has the
following implications.

« | The server shall return a Location header withva*URI to the object to be created along with an
HTTP status code of 202 Accepted.

« | With 202 Accepted, the server implies thatthe following checks have passed:

— user authorization for creating the,container object;
— user authorization for read access to any source object for move, copy, serialize, of

deserialize; and
— availability of space to create the container object or at least enough space to creatp a URI to

report an error.
¢ | Aclient might not be.able to immediately access the created object, e.g., due to delays Jresulting
from the implementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation. In response, the
server|returns two-fields in its response message body to indicate progress.

* | A mandatory completionStatus text field contains either "Processing”, "Complete", or ar error

string starting with the value "Error".

« | Arroptional percentComplete field contains the percentage that the accepted PUT has ¢ompleted
(0 to 100). GET does not return any children for the container object when completionStatus is not
"Complete".

When the final result of the create operation is an error, the URI is created with the completionStatus field
set to the error message. It is the client's responsibility to delete the URI after the error has been noted.

9.2.3 Capabilities

The following capabilities describe the supported operations that may be performed when creating a new
container object:

e Support for the ability to create a new container object is indicated by the presence of the
cdmi_create_container capability in the parent container object.
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If the object being created in the parent container object is a reference, support for that ability is
indicated by the presence of the cdmi_create_reference capability in the parent container object.

If the new container object is a copy of an existing container object, support for the ability to copy is
indicated by the presence of the cdmi_copy_container capability in the parent container object.

If the new container object is the destination of a move, support for the ability to move the
container object is indicated by the presence of the cdmi_move_container capability in the parent
container object.

If the new container object is the destination of a deserialize operation, support for the ability to

deserialize the source data object serialization of a container object is indicated by the presence of
the cdmi_deserialize_container capability in the parent container object.

9.2.4 _Request Headers
The HTTP request headers for creating a CDMI container object using CDMI content type-are ‘shown in
Table B2.
Table 32 - Request Headers - Create a Container Object using CDMI Content Type
Header Type Description Regyirement
Accept Header "application/cdmi-container” or a consistent’yalie as per Optipnal
String clause 5.13.2
dontent-Type Header "application/cdmi-container" Manpatory
String
X-CDMI- Header A comma-separated list of yersSions supported by the Manpatory
Specification- String client, for example, "1.0.2;)1\5, 2.0"
VErsion
9.2.5 | Request Message Body

The refjluest message body fields for creatingza container object using CDMI content type are shown in

Table B3.

Table 33 - Request Message Body -‘Create a Container Object using CDMI Content Type (Shget 1 of 2)

Fleld Name Type Description Regpirement
metadata JSON Metadata for the container object Optipnal
Object

« If this field is included when deserializing, serializing,
copying, or moving a container object, the value
provided in this field shall replace the metadata from the
source URI.

« If this field is not included when deserializing, serializing,
copying, or moving a container object, the metadata from
the source URI shall be used.

« If this field is included when creating a new container
object by specifying a value, the value provided in this
field shall be used as the metadata.

« If this field is not included when creating a new container
object by specifying a value, an empty JSON object (i.e.,
"{}") shall be assigned as the field value.

 This field shall not be included when referencing a
container object.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 33 - Request Message Body - Create a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name

Type

Description

Requirement

domainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall have
the cross_domain privilege (see
cdmi_member_privileges in Table 64).

« If not specified, the parent domain shall be used.

Optional

exports

JSON
Object

A structure for each protocol enabled for this container
object (see Clause 13). This field shall not be included
when referencing a container object.

Optional

o

bserialize

JSON
String

URI of a serialized CDMI data object that shall be
deserialized to create the new container object, including
all child objects inside the source serialized data object
(see Clause 15).

When deserializing a container object, any exported
protocols from the original serialized container object are
not applied to the newly created container object(s).

opti

bnal?

cppy

JSON
String

URI of a CDMI container object that shall be eopied into the
new container object, including all child objects under the
source container object. When copying a container object,
exported protocols are not preserved across the copy.

Opti

bnal®

njove

JSON
String

URI of an existing local or yemote CDMI container object
(source URI) that shall be relocated, along with all child
objects, to the URI spegified in the PUT. The contents of
the container objectand all children, including the object
ID, shall be preserved by a move, and the container object
and all children'of the source URI shall be removed after
the objects_atithe destination have been successfully
created.

If there are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return a 400 Bad Request
result code, and the source and destination are left
unchanged.

Opti

bnal?

r¢ference

JSON
String

URI of a CDMI container object that shall be redirected to
by a reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Opti

bnal?

deserializevalue

JSON
String

A container object serialized as specified in Clause 15 and
encoded using base 64 encoding rules described in RFC

Opti

bnal?

#0648 The ubjectiDof theseratized contaimer object statt
match the object ID of the destination container object.

response.

30nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
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9.2.6 Response Headers
The HTTP response headers for creating a CDMI container object using CDMI content type are shown in
Table 34.
Table 34 - Response Headers - Create a Container Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-container" Mandatory
String
X-CDMI- Header The server shall respond with the highest version Mandatory
Specification- String supported by both the client and the server, e.g., "1.0.2".
Version o . . . L )
UIe STCIVET UUTS TIUL SUPPUTL dlTly UT UHT VETSIUTIS
supported by the client, the server shall return a 400 Bad
Request status code.
9.2.7 | Response Message Body
The regponse message body fields for creating a CDMI container object using CDMI content type are
shownl|in Table 35.
Table 35 - Response Message Body - Create a Container Object using CDMI Content Type (Sheet 1 of 2)
Fleld Name Type Description Regpuirement
opjectType JSON "application/cdmi-container” Mandatory
String
opjectiD JSON Object ID of the object Mandatory
String
opjectName JSON Name of the object Mandatory
String
pprentURI JSON URI far the parent object Marjdatory
Strin
g Appending the objectName to the parentURI shall always
produce a valid URI for the object.
phrentlD JSON Object ID of the parent container object Mandatory
String
dpmainURI JSON URI of the owning domain Marjdatory
String
capabilitiesURI JSON URI to the capabilities for the object Marjdatory
String
cpmpletionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
ering r\rn:\fnrl’ and-afterthe npnrafinn is anplnfn, ifitwas
created successfully or an error occurred. The value shall
be the string "Processing”, the string "Complete”, or an
error string starting with the value "Error".
8Returned only if present.

i
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Table 35 - Response Message Body - Create a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
percentComplete JSON » When the value of completionStatus is "Processing", this | Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
* When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from 0 through
100.
njetadata JSON Metadata for the container object. This field includes any Mandatory
Object user and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
ekports JSON A structure for each protocol that is enabled for this Optipnal?
Object container object. See Clause 13.
shapshots JSON URI(s) of the snapshot container objects.\See Clause 14. Optipnal?
Array
childrenrange JSON The children of the container expressed as a range. If a Mandatory
String range of children is requested, this field indicates the
children returned as a range.
children JSON Names of the children gbjects in the container object. Child | Mar|datory
Array container objects epd with "/".

8Returned only if present.

9.2.8

Table

conten type.

Response Status

B6 describes the HTTP status_codes that occur when creating a container object using CDMI

Table 36 - HTTP Status/Codes - Create a CDMI Container Object using CDMI Content Type

HTTP Status

Description

2p1 Created

The new container object was created.

N

D2 Accepted

The container object is in the process of being created. The CDMI client ghould
monitor the completionStatus and percentComplete fields to determine thg current
status of the operation.

4p0.Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The container object name already exists.
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9.2.9 Example

EXAMPLE PUT to the URI the container object name and metadata:

PUT /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"metadata” : {
¥,
“"exports™ - {
"OCCI/ZiSCsI™: {
"identifier”: "00007E7FO0104BE66AB53A9572F9F51E",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/"
1
T
"Network/NFSv4™ : {
"identifier"” : "/users",
“permissions' : '‘domain’
}
}
}

The following shows the response.

HT[TP/1.1 201 Created
Coptent-Type: application/cdmi-container
X-LDMI-Specification-Version: 1.0.2

{
"objectType'" : "application/edmi-container",
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName"™ : "MyContainer/",
"parentURI"™ - /",
"parentlID” : "00007E7FO0010128E42D87EE34F5A6560",
“domainURI™ : "/cdmi_domains/MyDomain/*,
"capabilitiesURL' *; "/cdmi_capabilities/container/",
"completionStatus : "Complete",
"metadata” : {
}.
"exports!'™nt {
"ocCH/iscsit - {
"identifier” : "0000706D0010B84FAD185C425D8B537E",
"permissions'” : "00007E7F00104EB781F900791C70106C""
'}: etwork/NESvA™ - £
"identifier"” : "/users",
"permissions' : 'domain"
}
"childrenrange™ : "',
“children™ : [
1
}
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9.3

9.31

Create a Container Object using a Non-CDMI Content Type

Synopsis

To create a new container object, the following request shall be performed:

PUT <root URI>/<ContainerName>/<NewContainerName>/

Where

After it

The pr
create

9.3.2

The fo
contai

9.3.3

Reque

9.3.4

A requ

9.3.5

Respo

9.3.6

Aresp

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate container objects that already exist, with
(i.e., "I") between each pair of container object names.

one slash

<NewContainerName> is the name specified for the container object to be created.
is created, the container object shall also be accessible at <root URI>/cdmi_objegtid/<ob
esence of a trailing slash at the end of the HTTP PUT URI indicates that a container obje
| and distinguishes it from a request to create a data object.

Capability

lowing capability describes the supported operations that may-be_performed when creati
er object:

Support for the ability to create a new container objectlis indicated by the presence of tf
cdmi_create_container capability in the parent container object.
Request Headers

5t headers may be provided as per RFC 2616.

Request Message Body

pst message body shall not be/provided.

Response Headers

hse headers may be)provided as per RFC 2616.

Responsé@Message Body

bnse message body may be provided as per RFC 2616.

jectID>/.

Ct is being

g a new

e
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Response Status

Table 37 describes the HTTP status codes that occur when creating a container object using a non-CDMI
content type.

Table 37 - HTTP Status Codes - Create a Container Object using a Non-CDMI Content Type

HTTP Status Description
201 Created The new container object was created.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
A02 Earhiddan Tha cliant lacke tha nranar autharizatinn tn narfarm thic racniact
v Lid Lad Lid -1 *
4p9 Conflict The container object name already exists.
9.3.8 | Example
EXAMHLE PUT to the URI the container object name:

PU[r /MyContainer/ HTTP/1.1
Hopt: cloud.example.com

The following shows the response.

HTFP/1.1 201 Created

9.4

9.4.1

To readl all fields from an existing container-object, the following request shall be performed:

GEl <root URI>/<ContainerName>/<TheContainerName>/

Read a Container Object using CDMIContent Type

Synopsis

To readl one or more requested fields from an existing container object, one of the following reqyests shall

be performed:

GEIl <root URI>/<ContainerName>/<TheContainerName>/?<fieldname>;<fieldname>j. ..

GE[l <root URI>/<ContainerName>/<TheContainerName>/?children:<range>;...
GE[l <root URL>/<ContainerName>/<TheContainerName>/?metadata:<prefix>;...

Where

L]

<rootyURI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate container objects.
<TheContainerName> is the name specified for the container object to be read from.
<fieldname> is the name of a field.

<range> is a humeric range within the list of children.

<prefix> is a matching prefix that returns all metadata items that start with the prefix value.

The container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

9.4.2

Capabilities

The following capabilities describe the supported operations that may be performed when reading an
existing container object:

81
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e Support for the ability to read the metadata of an existing container object is indicated by the
presence of the cdmi_read_metadata capability in the specified container object.

e Support for the ability to list the children of an existing container object is indicated by the presence
of the cdmi_list_children capability in the specified container object.

e Support for the ability to list ranges of the children of an existing container object is indicated by
the presence of the cdmi_list_children_range capability in the specified container object.
9.4.3 Request Headers

The HTTP request headers for reading a CDMI container object using CDMI content type are shown in
Table 38.

Tahle 38 - Dpnlllncf Headers - Read a Container ﬁhjnrt ||Qing CDMI Content T\I/pn

Header Type Description Reguirement

Accept Header "application/cdmi-container” or a consistent value as per Optipnal
String clause 5.13.2

X-CDMI- Header A comma-separated list of versions supported byithe client, | Marldatory

Specification- String e.g., "1.0.2,1.5, 2.0"

Version

9.4.4 | Request Message Body

A request message body shall not be provided.

9.4.5 | Response Headers

The HTTP response headers for reading a CDMI cantainer object using CDMI content type are [shown in
Table B9.

Table 39 - Response Headers ¢Read a Container Object using CDMI Content Type

Header Type Desgcription Reglirement
X-CDMI- Header The server shall respond with the highest version Mandatory
Specification- String supported by both the client and the server, e.g., "1.0.2".

Version

If the server does not support any of the versions
supported by the client, the server shall return a 400 Bad
Request status code.

dontent-Type Header "application/cdmi-container" Mandatory
String

Lpcatipn Header The server shall respond with the URI that the reference Conflitional
String redirects to if the object is a reference.
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9.4.6 Response Message Body

The response message body fields for reading a CDMI container object using CDMI content type are
shown in Table 40.

Table 40 - Response Message Body - Read a Container Object using CDMI Content Type (Sheet 1 of 2)

Field Name Type Description Requirement

objectType JSON "application/cdmi-container" Mandatory
String

objectlD JSON Object ID of the object Mandatory
String

opjectName JSON Name of the object Canfitional
String

« For objects in a container, the objectName field shall be
returned.

« For objects not in a container (objects that are only

accessible by ID), the objectName field does notyexist
and shall not be returned.

pprentURI JSON URI for the parent object Confitional

Strin
g « For objects in a container, the parentURI field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
shall not be returned.

Appending the objectName to the parentURI shall always

produce a valid URI farthe object.

pprentiD JSON Object ID of the parent container object Conflitional

Strin
g « For objects\in“a container, the parentID field shall be

returned:
« For objects not in a container (objects that are only

accessible by ID), the parentlD field does not exist and
shall not be returned.

dpmainURI JSON URI of the owning domain Mandatory
String
cqpabilitiesURI JSON URI to the capabilities for the object Mandatory
String
cpmpletionStatus.” | JSON A string indicating if the object is still in the process of being | Mandatory
String created, and after the operation is complete, if it was
created successfully or an error occurred. The value shall
be the string "Processing”, the string "Complete”, or an
error string starting with the value "Error".
percentComplete | JSON * When the value of completionStatus is "Processing", this | Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

¢ When the value of completionStatus is "Complete”, this
field, if provided, shall contain the value "100".

* When the value of completionStatus is "Error", this field,
if provided, may contain any integer value from 0 through
100.

4Returned only if present.

83 ©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 40 - Response Message Body - Read a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
metadata JSON Metadata for the container object. This field includes any Mandatory
Object user and data system metadata specified in the request
message body metadata field, along with storage system
metadata generated by the cloud storage system. See
Clause 16 for a further description of metadata.
exports JSON A structure for each protocol that is enabled for this Optional?
Object container object (see Clause 13)
snapshots JSON URIs of the snapshot container objects Optional?
Array
childrenrange JSON The children of the container expressed as a range. If a Mandatory
String range of children is requested, this field indicates the
children returned as a range.
children JSON Names of the children objects in the container object{All Mandatory
Array children names shall have reserved characters escaped

according to RFC 3986, e.g., the "%" character in a name
would be replaced with "%25".

< Children that are container objects shall have "/"
appended to the child name.

< Children that are references shall have "?" appended to
the child name.

8Returned only if present.

If indivjdual fields are specified in the GET request, orily‘these fields are returned in the result bpdy.
Optiongl fields that are requested but do not exist are’ omitted from the result body.

9.4.7 | Response Status

Table {1 describes the HTTP status codes that occur when reading a container object using CDMI content

type.

Table 41 - HTTP Status Codes - Read a Container Object using CDMI Content Type

HTTP Status

Description

2P0 OK

The metadata for the container object is provided in the message Hody.

3p2 Found

The URI is a reference to another URI.

4P0 Bad.Request

The request contains invalid parameters or field names.

4p1<Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

406 Not Acceptable

The server is unable to provide the object in the content type specified in the

Accept header.
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9.4.8 Examples

EXAMPLE 1 GET to the container object URI to read all the fields of the container object:

GET /MyContainer/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK
Content-Type: application/cdmi-container

X-CDMI-Specification-Version: 1.0.2

{

"objectType'" : "application/cdmi-container’,
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName"™ : "MyContainer/",

"parentURI"™ - /",

"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
“domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus™ : "Complete",

"metadata” : {

}.
"exports" : {
"OCCI/ZisCsI™: {
"identifier”: "00007E7F00104BE66AB53A9572F9F51E",
"permissions': [
"http://example.com/compute/0/,
"http://example.com/compute/1/*
1
}.
"Network/NFSv4™ : {
"identifier" : '/usersy
"permissions' : 'domagn"

"childrenrange™ : "0%4Y,
"children™ : [

"red",

'green”,

"yellow",

"orange/\

“"purple/s’

}

EXAMHLE 2 GET to the container object URI to read parentURI and children of the container object:

GE[r“"/MyContainer/?parentURI ;children HTTP/1.1
HoST: cloud-example.com

Accept: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0.2

{
"parentURI™ - /",

"children”™ : [
"red",
"'green™,
"yellow",
"orange/",
"purple/"

EXAMHALE 3 GET to the container object URI to read children 0..2 and childrenrange of the centainer|object:

GE[r /MyContainer/?childrenrange;children:0-2 HTTP/1.1
Hopt: cloud.example.com

Actept: application/cdmi-container
X-LDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Coptent-Type: application/cdmi-container
X-LDMI-Specification-Version: 1.0.2

{
"childrenrange" : "0-2",
"children™ : [
"red",
"'green™,
“yellow"
]
b

9.5 | Update a Container QObject using CDMI Content Type

9.5.1 | Synopsis
To update some or all fields in an existing container object, the following request shall be performed:
PUIN <root URIS7<ContainerName>/<TheContainerName>/

To add, update,~and remove specific metadata items of an existing container object, the following request
shall be performed:

PUL_<root URI>/<CaontainerName>/<TheContainerName>/?metadata-<metadataname>-. ..

Where:

e <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate container objects.
e <TheContainerName> is the name of the container object to be updated.

The container object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not
result in a change to the object ID.
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Delayed Completion of Snapshot

If the creation of a snapshot (see Clause 14) is requested by including a snapshot field in the request
message body, the server may return an HTTP status code of 202 Accepted. Such a response has the
following implications:

With 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the snapshot,
— user authorization for read access to the container object, and

— availability of space to create the snapshot or at least enough space to create a URI to report

an error.
A client might not be able to immediately access the snapshot, e.g., due to delays resul

the implementation’'s use of eventual cansistency
L PA

ting from

The client performs GET operations to the snapshot URI to track the progress of the operation: |n
particuar, the server returns two fields in its response message body to indicate progress:
« | A completionStatus text field contains either "Processing", "Complete", or an efrror string starting
with the value "Error".
* | An optional percentComplete field contains the percentage that the accepted PUT has ¢ompleted
(0 to 100). GET does not return any value for the object when comipletionStatus is not "Complete”.
When the final result of the snapshot operation is an error, the snapshot-URI is created with the
complgtionStatus field set to the error message. It is the client's resperisibility to delete the URI pfter the
error hps been noted.
9.5.3 | Capabilities
The following capabilities describe the supported operations that may be performed when updating an
existing container object:
« | Support for the ability to modify the metadata of an existing container object is indicated by the
presence of the cdmi_modify_metadata capability in the specified container object.
« | Support for the ability to snapshot the contents of an existing container object is indicat¢d by the
presence of the cdmi_snapshet capability in the specified container object.
« | Support for the ability toadd an exported protocol to an existing container object is indicgted by the
presence of the cdmi_export_<protocol> capabilities for the specified container object.
9.5.4 | Request Headers
The HTTP requestyheaders for updating a CDMI container object using CDMI content type are $hown in
Table {12.
Table 42 - Request Headers - Update a Container Object using CDMI Content Type
ader Type Description Reqguirement
Content-Type Header "application/cdmi-container" Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
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9.5.5 Request Message Body

The request message body fields for updating a container object using CDMI content type are shown in

Table 43.

Table 43 - Request Message Body - Update a Container Object using CDMI Content Type (Sheet 1 of 2)

Field Name

Type

Description

Requirement

metadata

JSON
Object

Metadata for the container object. If present, the new
metadata specified replaces the existing object metadata. If
individual metadata items are specified in the URI, only
those items are replaced, with other items being preserved.

See Clause 16 for a further description of metadata.

Optional

o

bmainURI

JSON
String

URI of the owning domain

« If different from the parent domain, the user shall have
the cross_domain privilege (see
cdmi_member_privileges in Table 64).

« If not specified, the parent domain shall be used.

Opti

bnal

n

hapshot

JSON
String

Name of the snapshot to be taken. This is not-a’URL, but
rather the final component of the absolute URL where the
shapshot will exist when the snapshot opgération
successfully completes. If a snapshetis' added or changed,
the PUT operation only returns aftér the snapshot is added
to the snapshot list. After they’are“created, snapshots may
be accessed as children cantainer objects under the
cdmi_snapshots child cohtaiher object of the container
object receiving a snapshot.

When creating a snapshot with the same name as an
existing snapshat; the new snapshot will replace the
existing snapshot.

Opti

bnal

dpeserialize

JSON
String

URI of a\serialized CDMI container object that shall be
deserialized to update an existing container object. The
abject ID of the serialized container object shall match the
object ID of the destination container object.

If the serialized container object does not contain children,
the update is applied only to the container object, and any
existing children are left as-is. If the serialized container
object does contain children, then creates, updates, and
deletes are recursively applied for each child, depending
on the differences between the provided serialized state
and the current state of the child.

Opti

bnal?®

cppy,

JSON
String

URI of a CDMI container object that shall be copied into the
existing container object. Only the contents of the container

Opti

bnal?

[ Y I oloalllo | " lailel £ ol
UNJTULTIOTITT oTidil T CUPICTU, TIUL AlTy CIiurciT U uic

container object.

stored.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
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Table 43 - Request Message Body - Update a Container Object using CDMI Content Type (Sheet 2 of 2)

Field Name

Type

Description

Requirement

deserializevalue

JSON
Sting

A container object serialized as specified in Clause 15 and
encoded using base 64 encoding rules described in RFC
4648.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized container object does not contain
children, the update is applied only to the container

Optional®

object, and any existing children are left as-is.

« If the serialized container object does contain children,
then creates, updates, and deletes are recursively
applied for each child, depending on the differences
between the provided serialized state and the current
state of the children.

D

Kports

JSON
Object

A structure for each protocol that is enabled, for this
container object (see Clause 13). If an exported protocol is
added or altered, the PUT operation only\returns after the
export operation has completed.

Optipnal

sfored.

aPnly one of these fields shall be specified in any given operation.(Except for value, these fields shall not be

9.5.6 | Response Header
The HTTP response header for updating a CDM|.¢ohtainer object using CDMI content type is shown in
Table {44.
Table 44 - Response Header -\Update a Container Object using CDMI Content Type
Header Type Deseription Reqpirement
Lpcation Header The server shall respond with the URI that the reference Congflitional
String redirects to if the object is a reference.
9.5.7 | Response Message Body
A resppnse message‘body may be provided as per RFC 2616.
9.5.8 | Response Status
Table fi5\déscribes the HTTP status codes that occur when updating a container object using GDMI

content type.

Table 45 - HTTP Status Codes - Update a Container Object using CDMI Content Type (Sheet 1 of 2)

HTTP Status

Description

204 No Content

The operation was successful; no data was returned.

202 Accepted

The container or snapshot (subcontainer object) is in the process of being created.
The CDMI client should monitor the completionStatus and percentComplete fields
to determine the current status of the operation.

302 Found

The URI is a reference to another URI.

400 Bad Request

The request contains invalid parameters or field names.

89
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Table 45 - HTTP Status Codes - Update a Container Object using CDMI Content Type (Sheet 2 of 2)

HTTP Status Description

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on the server.

9.5.9 Examples

EXAMHLE 1 PUT to the container object URI to set new field values:

PU[r /MyContainer/ HTTP/1.1

Hopt: cloud.example.com

Cohtent-Type: application/cdmi-container
X-LDMI-Specification-Version: 1.0.2

{
"metadata" : {
T
"exports" : {
"OCCI/iSCSI™: {
"identifier'": "00007E7F00104BE66AB53A9572F9F51E"",
"permissions”: [
"http://example.com/compute/0/",
"http://example.com/compute/1/:"
1
}
"Network/NFsv4™ - {
"identifier” : "/users'y
"permissions' : "doma#n™
¥
}
}

The following shows the response.

HTP/1.1 204 No Content

EXAMHLE 2 PUT to'the container object URI to set a new exported protocol value:

PU[r /MyContainer/?exports HTTP/1.1

Hopt: cloud.example.com

Cohtent=TFype: application/cdmi-container
X-LDMI=Specification-Version: 1.0.2

{
"exports" : {
"OCCI/ZiSCSI™ = {
"identifier™ : "0000706D0010B84FAD185C425D8B537E",
"permissions™ : "00007E7FO00104EB781F900791C70106C""
} .
"Network/NFsv4™ - {
“identifier"™ : "/users",
"permissions' : 'domain’
}
}
}
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The following shows the response.

HTTP/1.1 204 No Content

9.6 Delete a Container Object using CDMI Content Type

9.6.1 Synopsis

To delete an existing container object, including all contained children and snapshots, the following request
shall be performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/

Where

¢ | <root URI> is the path to the CDMI cloud.
¢ | <ContainerName> is zero or more intermediate container objects.
e | <TheContainerName> is the name of the container object to be deleted.

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>/!

9.6.2 | Capability

The following capability describes the supported operations that may be performed when deletipg an
existing container object:

» | Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_container capability in the specified container object.

9.6.3 | Request Header

The HTTP request header for deleting a CDMI container object using CDMI content type is shoyvn in
Table {6.

Table 46 - Request Header - Delete a Container Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Manpdatory
Specification- String e.g., "1.0.2,1.5, 2.0"

\Ersion

9.6.4 | RequestMessage Body

A requEst . message body may be provided as per RFC 2616.

9.6.5 Response Headers

Response headers may be provided as per RFC 2616.

9.6.6 Response Message Body

A response message body may be provided as per RFC 2616.
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9.6.7 Response Status

Table 47 describes the HTTP status codes that occur when deleting a container object using CDMI
content type.

Table 47 - HTTP Status Codes - Delete a Container Object using CDMI Content Type

HTTP Status Description

204 No Content The container object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.
4p3-Forbidden The-clentlacks-the-properauthorization-to-perorm-this+equest:
4p4 Not Found The resource was not found at the specified URI.

4P9 Conflict The container object may not be deleted.

9.6.8 | Example

EXAMHAHLE DELETE to the container object URI:
DELETE /MyContainer/ HTTP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version: 1.0.2
The following shows the response.

HTTP/1.1 204 No Content

9.7 | Delete a Container Object using a Non-CDMI Content Type

9.7.1 | Synopsis

To delgte an existing container object,including all contained children and snapshots, the following request
shall b performed:

DELETE <root URI>/<ContainerName>/<TheContainerName>/
Where

¢ | <root URJ=.s the path to the CDMI cloud.
* | <ContainerName> is zero or more intermediate container objects.
« | <TheContainerName> is the name of the container object to be deleted.

The obiectshallalso-be-accessible-at<rootURI>/cdmi—obiectid/<ocbiectiD>/
Hect+-SHat—et 2 HE—aH—< oo H—0BjecHa, PHe Gt~

9.7.2 Capability

The following capability describes the supported operations that may be performed when deleting an
existing container object:

« Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete_container capability in the specified container object.

9.7.3 Request Headers

Request headers may be provided as per RFC 2616.
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9.7.4 Request Message Body

A request message body may be provided as per RFC 2616.

9.7.5 Response Headers

Response headers may be provided as per RFC 2616.

9.7.6 Response Message Body

A response message body may be provided as per RFC 2616.

9.7.7 [ RESpPONSE Status

Table 48 describes the HTTP status codes that occur when deleting a container object using a pon-CDMI
contentt type.

Table 48 - HTTP Status Codes - Delete a Container Object using a Non-CDM|\Content Type

HTTP Status Description

2p4 No Content The container object was successfully deleteds

4P0 Bad Request The request contains invalid parameters.ar-field names.

4P1 Unauthorized The authentication credentials are missing or invalid.

4Pp3 Forbidden The client lacks the proper authorization to perform this request.
4p4 Not Found The resource was not found at the specified URI.

4Pp9 Conflict The container object. may not be deleted.

9.7.8 | Example

EXAMHLE DELETE to the container<gbject URI:

DELETE /MyContainer/ HTIR/ZZL.1
Hopt: cloud.example.com

The following shows the-response.

HTTP/1.1 204 No‘\Content

9.8 | Create(POST) a New Data Object using CDMI Content Type

9.8.1 LSynopsis

To create a new data object in a specified container where the name of the data object is a server-
assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new data object where the data object does not belong to a container and is only accessible by
ID (see 5.8), the following request shall be performed:

POST <root URI>/cdmi_objectid/
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Where:

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate container objects that already exist, with
(i.e., "I") between each pair of container object names.

one slash

If created in "/cdmi_objectid/", the data object shall be accessible at <root URI>/cdmi_objectid/<objectID>.

If created in a container, the data object shall be accessible as a child of the container with a server-
assigned name, and shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

9.8.2

Delayed Completion of Create

In resgONSE 10 a create operation Tor a data object, the Server may return 202 Accepied to indicate that the

object
a large

The cli
server

GET d

result ¢f the create operationiis an error, the URI is created with the completionStatus field set t

messa|

9.8.3

The fo
data o

s in the process of being created. This response is useful for long-running operationsnelq
data object from a source URI). Such a response has the following implications.

The server shall return a Location header with a URI to the object to be created along W
HTTP status code of 202 Accepted.

With 202 Accepted, the server implies that the following checks have-passed:

— user authorization for creating the object;

— user authorization for read access to any source object forrmove, copy, serialize, of
deserialize; and

— availability of space to create the object or at least enough space to create a URI td
error.

A client might not be able to immediately access thé.created object, e.g., due to delays
from the implementation’s use of eventual consistency.

ent performs GET operations to the URI to track the progress of the operation. In respon
returns two fields in its response messagebody to indicate progress.

A mandatory completionStatus text field contains either "Processing”, "Complete”, or ar
string starting with the value "Error

An optional percentComplete field contains the percentage that the Accepted POST ha
completed (0 to 100).

Dbes not return any value for'the object when completionStatus is not "Complete". When t
pe. It is the client's responsibility to delete the URI after the error has been noted.

Capabilities

lowing.capabilities describe the supported operations that may be performed when creat
bject by'ID in "/cdmi_objectid/":

., copying

ith an

report an

resulting

5e, the

error

oY

e final
the error

ng a new

(@I WTEN PN t for tha bl o araotn dota alhinote theai il s na ndiceatad-b

ptesence of

o o £t HP-SP-N rationiot AL a
DUPPUTT TOT e oty (U CTCTiC Ui OO C U iSthT OOy T oS- opPptTatoT T 1S T iomcttC O oy~ triiC ot

the cdmi_post_dataobject_by_ID system capability.

If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicated by

the presence of the cdmi_create_reference_by ID system capability.

If the new data object being created in "/cdmi_objectid/" is a copy of an existing data object,
support for the ability to copy is indicated by the presence of the cdmi_copy_dataobject_by ID

system capability.

If the new data object being created in "/cdmi_objectid/" is the destination of a move, support for

the ability to move the data object to "/cdmi_objectid/" is indicated by the presence of th
cdmi_object_move_to_ID system capability.
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If the new data object being created in "/cdmi_objectid/" is the destination of a deserialization
operation, support for the ability to deserialize the data object is indicated by the presence of the

cdmi_deserialize_dataobject_by ID system capability.

If the new data object being created in "/cdmi_objectid/" is the destination of a serialize operation,
support for the ability to serialize the data object is indicated by the presence of the following

system capabilities:

— cdmi_serialize_dataobject_to_ID,
— cdmi_serialize_container_to_ID,
— cdmi_serialize_domain_to_ID, or

— cdmi_serialize_queue_to_ID.

The folfowmg capabitities tdescribe the SUpponed operations that may be performed whemn creat
data object by ID in a container:

L]

9.8.4

presence of the cdmi_post_dataobject and the presence of the cdmi_createdataobject
in the specified container object.

If the object being created in the parent container object is a reference, support for that
indicated by the presence of the cdmi_create_reference capability,in\the parent contain

If the new data object is a copy of an existing data object, supportfor the ability to copy is
by the presence of the cdmi_copy_dataobject capability in the parent container object.

If the new data object is the destination of a move, supportfor the ability to move the dat
indicated by the presence of the cdmi_move_dataobject capability in the parent contain

If the new data object is the destination of a deserialize operation, support for the ability,
deserialize the the data object is indicated by the ptesence of the cdmi_deserialize_dat
capability in the parent container object.

If the new data object is the destination of azserialize operation, support for the ability to
the source data object is indicated by the.presence of the cdmi_serialize_dataobject",
"cdmi_serialize_container", "cdmi_serialize_domain”, or "cdmi_serialize_queue" capabil
parent container object.

Request Headers

The HTTP request headers for ¢reating a new CDMI data object using CDMI content type are s
Table 419.

Table 49.-Request Headers - Create a New Data Object using CDMI Content Type

ng a new

Support for the ability to create data objects through this operation is indicated. by.both {he

capability

ability is
br object.
indicated

p object is
br object.
0

hobject

—

serialize

ties in the

nhown in

Header Type Description Red

uirement

Accept Header "application/cdmi-object" or a consistent value as per Opt
String clause 5.13.2

onal

dontent-Type Header "application/cdmi-object” Marrdatory

Strirtg

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String e.g., "1.0.2,1.5, 2.0"
Version
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9.8.5 Request Message Body

The request message body fields for creating a new data object using CDMI content type are shown in
Table 50.

Table 50 - Request Message Body - Create a New Data Object using CDMI Content Type (Sheet 1 of 2)

Field Name Type Description Requirement
mimetype JSON MIME type of the data contained within the value field of | Optional
String the data object

« This field may be included when creating by value,
deserializing, serializing, copying, and moving a data
object.

« This field shall be stored as part of the object.

« If this field is not specified, the value of "text/
plain” shall be assigned as the field value.

e This field shall not be included when creating a,
reference.

« This mimetype value shall be converted tolower case
before being stored.

nmetadata JSON Metadata for the data object Optional

Object o
« If this field is included when déserializing, serializing,

copying, or moving a data object, the value provided
in this field shall replace the’metadata from the
source URI.

« If this field is not included when deserializing,
serializing, copying, or moving a data object, the
metadata from the source URI shall be used.

« If this fielduis/included when creating a new data
object bysspecifying a value, the value provided in this
field-shall be used as the metadata.

« If this field is not included when creating a new data
object by specifying a value, an empty JSON object
(i.e., "{}") shall be assigned as the field value.

¢ This field shall not be included when referencing a
data object.

dpmainURI JSON URI of the owning domain Optional
Strin
g « Any domain may be specified, and the cross_domain
privilege is not required (see cdmi_member_privileges
in Table 64).
« If not specified, the root domain "/cdmi_domains/"
shall be used.
desefcialize JSON URI of a serialized CDMI data object that shall be Opfional®
Stritg deseratizedto treate the rew datar object
serialize JSON URI of a CDMI object that shall be serialized into the Optional?
String new data object
copy JSON URI of a CDMI data object or queue that shall be copied | optional?
String into the new data object

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.

©ISO/IEC 2012 — All rights reserved 96


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

Table 50 - Request Message Body - Create a New Data Object using CDMI Content Type (Sheet 2 of 2)

Field Name

Type

Description

Requirement

move

JSON
String

URI of a CDMI data object or queue object value that
shall be copied into the new data object. The data
object or queue object value at the source URI shall be
removed upon the successful completion of the copy.

Optional®

reference

JSON
String

URI of a CDMI data object that shall be redirected to by
a reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optional®

deserializevalue

JSON

A data object serialized as specified in Clause 15 and

oti a
Optional

String

encoded using base 64 encoding rules described in
RFC 4648.

valuetransferencoding

JSON
Array of
JSON
Strings

The value transfer encoding used for the container
object value. Two value transfer encodings are defined:

« "utf-8" indicates that the data object contains‘a valid
UTF-8 string, and it shall be transported-as a UTF-8
string in the value field.

« "base64" indicates that the data ehject may contain
arbitrary binary sequences, and.it-shall be
transported as a base 64-enceded string in the value
field. Setting the contents of,the data object value
field to any value othefthan a valid base 64 string
shall result in 400 Bad, Request error being returned
to the client.

This field shall enly'be included when updating a data
object by value, If this field is not specified, the existing
value of valUetransferencoding shall be left unchanged.

This field shall be stored as part of the object.

Optional

value

JSON
String

JSON-encoded data

« If this field is not included, an empty JSON String (i.e.,
") shall be assigned as the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627.

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the
base 64 encoding rules described in RFC 4648.

Opfional®

QD

n

Dnly ‘one’ of these fields shall be specified in any given operation. Except for value, these fields shall not be
oreds If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error

-

SPOMNSe.
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9.8.6 Response Headers

The HTTP response headers for creating a new CDMI data object using CDMI content type are shown in
Table 51.

Table 51 - Response Headers - Create a New Data Object using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-object"” Mandatory
String

X-CDMI- Header The server shall respond with the highest version supported | Mandatory

Specification- String by both the client and the server, e.g., "1.0.2".

Version

H-theserverdoesnotsupportanyof theverstonssupported
by the client, the server shall return a 400 Bad Request
status code.

Lpcation Header The unique URI for the new data object as assigned by(the | Mandatory
String system. In the absence of file name information fromythe
client the system shall assign the URI in the form:’<root
URI>/<ContainerName>/<ObjectID>.

9.8.7 | Response Message Body

The regponse message body fields for creating a new CDMI data ebject using CDMI content type are
shownl|in Table 52.

Tgble 52 - Response Message Body - Create a New DataObject using CDMI Content Type (Shget 1 of 2)

Fleld Name Type Description Reduirement

opjectType JSON "application/cdmi=object" Mandatory
String

opjectiD JSON Object ID of the object Mandatory
String

opjectName JSON Name of the object Corjditional
String

» For objects in a container, the objectName field shall be
returned.

» For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.

pprentURI JSON URI for the parent object Corlditional

Strin
g » For objects in a container, the parentURI field shall be

returned.

«_For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist and
shall not be returned.

Appending the objectName to the parentURI shall always

produce a valid URI for the object.

parentlD JSON Object ID of the parent container object Conditional

Strin
g » For objects in a container, the parentID field shall be

returned.

» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist and
shall not be returned.
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Table 52 - Response Message Body - Create a New Data Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement

domainURI JSON URI of the owning domain Mandatory
String

capabilitiesURI JSON URI to the capabilities for the object Mandatory
String

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
String created, and after the operation is complete, if it was

created successfully or an error occurred

The value shall be the string "Processing", the string

"Complete”, or an error string starting with the value "Error".

percentComplete

JSON * When the value of completionStatus is "Processing", this (\ Optlonal
String field, if provided, shall indicate the percentage of

completion as a numeric integer value from O through

100.

* When the value of completionStatus is "Complete”, this
field, if provided, shall contain the value "100",

* When the value of completionStatus is "Erfor", this field, if
provided, may contain any integer vatue.from 0 through

100.
njimetype JSON MIME type of the value of the data'object Mandatory
String
njetadata JSON Metadata for the data object. This field includes any user Mandatory
Object and data system metadata specified in the request

message body metadata field, along with storage system
metadata generated by the cloud storage system.

See Clause 6 for a further description of metadata.

9.8.8 | Response Status

Table 3 describes the HTTP status.codes that occur when creating a new data object using CDMI content

type.
Table 53 - HETP. Status Codes - Create a New Data Object using CDMI Content Type
HTTP Status Description
2P1 Created The new data object was created.
2p2 Accepted The data object is in the process of being created. The CDMI client shoulfl monitor

the completionStatus and percentComplete fields to determine the current status of
the operation.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or may cause a state
transition error on the server.
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9.8.9

EXAMP

Examples

LE1 POST to the container object URI the data object contents:

POST /MyContainer/ HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object
Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
"mimetype"” : "text/plain”,
"metadata" : {
3
"value™ : "This is the Value of this Data Object"
}
The following shows the response.

HT
Co
X-
Lo

{

}

EXAMH

PO
Ho
Ac
Co
X-

{

}

TP/1.1 201 Created
htent-Type: application/cdmi-object
CDMI-Specification-Version: 1.0.2

Cation: http://cloud.example.com/MyContainer/0000706D00X0B84FAD185C425D8H
"objectType" : "application/cdmi-object",
""objectlID" : "0000706D0010B84FAD185C425D8B537E",
"objectName™ : "0000706D0010B84FAD185C425D8B537E",
"parentURI™ : "/MyContainer/",
"parentlID"™ : "0000706D0010B84FAD185C425D8B537E",
"domainURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain®,
"metadata” : {
}

LE 2 POST to the object ID-URI the data object contents:

5T /cdmi_objectid/ HTIP/1.1

st cloud.example._com

cept: application/cdmi-object
htent-Type: application/cdmi-object
CDMI-Specification-Version: 1.0.2

"mimetype’: "text/plain”,
"domainURI": "/cdmi_domains/MyDomain/",
“vabue": "This is the Value of this Data Object"

537E

The following shows the response.

HTTP/1.1 201 Created
Location: http://cloud.example.com/cdmi_objectid/0000706D0010B84FAD185C425D8B537E

Co
x_

{

ntent-Type: application/cdmi-object
CDMI-Specification-Version: 1.0.2

"objectType': "application/cdmi-object",
"objectlID": "0000706D0010B84FAD185C425D8B537E",

"domainURI"™: "/cdmi_domains/MyDomain/"",
"capabilitiesURI": "/cdmi_capabilities/dataobject/",
"completionStatus": "Complete",

"mimetype": "text/plain’,
"metadata': {
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“"cdmi_acl™: [

{
acetype': "ALLOW",
"identifier': "OWNERQ@",
"aceflags'™: "NO_FLAGS™,
""acemask': "ALL_PERMS"
ks

Create (POST) a New Data Object using a Non-CDMI Content Type

Synopsis

To cregqte a new data object in a specified container where the name of the data object is a;serve
object jdentifier, the following request shall be performed:

POBT <root URI>/<ContainerName>/

Where

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intermediate container objéets’that already exist, with
(i.e., "I") between each pair of container object names.

The ddta object shall be accessible as a child of the containerwith a server-assigned name and
be accpssible at <root URI>/cdmi_objectid/<objectID>.

9.9.2

Capability

The following capability describes the supported operations that may be performed when creati
data object:

L]

presence of the cdmi_post_dataobject” and the presence of the cdmi_create_dataobject
in the specified container-objéect.

-assigned

one slash

shall also

g @ new

Support for the ability to create data objects through this operation is indicated by both {he

capability

9.9.3 | Request Header
The HTTP request header for creating a new CDMI data object using a non-CDMI content type i$ shown in
Table $4.
Table'54 - Request Header - Create a New Data Object using a Non-CDMI Content Type
Header Type Description Reduirement
ntent T\llpn Header The content type ofthe datato be stored-as-a-data thinr\f l\/lnp]datory
String The value specified here shall be converted to lower case
and stored in the mimetype field of the CDMI data object. If
the content type includes the charset parameter as defined
in RFC 2246 of "utf-8" (e.g., ";charset=utf-8"), the
valuetransferencoding field of the CDMI data object shall be
set to "utf-8". Otherwise, the valuetransferencoding field of
the CDMI data object shall be set to "base64".
9.9.4 Request Message Body

The message body shall contain the contents (value) of the data object to be created.

101

©ISO/IEC 2012 — All rights reserved



https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

9.9.5 Response Header

The HTTP response header for creating a new CDMI data object using a non-CDMI content type is shown
in Table 55.

Table 55 - Response Header - Create a New Data Object using a Non-CDMI Content Type

Header Type Description Requirement
Location Header The unique URI for the new data object as assigned by the | Mandatory
String system. In the absence of file name information from the

client the system shall assign the URI in the form: <root
URI>/<ContainerName>/<ObjectID>.

9.9.6 | Response Message Body

A resppnse message body may be provided as per RFC 2616.

9.9.7 | Response Status

Table $6 describes the HTTP status codes that occur when creating a new data object using a non-CDMI
conten type.

Table 56 - HTTP Status Codes - Create a New Data Object using’a Non-CDMI Content Type

HTTP Status Description

2p1 Created The new data object was created:

4P0 Bad Request The request contains invalid.parameters or field names.

4P1 Unauthorized The authentication credentials are missing or invalid.

4P3 Forbidden The client lacks the proper authorization to perform this request.
4p4 Not Found The resource wassnot found at the specified URI.

9.9.8 | Examples

EXAMHLE 1 POST to the container object URI the data object contents:
POBT /MyContainerZ \HTTP/1.1
Hopt: cloud.example.com
Coptent-Type: ‘text/plain;charset=utf-8

<opject centents>

The following shows the response.

HTIIPZ1.1 201 Created
Location: http://cloud.example.com/MyContainer/0000706D0010B84FAD185C425D8B537E

EXAMPLE 2 POST to the object ID URI the data object contents:
POST /cdmi_objectid/ HTTP/1.1
Host: cloud.example.com
Content-Type: text/plain;charset=utf-8
<object contents>

The following shows the response.

HTTP/1.1 201 Created
Location: http://cloud.example.com/cdmi_objectid/0000706D0010B84FAD185C425D8B537E
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9.10 Create (POST) a New Queue Object using CDMI Content Type

9.10.1 Synopsis

To create a new queue object (see Clause 11) in a specified container where the name of the queue object
is a server-assigned object identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

To create a new queue object where the queue object does not belong to a container and is only
accessible by ID (see 5.8), the following request shall be performed:

POST <root URI>/cdmi_objectid/

Where

e | <root URI> is the path to the CDMI cloud.

« | <ContainerName> is zero or more intermediate container objects that already. eXxist, with|one slash
(i.e., "I") between each pair of container object names.

If creafed in "/cdmi_objectid/", the queue object shall be accessible at <root URI>/cdmi_objectid
<objectID>.

If creafed in a container, the queue object shall be accessible as a child of the container with a $erver-
assignpd name, and shall also be accessible at <root URI>/cdmi_objéectid/<objectID>.

9.10.2| Delayed Completion of Create

On a cfeate operation for a queue object, the server may.return a response of 202 Accepted. In|this case,
the object is in the process of being created. This response is particularly useful for long-running
operatfons, for instance, copying a large number of @ueue items from a source URI. Such a response has
the follpwing implications:

¢ | The server shall return a Location header with a URI to the object to be created along with an
HTTP status code of 202 Accepted.

« | With 202 Accepted, the server implies that the following checks have passed:

— user authorization forcreating the object;

— user authorization.for'read access to any source object for move, copy, serialize, of
deserialize; and

— availability .of space to create the object or at least enough space to create a URI td report an
error.

« | A client might not be able to immediately access the created object, e.g., due to delays [resulting

from the implementation’s use of eventual consistency.

The client performs GET operations to the URI to track the progress of the operation. In responge, the
server [returns two fields in its response message body to indicate progress.

¢ A mandatory completionStatus text field contains either "Processing”, "Complete", or an error
string starting with the value "Error".

* An optional percentComplete field contains the percentage that the accepted POST has
completed (0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.
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9.10.3 Capabilities

The following capabilities describe the supported operations that may be performed when creating a new
queue object by ID in "/cdmi_objectid/":

The following capabilities describe the supported operations that may be performed when creat
queue [object by ID in a container:

9.10.4| Request Headers

The HTTP request headeérs for creating a new CDMI queue object using CDMI content type are|
Table 7.

Support for the ability to create queue objects through this operation is indicated by the
of the cdmi_post_queue_by ID" system capability.

presence

If the object being created in "/cdmi_objectid/" is a reference, support for that ability is indicated by

the presence of the cdmi_create_reference by ID" system capability.

If the new queue object being created in "/cdmi_objectid/" is a copy of an existing queue object,

support for the ability to copy is indicated by the presence of the cdmi_copy_queue_by |
capability.

D" system

If the new queue ohject heing created in "/cdmi objectid/" is the destination of a move support for

the ability to move the data object to "/cdmi_objectid/" is indicated by the presence of th
cdmi_object_move_to_ID" system capability.

If the new queue object being created in "/cdmi_objectid/" is the destination of-a deserig
operation, support for the ability to deserialize the data object is indicated by the presen
cdmi_deserialize_queue_by ID" system capability.

Support for the ability to create queue objects through this operation is indicated by bot
presence of the cdmi_post_queue" and the presence of the cdmi_create_queue capabi
specified container object.

If the object being created in the parent container olject is a reference, support for that
indicated by the presence of the cdmi_create_reférence capability in the parent contain
If the new queue object is a copy of an existing ‘gueue object, support for the ability to ¢
indicated by the presence of the cdmi_copy~queue capability in the parent container ob

If the new queue object is the destination.of a move, support for the ability to move the
object is indicated by the presence of-the cdmi_move_queue capability in the parent co
object.

If the new queue object is the déestination of a deserialize operation, support for the abil
deserialize the the queue objéct is indicated by the presence of the cdmi_deserialize_q
capability in the parent container object.

Table 57 - Request Headers - Create a New Queue Object using CDMI Content Type

e

lization
ce of the

ng a new

h the
ity in the

ability is
br object.

Dpy is
ject.

jueue
htainer

ty to
eue

shown in

Header Type Description Red

uirement

" 1l <l 1] L 4 Lochoa: i1 Y 4 1 o
COMPL T auct apjpieativrreurmiimyutuT Ul ad CUTTOISITTIL VAalutT ado JTtl MU

String clause 5.13.2

onal

Content-Type Header "application/cdmi-queue" Mandatory

String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String e.g., "1.0.2,1.5, 2.0"
Version
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9.10.5 Request Message Body

The request message body fields for creating a new queue object using CDMI content type are shown in
Table 58.

Table 58 - Request Message Body - Create a New Queue Object using CDMI Content Type

Field Name Type Description Requirement
metadata JSON Metadata for the queue object Optional
Object

« If this field is included when deserializing, serializing,
copying, or moving a queue object, the value provided in
this field shall replace the metadata from the source URI.

o If this field is not included when dncnrinliﬂng, Qnrinli7inr3,
copying, or moving a queue object, the metadata from
the source URI shall be used.

« If this field is included when creating a new queue object
by specifying a value, the value provided in this field-shall
be used as the metadata.

« If this field is not included when creating a new.queue
object by specifying a value, an empty JSON object (i.e.,
"{}") will be assigned as the field value.

 This field shall not be included when referencing a queue
object.

o

bmainURI JSON URI of the owning domain Optjonal

Strin
g » Any domain may be spegified, and the cross_domain

privilege is not required (seée cdmi_member_privileges in
Table 64).

* If not specified, the'root domain "/cdmi_domains/" shall
be used.

deserialize JSON URI of a serialized CDMI data object that will be Optlonal®
String deserialized to create the new queue object

copy JSON URL ¢fia CDMI queue object that will be copied into the new Optlonal®
String gueue object

njove JSON URI of a CDMI queue object that will be copied into the new | optlonal®
String gueue object. When the copy is successfully completed, the
gueue object at the source URI is removed.

reference JSON URI of a CDMI queue object that shall be redirected to by a | optjonal®
String reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deserializevalue JSON A queue object serialized as specified in Clause 15 and Optlonal®
String encoded using base 64 encoding rules described in RFC

4649

oo

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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9.10.6 Response Headers

The response headers for creating a new CDMI queue object using CDMI content type are shown in

Table 59.

Table 59 - Response Headers - Create a New CDMI Queue Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-queue” Mandatory

String
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version
TT the server does Not SuUpport any of the versions supporied
by the client, the server shall return a 400 Bad Request
status code.
Lpcation Header The unique URI for the new queue object as assigned-by Marjdatory
String the system. In the absence of file name information from

the client, the system shall assign the URI in the form: <root
URI>/<ContainerName>/<ObjectID>.

9.10.7| Response Message Body

The repponse message body fields for creating a new CDMI queué.object using CDMI content {

shownlin Table 60.

ype are

Table 60 - Response Message Body - Create a New Quele Object with CDMI Content (Sheef 1 of 2)
Fleld Name Type Description Reguirement
opjectType JSON "application/cdmi-queue” Mar|datory

String
opjectlD JSON Object 1D of the object Mar|datory
String
opjectName JSON Name of the object Conditional
Strin
g « For objects in a container, the objectName field shall be
returned.
« For objects not in a container (objects that are only
accessible by ID), the objectName field does not exist
and shall not be returned.
phrentURI JSON URI for the parent object Conditional
Strin
g » For objects in a container, the parentURI field shall be
returned.
l':UI ubjcuto IIUt ;II A LUl Itail 11 (ubjcuto that arc ul I:y
accessible by ID), the parentURI field does not exist and
shall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parentlD JSON Object ID of the parent container object Conditional
Strin
g » For objects in a container, the parentID field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist and
shall not be returned.
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Table 60 - Response Message Body - Create a New Queue Object with CDMI Content (Sheet 2 of 2)

Field Name Type Description Requirement

domainURI JSON URI of the owning domain Mandatory
String

capabilitiesURI JSON URI to the capabilities for the object Mandatory
String

completionStatus | JSON A string indicating if the object is still in the process of being | Mandatory
String created, and after the operation is complete, if it was

created successfully or an error occurred. The value shall
be the string "Processing”, the string "Complete”, or an
error string starting with the value "Error"”

percentComplete | JSON ¢ When the value of completionStatus is "Processing”, this | /Qptional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.

« When the value of completionStatus is "Complete";-this
field, if provided, shall contain the value "100".

« When the value of completionStatus is "Errer”, this field,
if provided, may contain any integer valuefrom 0 through

100.
netadata JSON Metadata for the queue object. This field includes any user | Marjdatory
Object and data system metadata specified in the request

message body metadata field{along with storage system
metadata generated by the‘cloud storage system. See
Clause 16 for a further:description of metadata.

gpeueValues JSON The range of designators for enqueued values. Every Mar|datory
String enqueued valueshall be assigned a unique, monotonically-
incrementing\positive integer designator, starting from 0. If
no valuesare enqueued, an empty string shall be returned.
If values\are enqueued, the lowest designator, followed by

a hyphen ("-"), followed by the highest designator shall be
returned.

9.10.8| Response Status

Table $1 describes the HTTP status codes that occur when creating a new queue object using CDMI
content type.

Table 62 ~HTTP Status Codes - Create a New CDMI Queue Object using CDMI Content Type

HTTP Status Description
2p1<Created The new queue object was created.
202 Accepted The queue object is in the process of being created. The CDMI client should monitor

the completionStatus and percentComplete fields to determine the current status of
the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or could cause a state

transition error on the server.
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9.10.9

EXAMPLE

Example

POST to the container object URI the queue object contents:

POST /MyContainer/ HTTP/1.1

Host: cloud.example.com
Content-Type: application/cdmi-queue
Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{
}

The following shows the response.

HT
Co
X-
Lo

{

TP/1.1 201 Created

CDMI-Specification

"metadata” : {

"queueValues" :

htent-Type: application/cdmi-queue

-Version: 1.0.2

Cation: http://cloud.example.com/MyContainer/0000706D0010B84FAD185C425D8H

"objectType" : "application/cdmi-queue",
"objectID"™ : "0000706D0010B84FAD185C425D8B537E",
"objectName™ : "0000706D0010B84FAD185C425D8B537E",
"parentURI™ : "/MyContainer/",

“parentlID"™ : "0000706D0010B84FAD185C425D8B537E",
"domainURI™ : "/cdmi_domains/MyDomain/*",
"capabilitiesURI" : "/cdmi_capabilities/queue/’,
"completionStatus'" : "Complete",

537E
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10 Domain Object Resource Operations

10.1 Overview

Domain objects represent the concept of administrative ownership of stored data within a CDMI™ storage
system. A CDMI offering may include a hierarchy of domains that provide access to domain-related
information within a CDMI context. This domain hierarchy is a series of CDMI objects that correspond to
parent and child domains, with each domain corresponding to logical groupings of objects that are to be
managed together. Domain measurement information about objects that are associated with each domain
flow up to parent domains, facilitating billing and management operations that are typical for a cloud
storage environment.

A CDMI URI may optionally include domains using the following form:
http://example.com/cdmi_domains/parent_domain/child_domain/

Domaih objects are created in the cdmi_domains container found in the root URI for' the cloud sforage
systen). If the cdmi_create_domain capability is present for the URI of a given domain, then the|cloud
storag¢ system supports the ability to create child domains under the URI. If a cloud storage system

suppofts domains, the cdmi_domains container shall be present.

When p client provides or includes deserialization fields that are not defined in this international[standard,
these fields shall be stored as part of the object.

10.1.1| Domain Object Metadata
The following domain-specific field shall be present for each domain (see Table 62).

Table 62 - Required Metadata for a Domain Object

Metadata Name Type Desectiption Requirement
cdmi_domain_enabled JSON Indicates if the domain is enabled and specified at Mardatory
String the time of creation. Values shall be "true" or
"false".

 If a domain is disabled, the cloud storage system
shall not permit any operations to be performed
against any URI managed by that domain.

« If this metadata item is not present at the time of
domain creation, the value is set to "false".

cdmi_jdomain_del€te>reassign JSON If the domain is deleted, indicates to which domain | Congditional
String the objects that belong to the domain shall be
reassigned. To delete a domain that contains
objects, this metadata item shall be present. If this
metadata item is not present or does not contain
the URT of a valid domain that is different from the
the URI of the domain being deleted, an attempt to
delete a domain that has objects shall result in an
HTTP status code of 409 Conflict.

10.1.2 Domain Object Summaries

Domain object summaries provide summary measurement information about domain usage and billing. If
supported, a domain summary container named "cdmi_domain_summary" shall be present under each
domain container. Like any container, the domain summary subcontainer may have an Access Control List
(ACL) (see 16.1) that restricts access to this information.
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Within each domain summary container are a series of domain summary data objects that are generated

by the cloud storage system. The "yearly", "monthly”, and "daily" containers of these data objects contain
domain summary data objects corresponding to each year, month, and day, respectively. These
containers are organized into the following structures:

http://example.com/cdmi_domains/domain/
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/
http://example.com/cdmi_domains/domain/cdmi_domain_summary/cumulative
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/

http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-01

h

—

tp://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07-02
http://example.com/cdmi_domains/domain/cdmi_domain_summary/daily/2009-07¢03
http://fexample.com/cdmi_domains/domain/cdmi_domain_summary/monthly/

h

—

tp://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-07
http://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-08

h

—

tp://example.com/cdmi_domains/domain/cdmi_domain_summary/monthly/2009-10
http://fexample.com/cdmi_domains/domain/cdmi_domaip~summary/yearly/

h

—

tp://example.com/cdmi_domains/domain/cdmi_domain_summary/yearly/2009
http://fexample.com/cdmi_domains/domain/cdmizdomain_summary/yearly/2010

The "cyumulative" summary data object covers the entire time period, from the time the domain is|created to
the time it is accessed. Each data object atthe daily, monthly, and yearly level contains domain|summary
information for the time period specified,.bounded by domain creation time and access time.

If a time period extends earlier than the domain creation time, the summary information includes the time
from when the domain was created until the end of the time period.

EXAMHLE 1 If a domainwere created on July 4, 2009, at noon, the daily summary "2009-07-04" would contain
information from noon until midnight, the monthly summary "2009-07" would contain infgrmation
from noon on July 4 until midnight on July 31, and the yearly summary "2009" would corftain
information from noon on July 4 until midnight on December 31.

If a timp period 'starts after the time when the domain was created and ends earlier than the time pf access,
the summary data object contains complete information for that time period.

EXAMrn e LE <l H +oal bl 2000 ol b d O dlo NN Aa N2 AAn 2] d t
| ) m—a mauuulfianrwero urocdicu urt Jyuly =, cUUD, difu Ut July 11U, UIC ZUUIJTUTTUU Udily SUTTITTI ry a. a

object was accessed, it would contain information for the complete day.

If a time period ends after the current access time, the domain summary data object contains partial
information from the start of the time period (or the time the domain was created) until the time of access.

EXAMPLE 3 If a domain were created on July 4, 2009, and at noon on July 10, the "2009-07-10" daily summary
data object was accessed, it would contain information from the beginning of the day until noon.

110 ©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

The information in Table 63 shall be present within the contents of each domain summary object, which is

in JSON representation.

Table 63 - Contents of Domain Summary Objects (Sheet 1 of 2)

Metadata Name Type Description Requirement
cdmi_domainURI JSON Domain name corresponding to the domain thatis | Mandatory
String summarized
cdmi_summary_start JSON An ISO-8601 time indicating the start of the time Mandatory
String range that the summary information is presenting
cdmi_summary_end JSON An ISO-8601 time indicating the end of the time Mandatory
String range that the summary information is presenting
cdmi_pummary_objecthours JSON The sum of the time each object belonging to the |NOptional
String domain existed during the summary time period
cdmi_jummary_objectsmin JSON The minimum number of objects belonging te'the | Optional
String domain during the summary time period
cdmi_jummary_objectsmax JSON The maximum number of objects belonging to the | Optional
String domain during the summary time-period
cdmi_ummary_objectsaverage JSON The average number of objects belonging to the Optional
String domain during the summaty-fime period
cdmi_jummary_puts JSON The number of objects(written to the domain Optional
String
cdmi_ummary_gets JSON The number of\gbjects read from the domain Optional
String
cdmi_pummary_bytehours JSON The sum’of the time each byte belonging to the Optional
String domain existed during the summary time period
cdmi_pummary_bytesmin JSON The minimum number of bytes belonging to the Optional
String domain during the summary time period
cdmi_pummary_bytesmax JSON The maximum number of bytes belonging to the Optional
String domain during the summary time period
cdmi_pummary_bytesaverage JSON The average number of bytes belonging to the Optional
String domain during the summary time period
cdmi_pummary_writes JSON The number of bytes written to the domain Optional
String
cdmi_jsummary reads JSON The number of bytes read from the domain Optional
String
cdmi_pummary_charge JSON An ISO 4217 currency code (see ISO 4217:2008) | Optional
String that is followed or preceded by a numeric value
and separated by a space, where the numeric
value represents the closing charge in the
indicated currency for the use of the service
associated with the domain over the summary
time period
cdmi_summary_kwhours JSON The sum of energy consumed (in kilowatt hours) Optional
String by the domain during the summary time period
cdmi_summary_kwmin JSON The minimum rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during
the summary time period
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Table 63 - Contents of Domain Summary Objects (Sheet 2 of 2)

Metadata Name Type Description Requirement
cdmi_summary_kwmax JSON The maximum rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during
the summary time period
cdmi_summary_kwaverage JSON The average rate at which energy is consumed Optional
String (in kilowatt hours per hour) by the domain during
the summary time period

An example of a daily domain summary object is as follows:

{

}

If the ¢
perforn

Domai
reports

those fnetadata items do not begin with "cdmi_".

10.1.3

In clou
user m
access
advan
using (¢

The dg
and gr

"cdmi_domainURI™ : */cdmi_domains/MyDomain/*,
"cdmi_summary_start" : '"2009-12-10T00:00:00",
"cdmi_summary_end™ : "2009-12-10T23:59:59",
""cdmi_summary_objecthours™ : ''382239734",
"cdmi_summary_puts' : ''234234",
"cdmi_summary_gets' : '489432",
"cdmi_summary_bytehours™ : ''334895798347",
"cdmi_summary_writes" : "'7218368343",
"cdmi_summary_reads"™ : '11283974933",
""cdmi_summary_charge"™ : ''4289.23 USD"

harge value is provided, the value is for the operational cost(excluding fixed fees) of servi
ned and storage and bandwidth already consumed. Pri€ing of services is handled separa

N summary information may be extended by vendors to include additional metadata or ddg

Domain Object Membership

[ storage environments, in the same way that domains are often created programmatical
embership and credential mapping also shall be populated using such interfaces. By pro
to user membership, this capability enables self-enroliment, automatic provisioning, and
ed self-service capabilitiés either directly using CDMI or through software systems that
CDMI.

main membership.capability provides information about, and allows the specification of,
bups of users thatare allowed to access the domain via CDMI and other access protocol

concef
provid
contex
to ext

If sup

t of domain.membership is not intended to replace or supplant ACLs (see 16.1), but rath
a single;~unified place to map identities and credentials to principals used by ACLs with
of a damain (see model described in 10.1.4). It also provides a place for authentication

rnal ‘authentication providers, such as LDAP and AD, to be specified.

Ce already
tely.

main

beyond the metadata items specified by this international standard, as long as the field pames for

y, domain
iding
other
nterface

bnd users
5. The

Br to

n the
mappings

t under

each domain. Like any container, the domain membership container such as an Access Control List (see
16.1) that restricts access to this information.

Within each domain membership container are a series of user objects that are specified through CDMI to

define
htt
htt
htt

htt

112

each user known to the domain. These objects are formatted into the following structure:
p:/lexample.com/cdmi_domains/domain/
p:/lexample.com/cdmi_domains/domain/cdmi_domain_members/
p:/lexample.com/cdmi_domains/domain/cdmi_domain_members/john_doe

p:/lexample.com/cdmi_domains/domain/cdmi_domain_members/john_smith
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The domain membership container may also contain subcontainers with data objects. Data objects in
these subcontainers are treated the same as data objects in the domain membership container, and no
meaning is inferred from the subcontainer name. This is allowed to create different access security

relationships for groups of user objects and to allow delegation to common set of members.

Table 64 lists the domain settings that shall be present within each domain member user object.

Table 64 - Required Settings for Domain Member User Objects

Metadata Name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
String this domain member are allowed. If false, all requests
performed by this domain member shall result in an
HT TP status code of 403 Forbidden.
cdmi_member_type JSON This field indicates the type of member record. Values Marjdatory
String include "user", "group”, and "delegation”.
cdmi_member_name JSON This field contains the user or group name as presented | Mardatory
String by the client. This will normally be the standard full'name
of the principal.
cdmi_member_credentials | JSON This field contains credentials to be matched against the | Optjonal
String credentials as presented by the clientyIf this field is not
present, one or more delegations(shall be present and
shall be used to resolve user cfedentials. As one cannot
log in as a group, but only as‘@member of a group,
"group" type member recards shall not have credentials.
cdmi_jmember_principal JSON This field indicates to Which principal name (used in Optjonal
String ACLs) the user or.group is mapped. If this field is not
present, one or.moere delegations shall be present and
shall be usedto’resolve the principal.
cdmi_jmember_privileges JSON This field:contains a JSON list of special privileges Marjdatory
Array of | associated with the user or "group".
JSON ) . .
Strings The following privileges are defined:
« "administrator”. All ACL access checks are always
successful.
« "pbackup_operator". All read ACL access checks are
always successful.
» "cross_domain". Operations specifying a domain
other than the domain of the parent object are
permitted. Unless this privilege is conferred by the
user record or a group (possibly nested) to which the
user or group belongs, all attempts to change the
domain of objects to a domain other than the parent
domain shall fail.
cdmi_member_groups JSON This field contains a JSON array of group names to Optional
Array of | which the user or group belongs.
JSON
Strings
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Table 65 lists the domain settings that shall be present within each domain member delegation object.

Table 65 - Required Settings for Domain Member Delegation Objects

Metadata Name Type Description Requirement
cdmi_member_enabled JSON If true, this field indicates that requests associated with Mandatory
String this domain member are allowed. If false, all requests

performed by this domain member shall result in an
HTTP status code of 403 Forbidden.

cdmi_member_type JSON This field indicates the type of member record. Values Mandatory
String include "user" and "delegation”.
cdmi_delegation URI JSON This field contains the URI of an external identity Mandatory
String resolution provider (such as LDAP or Active Directory) or
the URI of a Domain Membership Container.
External delegations are expressed in the form of Idap://
or ad://.
EXAMHLE 1 An example of a domain membership object for a user is as follows:
{ _
"cdmi_member_enabled" : "true",
"cdmi_member_type"™ : "user",
"cdmi_member_name'™ : "John Doe",
"cdmi_member_credentials" : "p+5/0X1cmExXFOI pUxhX1lw=="",
"cdmi_member_groups" : [
"users"
1. o i
"'cdmi_member_principal™ : "jdoe",
"cdmi_privileges" : [
"administrator",
""cross_domain"
1
}
EXAMHALE 2 An example of a domain membership object for a delegation is as follows:
{
"cdmi_member_enabled” : "true’,
"cdmi_member_type!' ‘: "delegation,
"cdmi_delegat@en_URI"™ : "/cdmi_accounts/MyAccount/*,
}
10.1.4] Domain WUsage in Access Control
When p transaction is performed against a CDMI object, the associated domain object (i.e., the[domain
object ndicated by the domainURI) specifies the authentication context. The user identity and credentials

presented as part of the transaction are compared to the domain membership list to determine if the user is
authorized within the domain and to resolve the user's principal. If resolved, the user’s principal is
evaluated against the object's ACL to determine if the transaction is permitted.

When evaluating members within a domain, delegations are evaluated first, in any order, followed by user
records, in any order. If there is at least one matching record and none of the matching records indicate
that the user is disabled, the user is considered to be a member of the domain.

When a sub-domain is initially created, the membership container contains one member record that is a
delegation in which the delegation URI is set to the URI of the parent domain.
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10.1.5 Domain Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support
UTF-8 JSON representation. The request and response message body JSON fields may be specified or
returned in any order, with the exception that, if present, for domain objects, the childrenrange and children
fields shall appear last and in that order.

10.2 Create a Domain Object using CDMI Content Type

10.2.1 Synopsis

To create a new domain object, the following request shall be performed:

PUIN <root URI>/cdmi_domains/<DomainName>/<NewDomainName>/

Where

¢ | <root URI> is the path to the CDMI cloud.
¢ | <DomainName> is zero or more intermediate domains that already exist:
¢ | <NewDomainName> is the name specified for the domain to be created.

After it)is created, the domain shall also be accessible at <root URI>/cdmi’ objectid/<objectID>/.

10.2.2| Capabilities

The following capabilities describe the supported operations'that may be performed when creat|ng a new
domain:

« | Support for the ability to create a new domain object is indicated by the presence of the
cdmi_create_domain capability in the parént domain.

« | If the new domain object is a copy of ah‘existing domain object, support for the ability tq copy is
indicated by the presence of the cdmi” copy_domain capability in the source domain.

« | If the new domain is the destination of a deserialize operation, support for the ability to deserialize
the source data object serialization of a domain is indicated by the presence of the
cdmi_deserialize_domaincapability in the parent domain.

10.2.3| Request Headers

The HTTP request headeérs for creating a CDMI domain object using CDMI content type are shown in
Table $6.

Table 66 - Request Headers - Create a Domain Object using CDMI Content Type

Header Type Description Reqglirement
\.'Cpt : :CGdCI "app:;bat;ul Illbdlll; dUIIIC\;I IlI Ul A LUl IO;OtCI It va:uc Ao |JCI Cptl nal

String clause 5.13.2

Content-Type Header "application/cdmi-domain” Mandatory
String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String for example, "1.0.2, 1.5, 2.0"

Version
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10.2.4 Request Message Body

The request message body fields for creating a domain object using CDMI content type are shown in
Table 67.

Table 67 - Request Message Body - Create a Domain Object using CDMI Content Type

Field Name Type Description Requirement
metadata JSON Metadata for the domain object Optional
Object

« If this field is included when deserializing, serializing,
copying, or moving a domain object, the value provided
in this field shall replace the metadata from the source
URL.

« If this field is not included when deserializing, serializing,
copying, or moving a domain object, the metadata from
the source URI shall be used.

« If this field is included when creating a new domain
object by specifying a value, the value provided inthis
field shall be used as the metadata.

« If this field is not included when creating a pew domain
object by specifying a value, an empty JSON object
"{")(i.e., "{}") shall be assigned as the field value.

cppy JSON URI of a CDMI domain that shall be.copied into the new Optignal?
String domain, including all child domains.and membership from
the source domain

njove JSON URI of an existing local CDMI domain object (source URI) | Optipnal?
String that shall be relocated,along with all child domains, to the
URI specified in thelRUT. The contents of the domain and
all sub-domains, including the object ID, shall be
preserved by amove, and the domain and sub-domains of
the source URI shall be removed after the objects at the
destinatiof have been successfully created.

If thefe are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return a 400 Bad Request
error code, and the source and destination are left

unchanged.
deserialize JSON URI of a serialized CDMI data object that shall be Optignal?
String deserialized to create the new domain, including all child

objects inside the source serialized data object

dpserializevalue JSON A domain object serialized as specified in Clause 15 and Optignal?
String encoded using base 64 encoding rules described in RFC
4648.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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The HTTP response headers for creating a domain object using CDMI content type are shown in Table 68.

Table 68 - Response Headers - Create a Domain Object using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-domain” Mandatory
String
X-CDMI- Header The server shall respond with the highest version Mandatory
Specification- String supported by both the client and the server, e.g., "1.0.2".
Version .
If the server does not support any of the versions
aaartad btk Lant itk Ak hall xatiica 400 R acdl
stppertet-by-the-chentthe-serrershalreturra406-Bad
Request status code.
10.2.6| Response Message Body
The regponse message body fields for creating a domain object using CDMI content type is shgwn in
Table $9.
Table 69 - Response Message Body - Create a Domain Object using CDMI Content Type
Fleld Name Type Description Requirement
opjectType JSON "application/cdmi-domain” Manpatory
String
opjectiD JSON Object ID of the domain Manpatory
String
opjectName JSON Name of the ohject Manpatory
String
phrentURI JSON URI for the“parent object. Appending the objectName to Manpatory
String the parentURI shall always produce a valid URI for the
objéect:
phrentIlD JSON Object ID of the parent container object Manfatory
String
dpmainURI JSON URI of the owning domain. A domain object is always Manpatory
String owned by itself.
chpabilitiesURI JSON URI to the capabilities for the object Manpatory
String
njetadata JSON Metadata for the domain. This field includes any user and Manfatory
Object data system metadata specified in the request message
body metadata field, along with storage system metadata
generated-by the tlioud Storage SystenTSee Clause 10 for
a further description of metadata.
childrenrange JSON The sub-domains of the domain expressed as arange. Ifa | Mandatory
String range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON Names of the children domains in the domain. Child Mandatory
Array containers end with "/".
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10.2.7 Response Status

Table 70 describes the HTTP status codes that occur when creating a domain object using CDMI content
type.
Table 70 - HTTP Status Codes - Create a Domain Object using CDMI Content Type

HTTP Status Description

201 Created The new domain object was created.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.
4p3-Forbidden The-clientlacks-the-proper-authorization-to-perform-this-request:
4p4 Not Found The resource was not found at the specified URI.

4p9 Conflict The domain name already exists.

10.2.8| Example

EXAMRLE PUT to the domain URI the domain name and metadata:

PU[r Zcdmi_domains/MyDomain/ HTTP/1.1
Hopt: cloud.example.com

Accept: application/cdmi-domain
Coptent-Type: application/cdmi-domain
X-LDMI-Specification-Version: 1.0.2

"metadata" : {

}

The following shows the response.

HTIrP/1.1 201 Created
Cohtent-Type: applicationZedmi-domain
X-LDMI-Specification-Version: 1.0.2

{
"objectType" (- J'application/cdmi-domain',
"objectlID" ¢ }'00007E7FO0104BE66AB53A9572F9F51E",
"objectName!* : "MyDomain/",
"parentURE" : ""/cdmi_domains/",
“parentD" : "00007E7F0010C058374D08BOAC7B3550",
"domainURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/domain/",
Umetadata™ : {
"childrenrange™ : "0-1",
“children™ : [
"cdmi_domain_summary/*,
""cdmi_domain_members/*
1
}
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10.3 Read a Domain Object using CDMI Content Type

10.3.1 Synopsis

To read all fields from an existing domain object, the following request shall be performed:

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

To read one or more requested fields from an existing domain object, one of the following requests shall be
performed:

GET <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

?<fFieldname>;<fieldname>; ...

GET_<root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?children:<range>:;

GE[r <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/?metadata:<prefixy;

Where

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

10.3.2| Capabilities

The following capabilities describe the supported operations that may be performed when readi
existing domain:

<root URI> is the path to the CDMI cloud.

<DomainName> is zero or more parent domains.

<TheDomainName> is the name specified for the domain to be read from.
<fieldname> is the name of a field.

<range> is a numeric range within the list of children.

<prefix> is a matching prefix that returns all metadata items\that start with the prefix val

g an

» | Support for the ability to read the metadata of an existing domain object is indicated by fhe
presence of the cdmi_read_metadata capability in the specified domain.
¢ | Support for the ability to list the ehildren of an existing domain object is indicated by the|presence
of the cdmi_list_children capability in the specified domain.
10.3.3| Request Headers
The HTTP request headers for reading a CDMI domain object using CDMI content type are shogwn in
Table Y1.
Table 71 - Request Headers - Read a Domain Object using CDMI Content Type
Header Type Description Requirement
Accept Header | "application/cdmi-domain” or a consistent value as per clause | Opfional
String 5.13.2
X-CDMI- Header | A comma-separated list of versions supported by the client, Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version

10.3.4 Request Message Body

A request message body shall not be provided.
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10.3.5 Response Headers

The HTTP response headers for reading a CDMI domain object using CDMI content type are shown in

Table 72.
Table 72 - Response Headers - Read a Domain Object using CDMI Content Type
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version
If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.
dontent-Type Header "application/cdmi-domain” Mahpdatory
String
Lpcation Header The server shall respond with the URI that the referencé Conditional
String redirects to if the object is a reference.

10.3.6| Response Message Body

The re

in Table 73.

Table 73 - Response Message Body - Read a Domain ©bject using CDMI Content Typ4

sponse message body fields for reading a CDMI domain object Using CDMI content type are shown

Fleld Name Type Description Requirement
opjectType JSON "application/cdmi-demain” Mapdatory
String
opjectiD JSON Object ID of the~domain Mapdatory
String
opjectName JSON Name.of the object Mapdatory
String
phrentURI JSON URI for the parent object Mapdatory
String
phrentlD JSON Object ID of the parent container object Mapdatory
String
dpmainURI JSON URI of the owning domain. A domain object is always owned | Mapdatory
String by itself.
chpabilitiesURI JSON URI to the capabilities for the object Mapdatory
String
metadata: JSON Metadataferthe-domair—FhisfieldHneludesany-dserand Mahdatory
Object data system metadata specified in the request message
body metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for a
further description of metadata.
childrenrange JSON The sub-domains of the domain expressed as a range. If a Mandatory
String range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON The children of the domain. Sub-domains end with "/". Mandatory
Array

If individual fields are specified in the GET request, only these fields are returned in the result body.
Optional fields that are requested but do not exist are omitted from the result body.
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10.3.7 Response Status

Table 74 describes the HTTP status codes that occur when reading a domain object using CDMI content
type.

Table 74 - HTTP Status Codes - Read a Domain Object using CDMI Content Type

HTTP Status Description

200 OK The domain object content was returned in the reponse.

302 Found The URI is a reference to another URI.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized Tha anithantication cradantiale arg miccing or-Hvalid-

4P3 Forbidden The client lacks the proper authorization to perform this request,

4p4 Not Found The resource was not found at the specified URI.

4P6 Not Acceptable The server is unable to provide the object in the content'type specified in the
Accept header.

10.3.8| Examples

EXAMALE 1 GET to the domain URI to read all the fields of the domain:

GE[l /cdmi_domains/MyDomain/ HTTP/1.1
Hopt: cloud.example.com

Accept: application/cdmi-domain
X-LDMI-Specification-Version: 1.0.2

Thie following shows the response.
HT[FP/1.1 200 OK

Cohtent-Type: application/cdmi-demain
X-LDMI-Specification-Version: 1-0.2

{
"objectType"™ : "application/cdmi-domain',
"objectID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName"™ : "MyDomain/',
"parentURI"™ : “*/cdmi_domains/",
"parentlID” : ("00007E7F0010C058374D08BOAC7B3550",
"domainURI"( :) ""/cdmi_domains/MyDomain/",
"capabilitiesURI" : *"/cdmi_capabilities/domain/",
"metadata™ : {
"childrenrange™ : "0-1",
Schildren™ : [
“cdmi_domain summary/'
"cdmi_domain_members/"
1
}

EXAMPLE 2 GET to the domain URI to read all the parentURI and children of the domain:

GET /MyDomain/?parentURI ;children HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

{
"parentURI"™ : "/cdmi_domains/",
"children”™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"
1
}

EXAMPLE 3 GFET to the domain URI to read the first two children of the domain:

GE[r /MyDomain/?childrenrange;children:0-1 HTTP/1.1
Hopt: cloud.example.com

Accept: application/cdmi-domain
X-LDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Coptent-Type: application/cdmi-domain
X-LDMI-Specification-Version: 1.0.2

{
"childrenrange" : "0-1",
"children™ : [
"cdmi_domain_summary/*,
"cdmi_domain_members/"
1
}

10.4 | Update a Domain Object using CDMI Content Type

10.4.1| Synopsis
To update some or all fields in an existing domain object, the following request shall be performed:
PUIN <root URI>/cdmi._domains/<DomainName>/<TheDomainName>/

To add|, update, and remove specific metadata items of an existing domain object, the following Jrequest
shall b performed:;

PU[r <root/URI>/cdmi_domains/<DomainName>/<TheDomainName>/
?metadata:<metadataname>;. ..

Where

e <root URI> is the path to the CDMI cloud.
¢ <DomainName> is zero or more parent domains.
e« <TheDomainName> is the name specified for the domain to be updated.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/. An update shall not result in
a change to the object ID.
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The following capability describes the supported operations that may be performed when updating an

existing domain:

«  Support for the ability to modify the metadata of an existing domain object is indicated by the
presence of the cdmi_modify_metadata capability in the specified domain.

10.4.3 Request Headers

The HTTP request headers for updating a CDMI domain object using CDMI content type are shown in

Table 75.
Table 75 - Dnnllmcf Headers -1 lpdntp aDaomain ﬂhjnrt ||Qing CDMI Content Typn
Header Type Description Requirement
dontent-Type Header "application/cdmi-domain” Mapdatory
String
X-CDMI- Header A comma-separated list of versions supported by.the client, | Mapdatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version

10.4.4| Request Message Body

The repuest message body fields for updating a domain objectusing CDMI content type are shgwn in

Table 6.

fable 76 - Request Message Body - Update a Domain.Object using CDMI Content Type (She

bt 1 of 2)

ID of the serialized domain object shall match the object ID
of the destination domain object.

Hibha carializad dopnaain donc ot contaia ohildean tha
eSSttt O CoTrTonTTermeTre T e

Fleld Name Type Description Requirement
njetadata JSON Metadata forthe domain object. If present, the new Opfional
Object metadata'specified replaces the existing object metadata. If
individual metadata items are specified in the URI, only
those-items are replaced, with other items being preserved.
See Clause 16 for a further description of metadata.
copy JSON URI of a CDMI domain object that shall be copied into the Opfional®
String existing domain object. Only the metadata and membership
of the domain shall be copied, not any sub-domains of the
domain.
deserialize JSON URI of a serialized CDMI domain object that shall be Opfional®
String deserialized to update an existing domain object. The object

oo T aots

update is applied only to the domain object, and any
existing children are left as-is. If the serialized domain object
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the
differences between the provided serialized state and the
current state of the children.

stored.

40nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
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Table 76 - Request Message Body - Update a Domain Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
deserializevalue JSON A domain object serialized as specified in Clause 15 and Optional®
String encoded using base 64 encoding rules described in RFC

4648. The object ID of the serialized domain object shall
match the object ID of the destination domain object.

If the serialized domain does not contain children, the
update is applied only to the domain object, and any
existing children are left as-is. If the serialized domain object
does contain children, then creates, updates, and deletes
are recursively applied for each child, depending on the

diffarances-hatwaan-tha nrovidad-sarializad-stata - and tha
~

current state of the children.

Q

Dnly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
sfored.

10.4.5] Response Header

The HTTP response header for updating a CDMI domain object using CDMl,content type is shgwn in
Table Y7.

Table 77 - Response Header - Update a Domain Object\using CDMI Content Type

Header Type Description Re(i;uirement
Lpcation Header The server shall respondwith the URI that the reference Corllditional
String redirects to if the object.is a reference.

10.4.6| Response Message Body

A resppnse message body may be provided\as per RFC 2616.

10.4.7| Response Status

Table Y8 describes the HTTP statds codes that occur when updating a domain object using CDMI content
type.
Table 78-\HTTP Status Codes - Update a Domain Object using CDMI Content Type

HTTP Status Description

2D4 No Content The operation was successful; no data was returned.

3p2 Found The URI is a reference to another URI.

4B0-Bad-Reguest The-request-containsinvalid-parameters-orfield-names-

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or may cause a
state transition error on the server.
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Example

LE PUT to the domain URI to set new field values:

PUT /cdmi_domains/myDomain/ HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-domain
X-CDMI-Specification-Version: 1.0.2

{

"metadata”™ : {
"test” : "value"
}

The following shows the response.

HTTP/1.1 204 No Content

10.5

10.5.1

To delg¢te an existing domain object and transfer all objects associated-with that domain to anoth
(to preperve access), the following request shall be performed:

DELETE <root URI>/cdmi_domains/<DomainName>/<TheDomainName>/

Where

The ohject shall also be accessible at <root'URI>/cdmi_objectid/<objectID>/.

Delete a Domain Object using CDMI Content Type

Synopsis

<root URI> is the path to the CDMI cloud.
<DomainName> is zero or more parent domains.
<TheDomainName> is the name spegified for the domain to be deleted.

er domain

10.5.2| Capability
The following capability desecribes the supported operations that may be performed when deletipg an
existing container:
* | Support for the ability to delete an existing data object is indicated by the presence of the
cdmi_delete:-domain capability in the specified domain.
10.5.3| Request Headers
The HTTRrequest headers for deleting a CDMI domain object using CDMI content type are shawn in
Table 79.
Table 79 - Request Headers - Delete a Domain Object using CDMI Content Type
Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
10.5.4 Request Message Body

A request message body may be provided as per RFC 2616.
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10.5.5 Response Headers

Response headers may be provided as per RFC 2616.

10.5.6 Response Message Body

A response message body may be provided as per RFC 2616.

10.5.7 Response Status

Table 80 describes the HTTP status codes that occur when deleting a domain object using CDMI content
type.

Table 80 - HTTP Status Codes - Delete a Domain Object using CDMI Content Type

HTTP Status Description

2P4 No Content The domain was successfully deleted.

4Pp0 Bad Request The request contains invalid parameters or field mames.

4P1 Unauthorized The authentication credentials are missing of invalid.

4p3 Forbidden The client lacks the proper authorization to-perform this request.

4p4 Not Found The resource was not found at thesspecified URI.

4P9 Conflict The domain cannot be deleted because there are objects belongifg to the
domain, and cdmi_domain~delete_reassign is missing, invalid, orfunusable.

10.5.8| Example

EXAMALE DELETE to the domain URI:
DELETE /cdmi_domains/MyDomain/ HFFP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version®¥.0.2
The following shows the respense.

HTTP/1.1 204 No Content
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11 Queue Object Resource Operations

11.1 Overview

Queue objects provide first-in, first-out access when storing and retrieving data. A queue object writer
POSTs data into a queue object, and a queue object reader GETs value(s) from the queue object and
subsequently deletes the value(s) to acknowledge receipt of the value(s) that it received. Queuing provides
a simple mechanism for one or more writers to send data to a single reader in a reliable way. If supported
by the cloud storage system, cloud clients create the queue objects by using the mechanism described in
9.10 and this clause.

Queue objects are addressed in CDMI™ in two ways:

« | by name (e.g., http://cloud.example.com/queueobject); and

* | by object ID (e.g, http://cloud.example.com/cdmi_objectid/
0000706D0010B84FAD185C425D8B537E).

Every flueue object has a single, globally-unique object identifier (ID) that remains, constant for {he life of
the object. Each queue object shall have one or more URI addresses that allow the object to be gccessed.

A queye object may have a parent object. In this case, the queue object inhérits data system metadata that
is not explicitly specified in the queue object itself.

EXAMPLE 1  The "receipts.queue"” queue object stored at the following URI would inherit dath system
metadata from its parent container, "finance’:

http://cloud.example.com/finance/receipts.queue

Individpual fields within a queue object may be accessed by specifying the field name after a question mark
"?" that is appended to the end of the data object'URI.

EXAMHLE 2 The following URI returns the yalue field containing the oldest queue object value in the fesponse
message body:

http://cloud.example.com/queueobject?value

The erjcoding of the data transperted in the queue object value field depends on the queue objgct
valuetqansferencoding field:

« | If the value trapsfer encoding of the object is set to "utf-8", the data stored in the value ¢f the

queue object.shall be a valid UTF-8 string, and it shall be transported as a UTF-8 string|in the
value field;
« | If the value transfer encoding of the object is set to "base64", the data stored in the valde of the

queue, Object can contain arbitrary binary sequences, and it shall be transported as a base 64-
ehcoded string in the value field.

Specific ranges of the value of a queue object may be accessed by specifying a byte range after the value
field name. Thus, the following URI returns the first thousand bytes of the oldest value enqueued:

http://cloud.example.com/queueobject?value:0-999

Because a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range request
shall always be transported in the value field as a base 64-encoded string.

Byte ranges are specified as single, inclusive byte ranges as per Section 14.35.1 of RFC 2616.

When a client provides or includes deserialization fields that are not defined in this international standard,
these fields shall be stored as part of the object.
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Queue Object Metadata

Queue object metadata may also include arbitrary user-supplied metadata and data system metadata, as
specified in Clause 16.

11.1.2

Queue Object Addressing

Each queue object is addressed via one or more unique URIs, and all operations may be performed
through any of these URIs.

11.1.3

The re

Queue Object Representations

nresentations in this clause are shown llqing 1SON notation Both clients and servers shall support

UTF-8
returne
shall &

11.2

11.2.1

To creqte a new queue object, the following request shall be performed:

PU

To cre

Where

After it
The ng
moving
11.2.2

In resp
this cal
runnin

JSON representation. The request and response message body JSON fields may be Spg
d in any order, with the exception that, if present, for queue objects, the valuerange@and Vv
bpear last and in that order.

Create a Queue Object using CDMI Content Type

Synopsis

I <root URI>/<ContainerName>/<QueueName>

hte a new queue object by ID, see 9.10.

<root URI> is the path to the CDMI cloud.

<ContainerName> is zero or more intekmediate containers that already exist, with one s
"I") between each pair of container hames.

<QueueName> is the name speCified for the queue object to be created.
is created, the object shall.also be accessible at <root URI>/cdmi_objectid/<objectID>.
wly created queue shall have no values unless the queue is created as a result of copyin
a source queue that-has values or as a result of deserializing a serialized queue that ha
Delayed Campletion of Create:

onse to_a Create operation for a queue object, the server may return a response of 202 Ag
e, thétgueue object is in the process of being created. This response is particularly usef
) operations, (e.g., for copying a queue object with a large number of enqueued values fr

source

pcified or
Alue fields

lash (i.e.,

g or
5 values.

cepted. In
| for long-
bm a

URT). Such a response has the following implications:

128

The server shall return a Location header with a URI to the object to be created along with an

HTTP status code of 202 Accepted.
With 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the queue object;

— user authorization for read access to any source object for move, copy, serialize, or

deserialize; and

— availability of space to create the queue object or at least enough space to create a URI to

report an error.

A client might not be able to immediately access the created object, e.g., due to delays
from the implementation’s use of eventual consistency.

resulting

©ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ce29bc2eb6a4b261f331cd9f112b02f2

ISO/IEC 17826:2012(E)

The client performs GET operations to the URI to track the progress of the operation. In response, the

server

returns two fields in its response message body to indicate progress.

A completionStatus text field contains either "Processing"”, "Complete", or an error string starting

with the value "Error".

An optional percentComplete field contains the percentage that the accepted PUT has completed

(0 to 100).

GET does not return any value for the object when completionStatus is not "Complete". When the final
result of the create operation is an error, the URI is created with the completionStatus field set to the error
message. It is the client's responsibility to delete the URI after the error has been noted.

11.2.3

Capabilities

The fo
gueue

11.2.4

The H]
Table

lowing capabilities describe the supported operations that may be performed when.creat
object:

Support for the ability to create a new queue object is indicated by the presence of the
cdmi_create_queue capability in the parent container.

If the object being created in the parent container is a reference, support for that ability is
by the presence of the cdmi_create_reference capability in the parentcontainer.

If the new queue object is a copy of an existing queue object, stpport for the ability to ¢
indicated by the presence of the cdmi_copy_queue capability-in the parent container.

If the new queue object is the destination of a move, support for the ability to move the
object is indicated by the presence of the cdmi_move<{gueue capability in the parent co

If the new queue object is the destination of a deserialize operation, support for the abil
deserialize the source data object is indicated by.the presence of the cdmi_deserialize |
capability in the parent container.

Request Headers

[ TP request headers for creating a CDMI queue object using CDMI content type are sho
B1.

Table 81 - Request(Headers - Create a Queue Object using CDMI Content Type

ng a new

indicated

Dpy is

ueue
htainer.

ty to
queue

VN in

eader Type Description Red

uirement

ccept Header "application/cdmi-queue” Mandatory

String

ontent-Type Header "application/cdmi-queue" Mandatory

String

-CDIVH- Header A comma-separated list of versions supported by the client, | Mapdatory

pecification- String e.g., "1.0.2,1.5, 2.0"

< O X

prsion
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11.2.5 Request Message Body

The request message body fields for creating a queue object using CDMI content type are shown in
Table 82.

Table 82 - Request Message Body - Create a Queue Object using CDMI Content Type

Field Name Type Description Requirement

metadata JSON Metadata for the queue object Optional

Object o
« If this field is included when deserializing, serializing,

copying, or moving a queue object, the value provided in
this field shall replace the metadata from the source URI.
LE L=zlac Laziaco

H-his-fieleHsrotirelidea-whendeseratizingserelzing:
copying, or moving a queue object, the metadata from the
source URI shall be used.

« If this field is included when creating a new queue object
by specifying a value, the value provided in this field-shall
be used as the metadata.

« If this field is not included when creating a new\queue
object by specifying a value, an empty JSQN obiject (i.e.,
"{}") shall be assigned as the field value,

 This field shall not be included wheneferencing a queue
object.

o

pbmainURI JSON URI of the owning domain Optional

Strin
g « If different from the paredt'domain, the user shall have

the "cross_domain" privilege (see
cdmi_member_privileges in Table 64).
« If not specified, the.'parent domain shall be used.

[oX

bserialize JSON URI of a serialized CDMI data object that shall be Opfjonal®
String deserialized‘to create the new queue object

cppy JSON URI of a'CDMI queue object that shall be copied into the Opfjonal®
String new queue object

njove JSON URI of an existing local or remote CDMI queue object Opfjonal®
String (source URI) that shall be relocated to the URI specified in
the PUT. The contents of the queue object, including the
object ID, shall be preserved by a move, and the queue
object at the source URI shall be removed after the queue
object at the destination has been successfully created.

If there are insufficient permissions to read the queue object
at the source URI, write the queue object at the destination
URI, or delete the queue object at the source URI, or if any
of these operations fail, the move shall return a 400 Bad
Request result code, and the source and destination are left
unchanged.

reference JSON URI of a CDMI queue object that shall be redirected to by a | Optional?
String reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

deserializevalue JSON A queue object serialized as specified in Clause 15 and Optional?
String encoded using base 64 encoding rules described in RFC
4648.

a0nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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11.2.6 Response Headers
The HTTP response headers for creating a CDMI queue object using CDMI content type are shown in
Table 83.
Table 83 - Response Headers - Create a Queue Object using CDMI Content Type
Header Type Description Requirement
Content-Type Header "application/cdmi-queue” Mandatory
String
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version o . . . . ) -
ITUIc STIVET UUTS TTUT SUPPUTL aily UT Ui vETSIUTIS SUPPJUTITCU
by the client, the server shall return a 400 Bad Request
status code.
11.2.7| Response Message Body
The regponse message body fields for creating a CDMI queue object using GDMI content type @are shown
in Table 84.
Table 84 - Response Message Body - Create a Queue Object using CDMI Content Type (Shegt 1 of 2)
Fleld Name Type Description Requirement
opjectType JSON "application/cdmi-queue" Mapdatory
String
opjectiD JSON Object ID of the object Mapdatory
String
opjectName JSON Name of the object Mapdatory
String
phrentURI JSON URI for the parent object Mapdatory
Strin
g Appending the objectName to the parentURI shall always
produce a valid URI for the object.
phrentlD JSON Object ID of the parent container object Mapdatory
String
dpmainURI JSON URI of the owning domain. Mapdatory
String
chpabilitiesURI JSON URI to the capabilities for the object Mapdatory
String
cpmpletionStatus | JSON A string indicating if the object is still in the process of being | Mapdatory
- r\rnnfnri’ and afterthe npnr:\finn IS r‘nmplnfn’ ifitwas
String created successfully or an error occurred. The value shall
be the string "Processing", the string "Complete", or an error
string starting with the value "Error".
percentComplete | JSON * When the value of completionStatus is "Processing", this Optional
String field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0 through
100.
» When the value of completionStatus is "Complete", this
field, if provided, shall contain the value "100".
* When the value of completionStatus is "Error", this field, if
provided, may contain any integer value from 0 through
100.
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11.2.8| Response Status

Table 84 - Response Message Body - Create a Queue Object using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. This field includes any user Mandatory
Object and data system metadata specified in the request message

body metadata field, along with storage system metadata
generated by the cloud storage system. See Clause 16 for a
further description of metadata.

queueValues JSON The range of designators for enqueued values. Every Mandatory
String enqueued value shall be assigned a unique, monotonically-
incrementing positive integer designator, starting from 0. If

no values are enqueued, an empty string shall be returned.

[ERWPN i " Ber-aad—th. laask + ol rera-atar—fallawad-lba.
mvarotSarc ot ottt Tovw e STt SIgatoT TonmowC toy o

hyphen ("-"), followed by the highest designator shall be
returned.

Table 85 describes the HTTP status codes that occur when creating a queue.object using CDM| content

type.
Table 85 - HTTP Status Codes - Create a Queue Object using CDMI Content Type

HTTP Status Description

2P1 Created The new queue object was créated.

2P2 Accepted The queue object is in the\pracess of being created. The CDMI client should
monitor the completionStatus and percentComplete fields to determijine the
current status of the eperation.

4P0 Bad Request The request contains invalid parameters or field names.

4P1 Unauthorized The authentication credentials are missing or invalid.

4p3 Forbidden The client lacks the proper authorization to perform this request.

4p4 Not Found Theresource was not found at the specified URI.

4Dp9 Conflict The operation conflicts with a non-CDMI access protocol lock or maly cause a
state transition error on the server.

11.2.9| Example

EXAMHLE PUT to the container URI the queue object name and contents:

132

PU[r /MyContainer/MyQueue HTTP/1.1
Hopt: cloud.example.com

ACucpt. app=;uat;u||llud|u; qucotT
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

"metadata” : {

}
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e following shows the response.

HTTP/1.1 201 Created
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{

11.3

11.3.1
To real
GE

To real
perforn]

GE
GE
GE

"objectType" : "application/cdmi-queue’,
"objectlID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName" : "MyQueue',

"parentURI " : "/MyContainer/",

"parentlD" : "0000706D0010B84FAD185C425D8B537E",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/queue/",
"completionStatus"™ : "Complete",

metadata - R
.

"'queueValues"™ : "'

Read a Queue Object using CDMI Content Type

Synopsis
| all fields from an existing queue object, the following request 'shall be performed:
I <root URI>/<ContainerName>/<QueueName>

l one or more requested fields from an existing queue object, one of the following reques
ned:

I <root URI>/<ContainerName>/<QueueName>?<fieldname>;<fieldname>;...
[ <root URI>/<ContainerName>/<QueueName>?value:<range>;...
I <root URI>/<ContainerName>/<QueueName>?metadata:<prefix>;...

To readl one or more queue values from an existing queue object, the following request shall be

GE
Where

I <root URI>/<ContainerName>/<QueueName>?values:<count>

<root URI> is thepath to the CDMI cloud.

<ContainerName>’is zero or more intermediate containers.
<QueueName> is the name of the queue object to be read from.
<fieldname> is the name of a field.

<range> is a byte range of the queue object value to be returned in the value field. If a &
is’requested, the range returned shall be from the oldest queue object value.

s shall be

berformed:

yte range

<pmfiy> is.a mafrhing prnfiy that returns all metadata items that start with the prnfiy val

le.

<count> is the number of values to be retrieved from the queue object. If more queue object
entries are requested to be retrieved than exist in the queue object, the count is processed as if it

is equal to the number of entries in the queue object.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectIiD>.

Reading a queue object shall, by default, return the complete value of the oldest item in the queue, unless
the queueValues range is empty.
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11.3.2 Capabilities

The following capabilities describe the supported operations that may be performed when reading an
existing queue object:

e Support for the ability to read the metadata of an existing queue object is indicated by the
presence of the cdmi_read_metadata capability in the specified queue object.

e Support for the ability to read the value of an existing queue object is indicated by the presence of
the cdmi_read_value capability in the specified queue object.

11.3.3 Request Headers

The HTTP request headers for reading a CDMI queue object using CDMI content type are shown in
Table 86.

Table 86 - Request Headers - Read a Queue Object using CDMI Content Type

Header Type Description Requirement

Accept Header "application/cdmi-queue” or a consistent value as’per Optional
String clause 5.13.2

X-CDMI- Header A comma-separated list of versions supported by the client, | Mapdatory

Specification- String e.g., "1.0.2,1.5, 2.0"

VErsion

11.3.4| Request Message Body

A request message body shall not be provided.

11.3.5| Response Headers

The HTTP response headers for reading a CBMI queue object using CDMI content type are shown in
Table 87.

Table 87 - Response Headers - Read a Queue Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mapdatory
Specification- String by both the client and the server, e.g., "1.0.2".

VErsion

If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.

dontent=Type Header "application/cdmi-queue” Mapdatory
String

Locatiorm Header T e server strattrespord wittr the URthat the refererce €onditional
String redirects to if the object is a reference.
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11.3.6 Response Message Body

The response message body fields for reading a CDMI queue object using CDMI content type are shown
in Table 88.

Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 1 of 3)

Field Name Type Description Requirement
objectType JSON "application/cdmi-queue" Mandatory
String
objectID JSON Object ID of the object Mandatory
String
opjectName JSON Name of the object Coiditional
Strin
g » For objects in a container, the objectName field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the objectName field does ot
exist and shall not be returned.
pprentURI JSON URI for the parent object Conpditional
Strin
g » For objects in a container, the parentURI field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.
Appending the objettName to the parentURI shall
always produce avalid URI for the object.
pprentlD JSON Object ID of the parent container object Conditional
Strin
g » For objects in a container, the parentID field shall be
retyrned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
dpmainURI JSON URI of the owning domain Mapdatory
String
chpabilitiesURI JSON URI to the capabilities for the object Mapdatory
String
cpmpletionStatus JSON A string indicating if the object is still in the process of Mapdatory
) being created, and after the operation is complete, if it
String was created successfully or an error occurred. The
value shall be the string "Processing"”, the string
"Complete”, or an error string starting with the value
|l 1O) N
percentComplete JSON * When the value of completionStatus is "Processing”, | Optional
String this field, if provided, shall indicate the percentage of
completion as a numeric integer value from 0
through 100.
« When the value of completionStatus is "Complete",
this field, if provided, shall contain the value "100".
» When the value of completionStatus is "Error", this
field, if provided, may contain any integer value from
0 through 100.
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Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 2 of 3)

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. This field includes any Mandatory
Object user and data system metadata specified in the request

message body metadata field, along with storage
system metadata generated by the cloud storage
system. See Clause 16 for a further description of
metadata.

queueValues JSON The range of designators for enqueued values. Every Mandatory
String enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
startrg-from-0—Hro-valvesare-engueted—anempy
string shall be returned. If values are enqueued, the
lowest designator, followed by a hyphen ("-"), followed
by the highest designator shall be returned.

3

imetype JSON MIME types for each queue object value Optional

Array of
JSON * The MIME types of the values are returned, each

corresponding to the value in the sameé position in
the JSON array.

 This field shall only be provided/when
completionStatus is "Completé*and when one or
more values are enqueuedx

Strings

<

hluerange JSON The range of bytes of thé.queue object values to be Optional
Array of returned in the value-field
JSON

Strings » The value ranges.of the values are returned, each

correspondingto the value in the same position in
the JSON array.

« If a specific value range has been requested, the
entry~in the value range field shall correspond to the
bytes requested. If the request extends beyond the
end of the value, the value range field shall indicate
the smaller byte range returned.

» The valuerange field shall only be provided when the
"completionStatus field contains "Complete".

<

bluetransferencoding [ JSON The value transfer encoding used for each queue Optional
Array of object value. Two value transfer encodings are defined:
JSON

String » "utf-8" indicates that the queue object value contains

a valid UTF-8 string, and itshall be transported as a
UTF-8 string in the value field.

» "base64" indicates that the queue object value may
contain arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
fierd:

The value transfer encodings are returned, each
corresponding to the value in the same position in the
JSON array.

The valuetransferencoding field shall only be provided
when the completionStatus field contains "Complete".
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Table 88 - Response Message Body - Read a Queue Object using CDMI Content Type (Sheet 3 of 3)

If the valuetransferencoding field indicates UTF-8
encoding, the corresponding value field shall contain
a UTF-8 string using JSON escaping rules described
in RFC 4627.

If the valuetransferencoding field indicates base 64
encoding, the corresponding value field shall contain

Field Name Type Description Requirement
value JSON The oldest enqueued queue object values Conditional
Array of . .
JSON » The values in the JSON array are returned in order
Strings from oldest to newest.

a base b4-encoded string as described In RFC RFC
4648.

The value field shall only be provided when the
"completionStatus field contains "Complete".

If indiv]dual fields are specified in the GET request, only these fields are returned‘in.the result bpdy.
Optiongl fields that are requested but do not exist are omitted from the result body.

11.3.7| Response Status

Table 9 describes the HTTP status codes that occur when reading‘a-queue object using CDM|| content

type.

Table 89 - HTTP Status Codes - Read a Queug Object using CDMI Content Type

TTP Status

Description

DO OK

The queue objectieontent was returned in the reponse.

D2 Found

The URI is a reference to another URI.

DO Bad Request

The requiest contains invalid parameters or field names.

Thetadthentication credentials are missing or invalid.

D3 Forbidden

Fhe client lacks the proper authorization to perform this request.

D4 Not Found

The resource was not found at the specified URI.

H
2
3
4
4P1 Unauthorized
4
4
4

D6 Not Acceptable

The server is unable to provide the object in the content type specified in the
Accept header.

11.3.8| Examples

EXAMALEA GET to the queue object URI to read all fields of the queue object:

GET /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK

Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{

"objectType': "application/cdmi-queue™,
"objectlID": "00007E7FO0104BE66AB53A9572F9F51E",
"objectName': "MyQueue',
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"parentURI": "'/MyContainer/",

"parentlID” : "0000706D0010B84FAD185C425D8B537E",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi_capabilities/queue/",
"completionStatus™: "Complete,
"metadata': {},
"queueValues': "1-2",
"mimetype”: [
"text/plain”
1.
"valuerange'": [
"'0-19"
1.
"valuetransferencoding™: [
"utf-8"
15
"value™: [
"First Enqueued Value"
1

EXAMHLE 2 GET to the queue object URI to read the value and queue items of the, quete object:

GE[l /MyContainer/MyQueue?value;queueValues HTTP/1.1
Hopt: cloud.example.com

Acfept: application/cdmi-queue
X-LDMI-Specification-Version: 1.0.2

The following shows the response.
HT[FP/1.1 200 OK

Cohtent-Type: application/cdmi-queue
X-LDMI-Specification-Version: 1.0.2

{
""queueValues" : "1-2",
"value™ : [
"First Enqueued Value™
]
s

EXAMHLE 3 GET to the queue-object URI to read the first five bytes of the value of the queue object:

GE[r /MyContainer/MyQueue?value:0-5 HTTP/1.1
Hopt: cloud.examplescom

Actept: application/cdmi-queue
X-EDMI-Specification-Version: 1.0.2

The followingishows the response:
HT[TP/1-3200 OK

Cohtent-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

"value™ : [
"First”
1

}

EXAMPLE 4 GET to the queue object URI to read two values of the queue object:

GET /MyContainer/MyQueue?mimetype;valuerange;values:2 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-queue

X-CDMI-Specification-Version: 1.0.2
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The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue
X-CDMI-Specification-Version: 1.0.2

{

"mimetype" : [
"text/plain”,
"text/plain”

1.

"valuerange" : [
"0-19",
"0-20"

1.

114

11.4.1

To upd
reques

PU

To add
shall b

PU
Where

.
L]

The oM

vatue - [
"First Enqueued Value",
""Second Enqueued Value™

Update a Queue Object using CDMI Content Type

Synopsis

ate some or all fields in an existing queue object (excluding the'enqueueing of values), thg
t shall be performed:

I <root URI>/<ContainerName>/<QueueName>

, update, and remove specific metadata items of an existing queue object, the following r
b performed:

I <root URI>/<ContainerName>/<QueueName>?metadata:<metadataname>;...

<root URI> is the path to the CDMI cloud.
<ContainerName> is zero.@rmore intermediate containers.
<QueueName> is the name of the queue object to be updated.

ject shall also be aceessible at <root URI>/cdmi_objectid/<objectiD>. An update shall not

change to the object ID.

11.4.2

The fo

Capabijtity.

lowing,eapability describes the supported operations that may be performed when updat

p following

pquest

resultin a

ng an

existin

j.gueue object:

L]

Support for the ability to modify the metadata of an existing queue object is indicated by the

presence of the cdmi_modify_metadata capability in the specified queue object.
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11.4.3 Request Headers

The HTTP request headers for updating a CDMI queue object using CDMI content type are shown in
Table 90.

Table 90 - Request Headers - Update a Queue Object using CDMI Content Type

Header Type Description Requirement

Content-Type Header "application/cdmi-queue " Mandatory
String

X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory

Specification- String e.g., "1.0.2,15,2.0"

Version

11.4.4| Request Message Body

The repguest message body fields for updating a queue object using CDMI content type-are shoyvn in
Table 91.

Table 91 - Request Message Body - Update a Queue Object using CDMI Content Typé

Fleld Name Type Description Requirement
nmetadata JSON Metadata for the queue object. If present, the new metadata | Optional
Object specified replaces the existing object metadata. If individual

metadata items are specifiediin the URI, only those items
are replaced, with other itemg being preserved.

See Clause 16 for a further description of metadata.

dpmainURI JSON URI of the owning;domain. If different from the parent Optional
String domain, the user shall have the "cross_domain" privilege
(see cdmi_member_privileges in Table 64). If not specified,
the parent<domain shall be used.
deserialize JSON URI ofya serialized CDMI queue object that shall be Opfjonal®
String deserialized to update an existing queue object. The object
ID of the serialized queue object shall match the object ID of
the destination queue object.
All enqueued items in the serialized queue object shall be
added to the destination queue object.
cppy JSON URI of a CDMI queue object that shall be copied into the Opfjonal®
String existing queue object. Queue Object copy does not copy
enqueued items. See 11.6 to copy enqueued items.
dpseriglizevalue JSON A data object serialized as specified in Clause 15 and Opfjonal®

String encoded using base 64 encoding rules described in RFC
4648 The thinr\f 1D of the serialized data nhjnhf shallmatch

the object ID of the destination data object.

All enqueued items in the serialized queue object shall be
added to the destination queue object.

80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored.
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The HTTP response header for updating a CDMI queue object using CDMI content type is shown in

Table 92.
Table 92 - Response Header - Update a Queue Object using CDMI Content Type
Header Type Description Requirement
Location Header The server shall respond with the URI that the reference Conditional
String redirects to if the object is a reference.

11.4.6 Response Message Body

Ares

11.4.7

Table

type.

Response Status

ppnse message body may be provided as per RFC 2616.

Table 93 - HTTP Status Codes - Update a Queue Object using’ €BDMI Content Type

b3 describes the HTTP status codes that occur when updating a queue objecttsing CDMI content

TTP Status

Description

D4 No Content

The operation was successful; no*data was returned.

D2 Found

The URI is a reference to another URI.

The request contains invalid parameters or field names.

D1 Unauthorized

The authentication credentials are missing or invalid.

D3 Forbidden

The client lacks'the proper authorization to perform this request.

H
2
3
4P0 Bad Request
4
4
4

D4 Not Found

The resource was not found at the specified URI.

4Pp9 Conflict The operation conflicts with a non-CDMI access protocol lock or mgy cause a
state‘transition error on the server.
11.4.8| Example
EXAMHLE PUT tosthe-queue object URI to set new metadata:

p
H
C
X

}

ur /MyContajner/MyQueue HTTP/1.1
opt: cloud<example.com

optent-Type: application/cdmi-queue
-LDML~Specification-Version: 1.0.2
"metadata™ : {
¥

The following shows the response.

HTTP/1.1 204 No Content
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11.5 Delete a Queue Object using CDMI Content Type

11.5.1 Synopsis

To delete an existing queue object, along with all enqueued values, the following request shall be
performed:

DELETE <root URI>/<ContainerName>/<QueueName>
Where:

e <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate containers.
¢ | <QueueName> is the name of the queue object to be deleted.

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

11.5.2| Capability

The following capability describes the supported operations that may be performed when deletipg an
existing data object:

« | Support for the ability to delete an existing queue object is indicated by the presence of|the
cdmi_delete_queue capability in the specified queue object.
11.5.3| Request Header

The HTTP request header for deleting a CDMI queue object using CDMI content type is shown [in
Table 94.

Table 94 - Request Header - Delete*a Queue Object using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"

VErsion

11.5.4| Request Message:Body

A requst message body’may be provided as per RFC 2616.

11.5.5| Respofisg Headers

Respopse headers may be provided as per RFC 2616.

11.5.6 Response Message Body

A response message body may be provided as per RFC 2616.
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11.5.7 Response Status
Table 95 describes the HTTP status codes that occur when deleting a queue object using CDMI content
type.
Table 95 - HTTP Status Codes - Delete a Queue Object using CDMI Content Type
HTTP Status Description
204 No Content The queue object was successfully deleted.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
A0 Earhiddan Tha cliant lacke tha nranar autharizatinn ta narfarm thic racniact
v ~ Lad Lad -1 *
4p4 Not Found The resource was not found at the specified URI.
4P9 Conflict The queue object may not be deleted (may be immutable):
11.5.8| Example
EXAMHALE DELETE to the queue object URI:
DELETE /MyContainer/MyQueue HTTP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version: 1.0.2
The following shows the response.
HT'P/1.1 204 No Content
11.6 | Enqueue a New Queue Value using CDMI Content Type
11.6.1| Synopsis
To enqueue one or more values intd.an existing queue object, the following request shall be pefformed:
POBT <root URI>/<ContainerName>/<QueueName>
Where
¢ | <root URI>_iS\the path to the CDMI cloud.
» | <ContainerName> is zero or more intermediate containers that already exist, with one dlash (i.e.,
"I') between each pair of container names.
¢ | <QueueName> is the name of the queue object to be enqueued into.
The objeetshalt-alse-be-aceessible-at<rost-URi>fedmi—objectidi<objecHb>-
11.6.2 Capability

The following capability describes the supported operations that may be performed when enqueuing a new
value into an existing queue object:

Support for the ability to modify the value of an existing queue object is indicated by the
of the cdmi_modify_value capability in the specified queue object.
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11.6.3 Request Headers

The HTTP request headers for enqueuing a new CDMI queue object value using CDMI content type are
shown in Table 96.

Table 96 - Request Headers - Enqueue a New Queue Object Value using CDMI Content Type

Header Type Description Requirement
Content-Type Header "application/cdmi-queue” Mandatory
String
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specification- String e.g., "1.0.2,1.5, 2.0"
Version
11.6.4| Request Message Body
The refjuest message body fields for enqueuing a new queue object value using CDMI-content fype are
shownl|in Table 97.

Taple 97 - Request Message Body - Enqueue a New Queue Value using CDMIContent Type (Sheet 1 of 2)
Fleld Name Type Description Requirement
njimetype JSON MIME type(s) of the data valug(s)'t0 be enqueued into | Optignal

Array of the queue object.
JSON L )
Strings  This field shall be stared-as part of the object.
« If this field is not spécified, the value of "text/plain”
shall be assigned as the field value.
* The same number of array elements shall be
present as\s’ present in the value field, and the
mimetype-field shall be associated with the value in
the eotresponding position.
< This mimetype field value shall be converted to
lower case before being stored.
cppy JSON URI of a CDMI data object or queue object from which | optignal@
String the value shall be moved and enqueued
« If a URI to a data object is provided, the value,
mimetype, and valuetransferencoding field values
from the data object are used to enqueue the new
item into the queue object, and the data object is
atomically deleted.
« If a URI to a queue object is provided, the
corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqueued items are transferred to the
gueue object and atomically removed from the
source queue object.
move JSON URI of a CDMI data object or queue object from which | optional?
String the value shall be enqueued, and removed the data
object or queue object value at the source URI upon
the successful completion of the enqueue
80nly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
stored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.
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Table 97 - Request Message Body - Enqueue a New Queue Value using CDMI Content Type (Sheet 2 of 2)

Field Name Type Description Requirement
valuetransferencoding | JSON The value transfer encoding(s) used for the queue Optional
Array of object value(s). Two value transfer encodings are
JSON defined:
Strings

« "utf-8" indicates that the queue object value contains
a valid UTF-8 string, and shall be transported as a
UTF-8 string in the value field.

* "base64" indicates that the queue object value may
contain arbitrary binary sequences, and shall be
transported as a base 64-encoded string in the
vatte-fretd—Setting-thecontentsof thegtreteobject
value field to any value other than a valid base 64
string shall result in error 400 Bad Request being
returned to the client.

If this field is not specified, the value of "utf-8" shathbe
assigned as the field value.

This field shall be stored as part of the object.

value JSON Data value(s) to be enqueued into the\queue object. Optipnal®
Array of ) R
JSON « If the corresponding value transferencoding field
Strings indicates UTF-8 encoding, thewalue shall be a UTF-

8 string escaped using the”’3SON escaping rules
described in RFC 4627,

« If the corresponding)alue transfer encoding field
indicates base 64 encoding, the value shall be first
encoded using.the base 64 encoding rules as
described in,RFC 4648.

Dnly one of these fields shall be specified in any given operation. Except for value, these fields shall not be
sfored. If more than one of these fields is supplied, the server shall respond with a 400 Bad Request error
response.

11.6.5| Response Headers

Respopse headers may be provided as per RFC 2616.

11.6.6| Response MeSsage Body

A resppnse message body may be provided as per RFC 2616.
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11.6.7

Response Status

Table 98 describes the HTTP status codes that occur when enqueuing a new queue object using CDMI
content type.

Table 98 - HTTP Status Codes - Enqueue a New Queue Object Value using CDMI Content Type

HTTP Status Description

204 No Content The new queue values were enqueued.

400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.

4p3-Forbidden

Tha cliantlacks-tha pronerauthorization-to-perform-this-racuast
~ Lad ~ -1 *

4

D4 Not Found The resource was not found at the specified URI.

4

a state transition error on the server.

D9 Conflict The operation conflicts with a non-CDMI access protocal lock or nf

ay cause

11.6.8

EXAMH
PO
Ho

Co
X_

}
Th

HT

EXAMH

PO
Ho
Co
X-

Examples

LE1 POST to the queue object URI a new value:

5T /MyContainer/MyQueue HTTP/1.1
st: cloud.example.com

htent-Type: application/cdmi-queue
CDOMI-Specification-Version: 1.0.2

"mimetype™ : [
"text/plain”
1

"value™ : [
"Value to Enqueue™

e following shows the respense.

TP/1.1 204 No Content

LE 2 POST t0 the queue object URI to copy an existing value:

5T /MyContatner/MyQueue HTTP/1.1
st: cloudfdexample.com

htent-Type: application/cdmi-object
COMI=Specification-Version: 1.0.2

{

Th

"copy" : "/MyContainer/MyDataObject"

e following shows the response.

HTTP/1.1 204 No Content
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EXAMPLE 3 POST to the queue object URI to transfer twenty values from another queue object:

POST /MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com

Content-Type: application/cdmi-object
X-CDMI-Specification-Version: 1.0.2

{
}

"move" : "/MyContainer/FirstQueue?values:20"

The following shows the response.

HTTP/1.1 204 No Content

EXAMH

LE4 POST to the queue object URI two new values:

POBT /MyContainer/MyQueue

HT[TP/1.1 Host: cloud.example.com
Cohtent-Type: application/cdmi-object
X-LDMI-Specification-Version: 1.0.2

{

“"mimetype™ : [
"text/plain",
"text/plain”

"value™ : [
"First",
"Second"’

The following shows the response.

HT

EXAM

PO
Ho

TP/1.1 204 No Content

PLE5  POST to the queue objectJRI two new values, one with base 64 transfer enco
one with utf-8 transfer encoding:

5T /MyContainer/MyQueue HTTP/1.1
s5t: cloud.example.com

fing and

Cohtent-Type: application/cdmi-object
X-LDMI-SpecificationsVersion: 1.0.2
{
"mimetype’ 2\
"text/plain”,
"text/plain”
1.
"valuetransferencoding™: [
“utf-8",
"haseBf4""
1.
“"value: [
“First"”,
"U2vjb25k™
1
}
The following shows the response.

HT

TP/1.1 204 No Content
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11.7 Delete a Queue Object Value using CDMI Content Type

11.7.1 Synopsis

To delete one or more of the oldest enqueued values in an existing queue, the following request shall be
performed:

DELETE <root URI>/<ContainerName>/<QueueName>?value
DELETE <root URI>/<ContainerName>/<QueueName>?values:<count>

Where:

e <root URI> is the path to the CDMI cloud.
¢ =ContameriName>Tszeroormoreintermediate contaimers:
« | <QueueName> is the name of the queue object to be deleted.

¢ | <count> is the number of values, starting from the oldest, to be removed from the gueu¢ object. If
more queue object entries are requested to be deleted than exist in the queuéobject, the count
shall be considered equal to the number of entries in the queue object.

The oljject shall also be accessible at <root URI>/cdmi_objectid/<objectID>.

The "?yalue” suffix at the end of the queue resource URI shall be included'to-distinguish the delgtion of the
oldest palue from the deletion of the queue object itself, as described.in 1.5 (which deletes all ¢nqueued
values).

11.7.2| Capability

The following capability describes the supported operations that may be performed when deletipg an
existing data object:

« | Support for the ability to modify the value ef an existing queue object is indicated by thel presence
of the cdmi_modify_value capability inthe specified queue object.

11.7.3| Request Header

The HTTP request header for deleting a CDMI queue object value using CDMI content type is gshown in
Table $9.

Table 99 - Request Header - Delete a Queue Object Value using CDMI Content Type

Header Type Description Requirement
X-CDMI- Header A comma-separated list of versions supported by the client, | Mandatory
Specificatign® String e.g., "1.0.2,1.5, 2.0"

VErsion

11.7.4 "Request Message Body

A request message body may be provided as per RFC 2616.

11.7.5 Response Headers

Response headers may be provided as per RFC 2616.

11.7.6 Response Message Body

A response message body may be provided as per RFC 2616.
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11.7.7 Response Status
Table 100 describes the HTTP status codes that occur when deleting a queue object using CDMI content
type.
Table 100 - HTTP Status Codes - Delete a Queue Object Value using CDMI Content Type
HTTP Status Description
204 No Content The queue object value was successfully deleted.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
A0 Earhiddan Tha cliant lacke tha nranar autharizatinn ta narfarm thic raciact
v ~ Lad Lad -1 *
4p4 Not Found The resource was not found at the specified URI.
4P9 Conflict The queue object may not be deleted (may be immutable).
11.7.8| Example
EXAMHALE DELETE to the queue object URI value to access the next enguetéd value:
DELETE /MyContainer/MyQueue?value HTTP/1.1
Hopt: cloud.example.com
X-LDMI-Specification-Version: 1.0.2
The following shows the response.
HT'P/1.1 204 No Content
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12 Capability Object Resource Operations

12.1 Overview

Capability objects allow a CDMI™ client to discover what subset of this international standard is
implemented by a CDMI provider.

For each URI in a cloud storage system, the set of interactions that the system is capable of performing for
that URI are described by the presence of named "capabilities". Each capability present for a given URI
indicates what functionality the cloud storage system will allow against that URI. Capabilities are always
static.

Capabflities may differ from the operations permitted by an Access Control List (ACL) (see 16.1
associated with a given URI, e.g., a read-only cloud may not permit write access to a container’pr object,
despit¢ the presence of an ACL allowing write access.

Cloud tlients may use capabilities to discover what operations are supported. If an gperation is pttempted
on a CPMI object that does not have a corresponding capability, an HTTP 400 statis code shal| be
returngd to the client. All CDMI-compliant cloud storage systems shall implement.the ability to r¢ad
capabilities, but support for the functionality indicated by each capability is optional.

Every CDMI data object, container object, domain object, and queue object shall have a capabilitiesURI
field thjat contains a valid URI of a capabilities object. Within the capabilities object, the name offeach
capability confers a specific meaning that has been agreed to between the cloud storage provider and the
cloud gtorage consumer.

The cgpabilities defined as part of this international standard are described starting in 12.1.1 "C|oud

Storage System-Wide Capabilities". Vendor-defined capabilities not specified in this internationgl standard
shall npt start with "cdmi_".
Figure|7 shows the hierarchy of capabilities in an‘offering and how the capabilitiesURI links datg objects
and container objects into the capabilities tree;

“/" Root URI capabilitiesUR!I > cdmi_capabilities/
mydemain/ capabilitiesUR domain/
mycontainer/ W container/
mygoldcontainer/ c—am L gold_container/

~
®
L]

capabilitiesURI

mydataobject
K} dataobject/
- - eapebiittestRt
myimmutabledataobject
'\* Immutable/
-
[ ]

capabilitiesURI

RS

myqueue

», queue/

Figure 7 - Hierarchy of Capabilities

The capabilities container within the capabilities tree to which an object is linked is based on the type of the
object and the data system metadata fields present in the object.
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EXAMPLE A container with no data system metadata fields specified may map to the "container" capabilities
entry.

As an option, a CDMI implementation may map a container to a "gold_container" capabilities entry, if a
data system metadata field is present and set to a given value, such as if the cdmi_data_redundancy field
was set to the value of "4". This permits a cloud provider to create profiles of data system metadata fields
and values.

Capabilities do not have a CDMI metadata field.

12.1.1 Cloud Storage System-Wide Capabilities

Table 101 defines the system-wide capabilities in a cloud storage system. These capabilities, which are
found e capabilities ODJect, are referred 1o by the root URT(TO0T capaniities).

Table 101 - System-Wide Capabilities (Sheet 1 of 3)

Capability Name Type Definition

cdmi_jdomains JSON | If present and "true", indicates that the\cloud storage $ystem

String | supports domains. If not present,the domainURI field[shall not
be present in response message‘bodies and the cdmi] domains
URI shall not be present.

cdmi_fexport_cifs JSON | If present and "true", this-capability indicates that the ¢loud
String storage system supp@rts CIFS exports.

cdmi_l|dataobjects JSON | If present and "tfuge", this capability indicates that the ¢loud
String | storage system,supports data objects.

cdmi_lexport_iscsi JSON | If present.and "true”, this capability indicates that the ¢loud
String | storage‘system supports iSCSI exports.

cdmi_lexport_nfs JSON | If'present and "true”, this capability indicates that the ¢loud
String [.\storage system supports NFS protocol exports.

cdmi_lexport_occi_iscsi JSON. '| If present and "true”, this capability indicates that the ¢loud
String | storage system supports OCCI/iSCSI exports.

cdmi_lexport_webdav JSON | If present and "true”, this capability indicates that the ¢loud
String | storage system supports WebDAV exports.

cdmi_|metadata_maxitems JSON | If present, this capability indicates the maximum number of user-
String | defined metadata items supported per object. If abserft, there is
no limit placed on the number of user-defined metadaja items.

cdmi_|metadata_maxsize JSON | If present, this capability indicates the maximum size, |in bytes,
String | of each user-defined metadata item supported per object. If
absent, there is no limit placed on the size of user-deflned
metadata items.

Cdm|_ ctadata_maxtotalsize I1ISQON If prnennf’ this Pﬂpnhlllfy ndicates the maximum sizedin bytes’

B String | of user-defined metadata supported by the cloud storage
system. If absent, there is no limit placed on the size of user-
defined metadata.

cdmi_notification JSON | If present and "true", this capability indicates that the cloud
String | storage system supports notification queues.

cdmi_logging JSON | If present and "true", this capability indicates that the cloud
String | storage system supports logging queues.

cdmi_query JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query queues.
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Table 101 - System-Wide Capabilities (Sheet 2 of 3)

Capability Name Type Definition

cdmi_query_regex JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query with regular expressions.

cdmi_query_contains JSON | If present and "true", this capability indicates that the cloud
String | storage system supports query with "contains" expressions.

cdmi_query_tags JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports query with tag-matching expressions.

cdmi_query_value JSON | If present and "true”, this capability indicates that the cloud
String | storage system supports query of value fields.

cdmi_lqueues JSON | If present and "true”, this capability indicates that the ¢loud
String | storage system supports queue objects.

cdmi_|security_access_control JSON | If present and "true”, this capability indicates-that the ¢loud
String | storage system supports ACLs. See 12.1.3 for additiohal
information.
cdmi_|security_audit JSON | If present and "true”, this capability,indicates that the ¢loud
String | storage system supports auditlogging. See 20.3 for afiditional
information.
cdmi_|security_data_integrity JSON | If present and "true", this-eapability indicates that the ¢loud

String | storage system supports data integrity/authenticity. S¢e 12.1.3
for additional infgrmation.

cdmi_|security_encryption JSON | If present and "tfue”, this capability indicates that the ¢loud
String | storage system supports data at-rest encryption. See [L2.1.3 for
additiohalinformation.

cdmi_Jsecurity_immutability JSON | Ifipresent and "true”, this capability indicates that the ¢loud
String | «Storage system supports data immutability/retentions. [See
12.1.3 for additional information.

cdmi_|security_sanitization JSON | If present and "true”, this capability indicates that the ¢loud
String | storage system supports data/media sanitization. See12.1.3 for
additional information.

cdmi_fserialization_json JSON | If present and "true", this capability indicates that the ¢loud
String | storage system supports JSON as a serialization format.

cdmi_fsnapshots JSON | If present and "true", this capability indicates that the ¢loud
String | storage system supports snapshots.

cdmi_freferences JSON | If present and "true", this capability indicates that the ¢loud
String | storage system supports references.

cdmi_lobject“move_from_local JSON | If present and "true", this capability indicates that the ¢loud
String | storage system supports moving CDMI objects from URIs within
the same storage system.

cdmi_object_move_from_remote JSON | If present and "true", this capability indicates that the cloud
String storage system supports moving CDMI objects from URIs within
other CDMI storage systems.

cdmi_object_move_from_ID JSON | If present and "true", this capability indicates that the cloud
String | storage system supports moving CDMI objects without a path
from a /cdmi_objectid/ URI within the same storage system. This
effectively adds a path, allowing the object to be accessed by ID
and by path.
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Table 101 - System-Wide Capabilities (Sheet 3 of 3)

Capability Name Type Definition

cdmi_object_move_to_ID JSON | If present and "true", this capability indicates that the cloud
String | storage system supports moving CDMI objects with a path to a
/cdmi_objectid/ URI within the same storage system. This
effectively removes the path, leaving the object only accessible
by ID.

cdmi_object_copy_from_local JSON | If present and "true", this capability indicates that the cloud
String | storage system supports copying CDMI objects from URIs within
the same storage system.

cdmi_object_copy_from_remote JSON | If present and "true", this capability indicates that the cloud
String | storage system supports copying CDMI objects from\URIs within
other CDMI storage systems.

cdmi_lobject_access_by_ID JSON | If present and "true”, this capability indicates that obje¢ts can be
String | accessed, updated, and deleted through #/¢dmi_objeqtid/".

cdmi_|post_dataobject_by_ID JSON | If present and "true”, this capability indicates that the $ystem
String | allows a new data object by ID to-be added via POST|to
"/cdmi_objectid/".

cdmi_post_queue_by ID JSON | If present and "true”, this ¢apability indicates that the $ystem
String | allows a new queue object by ID to be added via POJT to
"/cdmi_objectid/".

cdmi_l|deserialize_dataobject_by 1D JSON | If present and "tfuge", this capability indicates that the $ystem
String | allows the deserialization of serialized data objects when
creating asnew data object by ID via POST to "/cdmi_gbjectid/".

cdmi_[deserialize_queue_by_ID JSON | If present’and "true", this capability indicates that the $ystem
String | allows’the deserialization of serialized queue objects Wwhen
creating a new queue object by ID via POST to "/cdmi_objectid/

cdmi_fserialize_dataobject_to_ID JSON* | If present and "true", this capability indicates that the $ystem
String | allows the serialization of data objects when creating g new data
object by ID via POST to "/cdmi_objectid/".

cdmi_fserialize_domain_to_ID JSON | If present and "true", this capability indicates that the $ystem
String | allows the serialization of domain objects when creatifg a new
data object by ID via POST to "/cdmi_objectid/".

cdmi_fserialize_container_to_ID JSON | If present and "true", this capability indicates that the $ystem
String | allows the serialization of container objects when creafing a new
data object by ID via POST to "/cdmi_objectid/".

cdmi_fserialize—gqueue_to_ID JSON | If present and "true", this capability indicates that the $ystem
String | allows the serialization of queue objects when creating a new
data object by ID via POST to "/cdmi_objectid/". f

cdmi_copy_dataobject_by ID JSON | If present and "true", this capability indicates that the system
String | allows the copying of an existing data object when creating a
new data object by ID via POST to "/cdmi_objectid/".

cdmi_copy_queue_by ID JSON | If present and "true", this capability indicates that the system
String | allows the copying of an existing queue object when creating a
new queue object by ID via POST to "/cdmi_objectid/".

cdmi_create_reference_by ID JSON | If present and "true", this capability indicates that the system
String | allows the creation of a new reference by IDa new child
reference to be created via POST to "/cdmi_objectid/".
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12.1.2 Storage System Metadata Capabilities

Table 102 defines the capabilities for storage system metadata in a cloud storage system. These
capabilities are found in the capabilities objects for domains, data objects, containers, and queues. See
16.3 for a description of these storage system metadata items.

Table 102 - Capabilities for Storage System Metadata

Capability Name Type Definition
cdmi_acl JSON If present and "true", this capability indicates that the cloud
String storage system supports ACLs. When a CDMI implementation
supports ACLs for the purpose of access control, the system-wide
capability of cdmi_security_access_control specified in Table 102
Of IZ.I.T shall be Set to true. Oherwise, It shall not be| present,
indicating that there is no support for access control,
cdmi_fsize JSON If present and "true", this capability indicates that the clqud
String storage system shall generate a cdmi_size stordge system
metadata for each stored object.
cdmi_fctime JSON If present and "true", this capability indicates that the clqud
String storage system shall generate a,cdmi_ctime storage sygtem
metadata for each stored object.
cdmi_fatime JSON If present and "true", this capability indicates that the clqud
String storage system shall genérate a cdmi_atime storage sygtem
metadata for each storéd object.
cdmi_|mtime JSON If present and “true"”, this capability indicates that the clqud
String storage system shall generate a cdmi_mtime storage system

metadata foreach stored object.

cdmi_facount

JSON If presént and "true", this capability indicates that the clqud
String storage system shall generate a cdmi_acount storage slystem
metadata for each stored object.

cdmi_jmcount

JSON If present and "true", this capability indicates that the clqud
String storage system shall generate a cdmi_mcount storage gystem
metadata for each stored object.

12.1.3| Data System Metadata Capabilities

Table 103 defines the eapabilities that indicate which data system metadata items are supportedl for
objectg stored in a cloud’storage system. These capabilities are found in the capabilities objectq for
domai:lxs, data objects, containers, and queues. See 16.4 (Table 117) for a description of the m¢aning of

the co

responding data system metadata items.

Table 103 - Capabilities for Data System Metadata (Sheet 1 of 4)

Capability Name Type Definition
cdmi_assignedsize JSON When the cloud storage system supports the cdmi_assignedsize
String data system metadata as defined in 16.4, the cdmi_assignedsize

capability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string value
"false", cdmi_assignedsize data system metadata shall not be
used.
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Table 103 - Capabilities for Data System Metadata (Sheet 2 of 4)

Capability Name

Type

Definition

cdmi_data_redundancy

JSON
String

When the cloud storage system supports the
cdmi_data_redundancy data system metadata as defined in 16.4,
the cdmi_data_redundancy capability shall be present and setto a
positive numeric string representing the maximum value that the
server supports. When this capability is absent, or present and set
to an empty string value ", cdmi_data_redundancy data system
metadata shall not be used.

cdmi_data_dispersion

JSON
String

When the cloud storage system supports the
cdmi_data_dispersion data system metadata as defined in 16.4,
the cdmi data dispersion capability shall be present and set to

the string value "true". When this capability is absent; ol present
and set to the string value "false", cdmi_data_dispersion data
system metadata shall not be used.

cdmi_|[data_retention

JSON
String

When the cloud storage system supports both-the
cdmi_retention_id and cdmi_retention_pgeriod data systg¢m
metadata as defined in 16.4, the cdmidata_retention cqpability
shall be present and set to the string yvalue "true". When this
capability is absent, or present.and set to the string valye "false”,
cdmi_retention_id and cdmizretention_period data syst¢m
metadata shall not be used:

cdmi_|data_autodelete

JSON
String

When the cloud storage‘system supports the
cdmi_data_autodelete data system metadata as defined in 16.4,
the cdmi_data_.autodelete capability shall be present and set to
the string value_ "true". When this capability is absent, ol present
and set to the'string value "false", cdmi_data_autodelet¢ data

system metadata shall not be used.

cdmi_idata_holds

JSON
String

Whenthe cloud storage system supports the cdmi_hold id data
system metadata as defined in 16.4, the cdmi_data_holfls
capability shall be present and set to the string value "trde". When
this capability is absent, or present and set to the string|value
"false", cdmi_data_holds data system metadata shall nof be used.

When a cloud storage system supports holds for the pufpose of
making data immutable, the system-wide capability of
cdmi_security_immutability specified in Table 101 of 12|1.1 shall
be present and set to "true".

cdmi_fencryption

JSON
Array

When the cloud storage system supports the cdmi_enciyption
data system metadata as defined in 16.4, the cdmi_encfyption
capability shall be present and set to one or more valuep
described in the cdmi_encryption data system metadatalsection in
16.4. When this capability is absent, or present and is ah empty

JSON array, cdmi_encryption data system metadata shall not be
used

When a cloud storage system supports at-rest encryption, the
system-wide capability of cdmi_security_encryption specified in
Table 101 of 12.1.1 shall be present and set to "true".

cdmi_geographic_placement

JSON
String

When the cloud storage system supports the
cdmi_geographic_placement data system metadata as defined in
16.4, the cdmi_geographic_placement capability shall be present
and set to the string value "true". When this capability is absent, or
present and set to the string value "false",
cdmi_geographic_placement data system metadata shall not be
used.
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Table 103 - Capabilities for Data System Metadata (Sheet 3 of 4)

Capability Name Type Definition
cdmi_immediate_redundancy JSON When the cloud storage system supports the
String cdmi_immediate_redundancy data system metadata as defined in

16.4, the cdmi_immediate_redundancy capability shall be present
and set to a positive numeric string representing the maximum
value that the server supports. When this capability is absent, or

present and set to an empty string value ",
cdmi_immediate_redundancy data system metadata shall not be

used.
cdmi_infrastructure_redundancy | JSON When the cloud storage system supports the
String cdmi infrastructure redundancy data system metadata as

defined in 16.4, the cdmi_infrastructure_redundancycapability

shall be present and set to a positive numeric string ‘repfesenting
the maximum value that the server supports. Wher'this|capability
is absent, or present and set to an empty string value ™"
cdmi_infrastructure_redundancy data systemymetadata [shall not

be used.
cdmi_[atency JSON When the cloud storage system supports the cdmi_latefpcy data
String system metadata as defined in.18.4, the cdmi_latency gapability

shall be present and set to the,string value "true". When this
capability is absent, or present and set to the string valye "false",
cdmi_latency data systemsmetadata shall not be used..

cdmi_|RPO JSON When the cloud storage system supports the cdmi_RPQ® data
String system metadata as defined in 16.4, the cdmi_RPO capability
shall be present and set to the string value "true". When this
capability is;absent, or present and set to the string valye "false”,
cdmi_RPQOdata system metadata shall not be used.

cdmi_[RTO JSON Whenthe cloud storage system supports the cdmi_RTQ data
String system metadata as defined in 16.4, the cdmi_RTO capability
shall be present and set to the string value "true". When this
capability is absent, or present and set to the string valye "false",
cdmi_RTO data system metadata shall not be used.

cdmi_fsanitization_method JSON When the cloud storage system supports the
Array cdmi_sanitization_method data system metadata as defined in
16.4, the cdmi_sanitization_method capability shall be gresent
and set to one or more values described in the
cdmi_sanitization_method data system metadata sectiop in 16.4.
When this capability is absent, or present and is an empty JSON
array, cdmi_sanitization_method data system metadatalshall not
be used.

When a cloud storage system supports sanitization, the|system-
wide capability of cdmi_security_sanitization specified iT
Table 101 of 12.1.1 shall be present and set to "true”

cdmi_throughput JSON When the cloud storage system supports the cdmi_throughput
String data system metadata as defined in 16.4, the cdmi_throughput
capability shall be present and set to the string value "true". When
this capability is absent, or present and set to the string value
"false", cdmi_throughput data system metadata shall not be used.
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Table 103 - Capabilities for Data System Metadata (Sheet 4 of 4)

Capability Name Type Definition
cdmi_value_hash JSON When the cloud storage system supports the cdmi_value_hash
Array data system metadata as defined in 16.4, the cdmi_value_hash

capability shall be present and set to one or more values
described in the cdmi_value_hash data system metadata section
in 16.4. When this capability is absent, or present and is an empty
JSON array, cdmi_value_hash data system metadata shall not be
used.

When a cloud storage system supports value hashing, the
system-wide capability of cdmi_security_data_integrity specified
in Table 101 of 12.1.1 shall be present and set to "true"

12.1.4| Data Object Capabilities

Table 104 defines the capabilities for data objects in a cloud storage system.

Table 104 - Capabilities for Data Objects

Capability Name Type Definition

cdmi_fread_value JSON If present and "true", this-capability indicates that the gbject’s
String value may be read.

cdmi_fread_value_range JSON If present and "true"-this capability indicates that the gbject’s
String value may be read with byte ranges.

cdmi_fread_metadata JSON If present.and-"true", this capability indicates that the gbject’s
String metadata may be read.

cdmi_|modify_value JSON If present and "true", this capability indicates that the gbject’s
String value may be modified.

cdmi_jmodify_value_range JSON If present and "true", this capability indicates that the gbject’s
String value may be modified with byte ranges.

cdmi_|modify_metadata JSON If present and "true", this capability indicates that the gbject’s
String metadata may be modified.

cdmi_|modify_deserialize_dataobject | JSON If present and "true", this capability indicates that the dpta object
String permits the deserialization of a serialized data object into the

data object as an update.

cdmi_|[delete_dataobject JSON If present and "true”, this capability indicates that the opject may

String be deleted.

12.1.5| Container Capabilities

Table 105 defines the capabilities for containers in a cloud storage system.

Table 105 - Capabilities for Containers (Sheet 1 of 3)

Capability Name Type Definition

cdmi_list_children JSON | If present and "true”, this capability indicates that the container’s
String children may be listed.

cdmi_list_children_range JSON | If present and "true", this capability indicates that the container’s
String | children may be listed with ranges.

cdmi_read_metadata JSON | If present and "true", this capability indicates that the container’s
String | metadata may be read.
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Table 105 - Capabilities for Containers (Sheet 2 of 3)

Capability Name Type Definition

cdmi_modify_metadata JSON | If present and "true”, this capability indicates that the container’s
String metadata may be modified.

cdmi_modify_deserialize_container | JSON | If present and "true", this capability indicates that the container
String object permits the deserialization of a serialized container object
into the container object as an update.

cdmi_snapshot JSON | If present and "true”, this capability indicates that the container
String allows a new snapshot to be created.

cdmi_serialize_dataobject JSON | If present and "true", this capability indicates that the object may
String beserratizen:

cdmi_|serialize_container JSON | If present and "true", this capability indicates that the‘container
String and all children’s contents may be serialized.

cdmi_fserialize_queue JSON | If present and "true", this capability indicates/that the qugue may
String be serialized.

cdmi_|serialize_domain JSON | If present and "true", this capability(indicates that the doain and
String | all child domains may be serialiZed,

cdmi_l|deserialize_container JSON | If present and "true”, this capability indicates that the coptainer
String | permits the deserializatjon, ef serialized containers and apsociated
serialized children into-the container

cdmi_[deserialize_queue JSON | If present and "trae™; this capability indicates that the coptainer
String permits the deSerialization of serialized queues into the fontainer.

cdmi_|[deserialize_dataobject JSON | If present.and "true", this capability indicates that the coptainer
String | permits-the deserialization of serialized data objects into| the
container.
cdmi_fcreate_dataobject JSON | Af:present and "true", this capability indicates that the container

String . \{“allows a new object to be added.

cdmi_|post_dataobject JSON | If present and "true", this capability indicates that the container
String allows a new object to be added via POST.

cdmi_lpost_queue JSON | If present and "true", this capability indicates that the container
String | allows a new queue to be added via POST.

cdmi_fcreate_container JSON | If present and "true", this capability indicates that the coptainer
String | allows a new container to be created via PUT.

cdmi_fcreate_quetie JSON | If present and "true", this capability indicates that the coptainer
String | allows queues to be created.

cdmi_fcreate_reference JSON | If present and "true", this capability indicates that the coptainer
String allows a new child reference to be created via PUT. r

cdmi_export_container_cifs JSON | If present and "true", the container can be exported as a file
String system via CIFS.

cdmi_export_container_nfs JSON | If present and "true", the container can be exported as a file
String system via NFS.

cdmi_export_container_iscsi JSON | If present and "true", the container can be exported as a file
String system via iSCSI.

cdmi_export_container_occi JSON | If present and "true", the container can be exported as a file
String system via OCCI.

cdmi_export_container_webdav JSON | If present and "true", the container can be exported as a file
String system via WebDAV.
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Table 105 - Capabilities for Containers (Sheet 3 of 3)

Capability Name Type Definition

cdmi_delete_container JSON | If present and "true”, this capability indicates that the container
String may be deleted.

cdmi_move_container JSON | If present and "true”, this capability indicates that a container
String object may be moved into the container.

cdmi_copy_container JSON | If present and "true", this capability indicates that a container
String object may be copied into the container.

cdmi_move_dataobject JSON | If present and "true", this capability indicates that a data object
String | may be moved into the container.

cdmi_|copy_dataobject JSON | If present and "true", this capability indicates that a datafobject
String | may be copied into the container.

12.1.6

Table
be don

Domain Object Capabilities

| 06 defines the capabilities for domains in a cloud storage system. (All capabilities refer tolwhat may

e via CDMI content-type operations.)

Table 106 - Capabilities for Domain Objects

Capability Name Type Definition

cdmi_|create_domain JSON If present and "trug’, this capability indicates that the dgmain
String allows a newsubdomain to be added.

cdmi_|[delete_domain JSON If present.and "true”, this capability indicates that the dojnain may
String be deleted.

cdmi_jdomain_summary JSON If present and "true", this capability indicates that the dgmain
String supports domain summaries.

cdmi_jdomain_members JSON If present and "true", this capability indicates that the dgmain
String supports domain user management.

cdmi_|list_children JSON If present and "true", this capability indicates that the dgmain's
String children may be listed.

cdmi_fread_metadata JSON If present and "true", this capability indicates that the dgmain's
String metadata may be read.

cdmi_|modify_metadata JSON If present and "true", this capability indicates that the dgmain's
String metadata may be modified.

cdmi_jmodify..deserialize_domain JSON If present and "true", this capability indicates that the dgmain
String object permits the deserialization of a serialized domair} object

into the domain object as an update.

cdmi_copy_domain JSON If present and "true”, this capability indicates that the domain may
String be copied (via PUT) to another URI.

cdmi_deserialize_domain JSON If present and "true", this capability indicates that the domain
String permits the deserialization of serialized domains and associated

serialized children into the domain.
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12.1.7 Queue Object Capabilities
Table 107 defines the capabilities for queue objects in a cloud storage system.

Table 107 - Capabilities for Queue Objects

Capability Name Type Definition

cdmi_read_value JSON If present and "true", this capability indicates that the queue's
String value may be read.

cdmi_read_metadata JSON If present and "true", this capability indicates that the queue's
String metadata may be read.

cdmi_modify value JSON If present and "true", this capability indicates that the gueue's
String value may be modified.

cdmi_|modify_metadata JSON If present and "true", this capability indicates that'the queue's
String metadata may be modified.

cdmi_|modify_deserialize_queue | JSON If present and "true", this capability indicates-that the queue
String permits the deserialization of a serializeéd\queue into the|queue as

an update.

cdmi_|delete_queue JSON If present and "true", this capability’indicates that the gueue may
String be deleted.

cdmi_|move_queue JSON If present and "true", this eapability indicates that the gueue may
String be moved to another URI.

cdmi_|copy_queue JSON If present and “true"”, this capability indicates that the queue may
String be copied to arother URI.

cdmi_freference_queue JSON If presentand "true", this capability indicates that the queue may
String be referenced from another queue.

12.1.8| Capability Object Representations

The representations in this clause are shown using JSON notation. Both clients and servers shIII support
UTF-8|JSON representation. The reqtiest and response message body JSON fields may be spécified or
returngd in any order, with the exception that, if present, for capability objects, the childrenrangg and
children fields shall appear last and in that order.

12.2 | Read a Capabilities Object using CDMI Content Type

12.2.1| Synopsis

To readl all.fields from an existing capability object, the following request shall be performed:

GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/

To read one or more requested fields from an existing capability object, one of the following requests shall
be performed:

GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/
?<fieldname>;<fieldname>
GET <root URI>/cdmi_capabilities/<Capability>/<TheCapability>/?children:<range>

Where:

¢ <root URI> is the path to the CDMI cloud.
e <Capability> is zero or more intermediate capabilities containers.
e <TheCapability> is the name specified for the capabilities to be read from.
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<fieldname> is the name of a field.
<range> is a numeric range within the list of children.

The object shall also be accessible at <root URI>/cdmi_objectid/<objectID>/.

12.2.2 Capability

The following capability describes the supported operations that may be performed when reading an
existing capabilities object:

All CDMI implementations shall permit clients to read all fields of all capabilities objects.

12.2.3 RCqUCDt : :Cﬂdcl =]
The HTTP request headers for reading a CDMI capabilities object using CDMI content type.are|shown in
Table 108.
Table 108 - Request Headers - Read a Capabilities Object using CDMI €ontent Type
Header Type Description Requirement
Accept Header "application/cdmi-capability” or a consistent¥alue as per Optional
String clause 5.13.2
X-CDMI- String A comma-separated list of versions'supported by the client, | Mapdatory
Specification- Array e.g., "1.0.2,15,2.0"
Version
12.2.4| Request Message Body
A request message body shall not be provided.
12.2.5| Response Headers
The HTTP response headers for reading-a CDMI capabilities object using CDMI content type arg¢ shown in
Table 109.
Table 109 - Responsé Headers - Read a Capabilities Object using CDMI Content Typ¢
Header Type Description Requirement
X-CDMI- Header The server shall respond with the highest version supported | Mandatory
Specification- String by both the client and the server, e.g., "1.0.2".
Version
If the server does not support any of the versions supported
by the client, the server shall return a 400 Bad Request
status code.
ntent T\llpn Header ":\pplirnfinnlrdmi r\:::"\::hilif\ll" l\/landatory
String
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12.2.6 Response Message Body

The response message body fields for reading a CDMI capabilities object using CDMI content type are

shown in Table 110.

Table 110 - Response Message Body - Read a Capabilities Object using CDMI Content Type

Field Name Type Description Requirement
objectType JSON "application/cdmi-capability" Mandatory
String
objectlD JSON Obiject ID of the object Mandatory
String
opjectName JSON Name of the object Mandatory
String
pprentURI JSON URI for the parent object Mamdatory
String
pprentlD JSON Obiject ID of the parent container object Mamdatory
String
chpabilities JSON The capabilities supported by the correspending object. Mamdatory
Object Capabilities in the "/cdmi_capabilities/"(@©bject are system-
wide capabilities. Capabilities found in-children objects
under "/cdmi_capabilities/" correspond to the capabilities of
a specific subset of objects. Each.capability is expressed as
a JSON string.
childrenrange JSON The child capabilities of.the capability expressed as arange. | Mandatory
String If a range of child capabilities is requested, this field
indicates the children‘returned as a range.
children JSON Names of the children capabilities objects. For the root Mamdatory
Array container capabilities, this includes "domain/", "container/",
"dataobjeet/", and "queue/". Within each of these
capabilities objects, further more specialized capabilities
profiles may be specified by the cloud storage system.

If indiv]dual fields are specified in the GET request, only these fields are returned in the result bpdy.

Optiongl fields that are requested but do not exist are omitted from the result body.

12.2.7| Response Status

Table 111 describgs'the HTTP status codes that occur when reading a capabilities object using| CDMI

conten type.

Table 111 - HTTP Status Codes - Read a Capabilities Object using CDMI Content Typé

HTTP-Status

Description

200 OK

The capabilities object content was returned in the reponse.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

406 Not Acceptable

The server is unable to provide the object in the content type specified in
the Accept header.
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12.2.8 Examples

EXAMPLE 1 GET to the root container capabilities URI to read all fields of the container:

GET /cdmi_capabilities/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.

HTTP/1.1 200 OK

Content-Type: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

{

"objectType" : "application/cdmi-capability",
"objectID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName"™ : "cdmi_capabilities/",
"parentURI"™ - /",
"parentlID” : "00007E7F0010128E42D87EE34F5A6560",
“capabilities” : {
"cdmi_domains'" : "true",
"cdmi_export_nfs"™ : "true",
"cdmi_export_iscsi'" @ "true",
"cdmi_queues" : 'true",
"cdmi_notification™ : "true",
"cdmi_query" : "true",
"cdmi_metadata_maxsize'" : "4096",
"cdmi_metadata maxitems'™ : ""1024"

"childrenrange"™ : "0-3",

“children™ : [
"domain/'",
"'container/",
"dataobject/",
"'queue/"

EXAMHLE 2 GET to the root container capabilities URI to read the capabilities and children of the container:

GE[l /cdmi_capabilities/?capabilities;children HTTP/1.1
Hopt: cloud.example . ‘com

Acfrept: applicatipnZcdmi-capability
X-LDMI-Specification-Version: 1.0.2

The following shews the response.
HTrP/1.1~200 OK

Cohtent-Type: application/cdmi-capability
X-CDMI=Specification-Version: 1.0.2

“capabilities” : {
"cdmi_domains' : "true",
"cdmi_export_nfs'" : "true",
"cdmi_export_iscsi™ : 'true",
"cdmi_queues' : '"true",
"cdmi_notification" : "true",
“cdmi_query' : "true",
"cdmi_metadata_maxsize" : "4096",
"cdmi_metadata_maxitems" : ''1024"

“children” : [
""domain/"",

""container/",
"dataobject/",
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"queue/"

}

EXAMPLE 3 GET to the root container capabilities URI to read the first two children of the container:

GET /cdmi_capabilities/?childrenrange;children:z0-1 HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-capability
X-CDMI-Specification-Version: 1.0.2

The following shows the response.
HTTP/1.1 200 OK

Coptent-Type: application/cdmi-capability
X-LDMI-Specification-Version: 1.0.2

{
"childrenrange" : "0-1",
"children™ : [
""domain/"",
"‘container/"
1
b
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13 Exported Protocols

13.1 Overview

CDMI™ containers are accessible not only via CDMI as a data path, but also via other protocols as well.
This access is especially useful for using CDMI as the storage interface for a cloud computing
environment, as Figure 8 shows.
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Data Storage Resources

Figure 8 - CDMI and OCCI in an Integrated Cloud Computing Environment

The exported protocols from CDMI containers may be used by the virtual machines in the cloud computing
environment as virtual disks on each guest as shown. The cloud computing infrastructure management is
shown as implementing both an Open Cloud Computer Interface (OCCI) and CDMI interfaces. With the
internal knowledge of the network and the virtual machine manager's mapping of drives, this infrastructure
may associate the CDMI containers to the guests using the appropriate exported protocol.
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To support exported protocols and improve their interoperability with CDMI, CDMI provides a type of
exported protocol that contains information obtained via the OCCI interface. In addition, OCCI provides a
type of storage that corresponds to a CDMI container that is exported with a specific type of protocol used
by OCCI. A client of both interfaces performs operations that align the architectures, including the
following:

e The client creates a CDMI container through the CDMI interface and exports it as an OCCI export
protocol type. The CDMI container objectlD is returned as a result.

* The client creates a virtual machine through the OCCI interface and attaches a storage volume of
type CDMI using the objectID and protocol type. The OCCI virtual machine ID is returned as a
result.

e The client updates the export protocol structure of the CDMI container object with the OCCI virtual
machine ID to allow the virtual machine access to the container

¢ | The client starts the virtual machine through the OCCI interface.

13.2 | Exported Protocol Structure

The eXport of a container, via data path protocols other than CDMI, is accomplished by creating or
updating a container and supplying one or more export protocol structures,,one for each such pfotocol. In
this international standard, all such protocols are referred to as foreign pretocols. The implementation of
foreign protocols shall be indicated by "true" values for system-wide capabilities in 12.1.1 that shall always
begin With "cdmi_export_".

The elg¢ments of the export protocol structure include

¢ | the protocol being used;
« | the identity of the container as standardized by thie protocol;
¢ | the internet domain of the protocol name seryer for the clients being served;

¢ | the list of who may mount that containerwia'that protocol, identified as standardized by fhat
protocol or optionally by leveraging theshame mapping protocol (see 13.2.1) and specifying CDMI
user or groupnames;

¢ | required export parameters for.the protocol;
« | optional export parameters for-the protocol; and
| export control parameters.

This infernational standard.defines JSON export structures for several well-known foreign protogols. All

depend on the following dser and groupname mapping feature in the case that multi-protocol acgess to the
container is desired. However, name mapping is not required if CDMI is used only to provision gontainers
to be Ysed exclusively by foreign protocols.

Implenpentations that support authenticated and authorized access to CDMI objects via both COMI and
foreign protecols need a way to support the setting of security on a per-object basis. The numerous
metho@ls<f doing this include:

« Defining or adopting a security scheme and mapping all requests into that scheme. CDMI
implementations that adopt this scheme shall use a name mapping technique to accomplish it, as
(a) this mapping is easier for administrators to manage than straight id-to-id mapping, and (b) it is
desired that interoperable CDMI implementations behave similarly in this respect. This means that
the name of the principal in an incoming request is mapped to the name of a principal in the
security domain, and that principal’s id is acquired and used in the authorization procedure.

¢ Allowing each protocol to set its own security, which implies that an object might be accessible to a
given user via one protocol but not another.

¢ Using the security scheme of the last protocol that was used to set permissions on the object. This
method also requires mapping the principal in the incoming request to a principal in the security
domain of the object. As in the first case, the server shall use a name mapping procedure to obtain
the id that is used to authorize the user against the desired object's ACL.
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CDMI does not mandate which method shall be used. It does, however, specify how users and groups
shall be mapped between protocols.

13.2.1 Mapping Names from CDMI to Another Protocol

Clients wishing to restrict exports via foreign protocols to mounting only by certain users and groups may
be required to provide user and groupname mapping information to the server. This mapping information is
also required if access to the container is desired by multiple protocols, e.g., both CDMI and NFS. The
mapping is done as follows.

1 When a network share on a CDMI container is created, the server should use the appropriate
mechanism, e.g., Powershell WmiClass.Create( ) on the Windows platform or /etc/exports on Unix,
to limit permitted mounts of the share from other servers, as specified in the "hosts" line of the
IlCA'JUI“LQ“ |JIU|JCIt‘y ThC le It(}ll\ Uf thC hUQtO :II < fU::U\I\IO thC oyl It(}ll\ Uf IlCt\JIICI\'JUItD ;II thC _|nUX
operating system, as encoded in a JSON string. If the CDMI server is unable to limit mdunts as
specified by the hosts line, an error shall result, but the success or failure of the operation depends
on the implementation.

2 | When any request requiring the use of a CDMI principal name comes in via,alforeign protocol, the
foreign domain controller to which the foreign server belongs shall be queried-for the pringipal name
corresponding to the user id given in the request. Failure to procure the principal name shall cause
the original request to fail.

3 | The usermap list for that protocol shall be searched, in order, for.@an“entry matching the psername
gotten from the foreign domain controller (see 13.2.3 for details en'the search). If no match is found,
the request shall be denied. The search results may be kept.in/the same cache entry ag the

information from the preceding step

4 | The CDMI principal name gotten from the first matching usermap entry during this sear¢h is then
used to authorize the user request via the security'mechanism of the protocol whose sdcurity
governs access to the object.

13.2.1]1 Capabilities

The following capabilities describe the supportéd operations that can be performed on an existing
container:

* | The system-wide capability to eéxport via a given protocol is indicated by the
cdmi_<protocol>_export capability in the system-level metadata (e.g., "cdmi_nfs_export", when
set to "true", indicates tlie ;ability of the system to export containers via NFS). If false or hot set,
attempts to export containers via the given protocol shall fail.

« | Support for the ability to export an existing container object via a given foreign protocol ig indicated
by the cdmi_<pratocol>_export capability in the specified container. The default shall bg "true" if
this capability.is unset.

13.2.1}2 Damains

erpet domain name corresponding to each export shall be given as a JSON-formatted stfing in the
: o iy . . be

domaln hild alamant of the nrotacal exna ne on elaman not nrasan h

assumed that the domain is the same as that of the server hosting the CDMI implementation.
13.2.1.3 Caching

The lookup to a foreign domain controller can be quite expensive, especially for stateless protocols such
as NFS v3, in which it can be theoretically required for nearly every operation. It shall be permissible to
cache the results of this lookup. The recommended lifetime of a username cache entry is 30 minutes.
Implementations should use this value or less when possible. Servers shall flush this cache whenever a
change is made to the exports metadata concerning the protocol being cached. A client may request that
the cache be flushed by reading in the usermap data for one or more protocols and writing them back
without change. Servers shall flush their username mapping caches, as part of the rewrite operation, for
any protocol for which the usermap information has been changed or reset.
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For authorization by group to operate via a foreign protocol, a similar mapping exercise must be
performed. Multiple lookups to the foreign domain controller may be required to get all the groupnames for
a given user (e.g., it is common for an NFS user to be a member of a half-dozen groups). A groupname
cache may be used to mitigate the cost of these lookups. The recommended lifetime of a groupname
cache entry is one-half day. Implementations should use this value or less when possible. Clients may
force a flush of the cache by reading in and resetting the group map information. Servers shall immediately
flush their groupname mapping cache, as part of the rewrite operation, for any protocol for which the group
map information has been changed or reset.

13.2.1.4 Groups

Groupname mapping for each foreign protocol shall be specified in a groupname field of the foreign
protoc ] export Qpprifiratinn Its syntax is identical to the syntax for the username field

Note: | The mapping information is only required on the container being exported.
13.2.1]5 Synopsis
PUr /MyContainer HTTP/1.1
Hopt: cloud.example.com
Actept: application/cdmi-container
Coptent-Type: application/cdmi-container
X-LDMI-Specification-Version: 1.0
{
"exports" : {
"nfs" : {
"hosts™ : { "*.mycollege.edu", "dérf.cs.myuni.edu" %},
"domain" : "lab.mycollege.edu",
"usermap" : {
{ <cdminame>, <map>, <nfShame> },
{ "Jjimsmith", "<-->", ‘Fims" },
{ [ordered list of CbMIname/operator/NFSname triples] },
R
¥
"groupmap" : {
{ "admins"™, <", "wheel" },
{ "everyone'', V<", AT L
3
}
"cifs" : {
"hosts' ¢ "*",
"domagn®*: "lab.mycollege.edu”,
"usermap" : {
£ "Jimsmith", "<-->", "james.smith" }
{ [ordered list of CDMIname/operator/NFSname triples] },
L, e, R 3
by
"groupmap™ : {
{ "admins", "<-", "Administrators" },
{ "everyone", ''<-", "*" }
s
¥
}
}

The following shows the response.

HTTP/1.1 200 OK
Content-Type: application/cdmi-container
X-CDMI-Specification-Version: 1.0

{
"objectURI"™ : "/Containers/MyContainer/",
"objectlID" : "00007E7F00100C435125A61B4C289455",
"objectName"™ : "MyContainer/",
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"parentURI" : "/Containers/",

"parentlID” : "00007E7FO0010D538DEEE8S8E38399E2815",
"domainURI"™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/container/",
"completionStatus™ : "complete”,

"metadata” : { ... },

"exports" : { <exports as listed in request> }

13.2.2 Administrative Users

By default, the following users shall be considered "root", or administrative users, and equivalent to each
other:

° (0] 0] (UﬂinI\II—DILU/—\I—’),
¢ | Administrator (Windows/AD/CIFS), and
¢ | the domain owner (CDMI).

Serverg shall automatically map these users to the root user of the target protocol unless otherWise

instructed by the usermaps.

As an automatic mapping does not meet strict security standards, servers shall override these Quilt-in
entrieq with any usermap entries that apply to one or more root users.

EXAMPLE In the following example, root gets mapped to nolody, and everyone else is mgpped to a
user of the same name in the NFS domain as théy have in the CDMI domain.

PUr /MyContainer HTTP/1.1

Hopt: cloud.example.com

Actept: application/vnd.org.snia.cdmi.container+json
Coptent-Type: application/vnd.org.snia.cdmi.container+json
X-LDMI-Specification-Version: 1.0

{
"exports" : {
"nfs" : {
“usermap™ : {
{ "nobody" N+<-", "root" },
L e, mRaes, e
}
¥
}
}

Permigsions Mapping

The pgrmissionssets of file-serving protocols, unfortunately, do not map on a one-to-one basis fo each
other. NFSV4ACLs, Windows ACLs, POSIX ACLs, NFSv3 perms and object-based capabilities|all are
capable of.representing security conditions that the others are not, except NFSv3, which is the least
expressive. The primary area of concern IS In representing the possibly rich set of permissions in a CDMI
ACL in a more restricted perms-based system, such as NFSv3, for display to users.

As there are a number of possible ways to coordinate the permissions/ACLs and CDMI ACLs, this
international standard does not mandate a particular method. However, all mappings of user and
groupnames between domains shall use the name mapping mechanism specified in 13.2.3.

13.2.3 User and Groupname Mapping Syntax and Evaluation Rules
A BNF-style grammar for name mapping is as follows:

name_mapping_list = protocol protocol mapping_list
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protocol = "cdmi" | "nfs" | "cifs" | "Idap"

mapping_list = name mapping_operator name

name = pattern | utf8_name | quoted_utf8 name

quoted_utf8 name =" utf8_name "

utf8_name = <any legal utf8 character sequence not including the characters "'\ ,/,:,*,?>

pattern = <utf8 name> * | *

mapplng_operator ="<2" | eS| >

To restate this in English, a mapping entry consists of two hames separated by a directional Ind
most gnvironments use the same usernames and groupnames across administrative domains;

comm
and vig
complg

CDMI
symbo
charag

Evalugtion of the name mapping list shall proceed in order; once a match is made, evaluation s

and th

If evall
that s€
the de
"EVER
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contair
Synop
To rea

GE
To rea

GE

n mapping is " * <-->* " which maps any name to the same name in the foreign pretoco,
e versa. It is highly recommended that this be both the default map and the last-entry on
X maps.

ter.
p result of the match shall be returned.

Fvers either deny access altogether or map the userin question to the equivalent of "anony
Stination protocol. It is also recommended that anentry be devoted to the special user
YONE@".

Discovering and Mounting Containers via Foreign Protocols
need a way to discover exported(containers that may be available for mounting. Discove
ers is done via a GET operatign to the "exports" member of a container.

Sis:

| all exports for an(existing container object, the following request shall be performed:
I <root URL>/<ContainerName>/<TheContainerName>/?exports

| selected exports for an existing container object, the following request shall be performg

I <roat URI>/<ContainerName>/<TheContainerName>/
2exports:protocol=<protocol>,user=<user>,verbose="false"

cator. As
he most
domain,
all more

Epecifies pattern matching on names in the namemap, but only "prefix matching” is requited. The
" * " at the end of a character string shall match zero or more occurrences of any non-whitespace

nall cease

ation falls off the end of the match list, the result is system dependent. However, it is recommended

mous" on

ring

Joh

Where

170

<root URI> is the path to the CDMI cloud.
<ContainerName> is zero or more intermediate containers.

<TheContainerName> is the name specified for the topmost container for which exports are

available.
<protocol> is the name of a protocol to which query results should be restricted. This pal

rameter is

optional; if it is omitted, or a value of "all" is given, information about all protocols shall be returned,

subject to additional filtering.

<user> is the login name of a CDMI user who wishes to mount the share. This parameter is

optional and defaults to the owner of the container. When non-empty, servers shall filter

the
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returned export list to include only exports which may be mounted given the restrictions in the
protocol export structures.

<verbose> is an optional parameter indicating a desire for maximum information about the
exports. When present, it shall have the values "true" or "false". The default is "false". When true,
the server should return additional information about the container, as contained in its "exports"
member. The amount of said information that is returned is implementation dependent, as server
implementors need to be able to balance the needs of their clients against various security
considerations.

NFS Exported Protocol

ion will use
e export Normally this mformatlon is contamed in the /etc/exports file on a server or the gquivalent.
strators should be aware that lines may be automatically added to that file for each €DMI container
exported.

pd members of the protocol structure for NFS are

"protocol”. The protocol being requested. This shall be "NFSv3", "NFSv4*, "NFSv4.1", dr any
subsequent NFS version enshrined in a major IETF RFC. Version 2,6£NFS is not supp¢rted by
CDMILI.

"exportpath”. The pathname to which the export should be surfaeed. This shall be a UTH8 string of
the form [<server>]./<path>, where the <server> component\s optional, (e.g., "eeservel:/lessons/
numberl"). The <server> component of the path must be obtained from an administratdr of the

service running the CDMI implementation.

"exportdomain”. The internet domain of the protocel name server for the clients being se¢rved. This
is normally the name of the LDAP domain for the\erganization, e.g., "iti.edu”. A value of |." shall be
interpreted to be the DNS name of the domain.occupied by the CDMI server.

"mode". This shall be either "ro", "rw", "reet* or "rpc_gsssec". This mode becomes the default
export mode. Hosts requiring different @ccess shall be specified in the optional "rw_mode",
"ro_mode", and "root_mode" structufe> members. However, the "rpc_gsssec” mode ovefrides all

other modes, and all other mode_ members and their contents shall be ignored if it is spécified.

"control". Export control for the container. This shall be either "immediate”, "off", "on", ol <n> (a
number). Servers may set the value to "on" but clients shall not. A numeric value (<n>) |ndicates
that the export should be shut down in <n> seconds, possibly after a message has been sent to
clients mounting the.export. If a client specifies a value for <n> but the server does not support
delayed shutdowniefiexports, then <n> shall be interpreted to mean "off".

pal export parameters for NFS are

"domain_servers". A list of server names or IP addresses that function as name serverg for the
domainrgiven in "domain". If given, this list shall override the names obtainable by the CIDMI server
via(other programmatic means.

‘mount_name". The name by which the client should surface the export. This replaces 1he last

name In the path siring, (e.g., mouniing "eeserver:/lessons/numberl™ with a mouniname of "1"
over the directory /somepath/lessons/num1 should result in a /somepath/lessons/1 directory on
the client).

"hosts". A list of hosts that can access the container in the mode given in "mode". The default shall
be "*"; other values restrict the possibilities.

"root_hosts". A list of hosts that can access the container in superuser mode. The default shall be
an empty list.

"rw_hosts". A list of hosts that can access the container in r/'w mode. The default shall be an empty
list.

"ro_hosts". A list of hosts that can access the container in r/o mode only. The default shall be an
empty list.
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* "mount_type". One of the two strings "hard" or "soft". Clients hang when a server serving a hard
mount becomes unresponsive. Clients with soft mounts generate error messages. The default is
implementation dependent.

e "recurse". This shall be either "true" or "false". The default shall be "true". When true, "recurse"
indicates that mounts within the CDMI directory structure (presumably put there by other NFS
operations) shall be followed and the mounted directory exposed as though it were part of the
CDMI container actually being exported. This parameter is equivalent to the Linux "crossmnt"
parameter.

Other export parameters for NFS are not specified by the CDMI protocol but may be included in the export
structure. These include Linuxisms, such as "sync", "no_wdelay", "insecure_locks", and "no_acl", as well
as any other parameters used by a given server operating system. In all such cases, the parameter shall
be specified as a JSON tuple in which "true" and "false" are explicitly called out for binary flags, and a

JSON-formatted string or list is used for other parameters.

EXAMHLE
{ |'exports”
{ "nfs”
{

:{'-'r-lo_wdelay", "true" },
{"refer", "otherserver://path/leaf"},

S
Y

Export Control
Export|control is accomplished with the use of a single ' member, named "control":

¢ | The value "immediate" shall indicate ta the server that the export shall be made succespfully
before the PUT operation returns. Seryers shall reset the value to "on" and place that irf the reply.

* | The value "off" shall indicate to the server that the export, if new, shall not be enabled, and if
existing, shall be shut down and-all client connections forcibly broken.

« | A numeric value <n> shaltindicate that the server shall wait <n> seconds before forcibly shutting
down the export and breaking client connections. Whether the server sends a warning njessage to
clients, giving them a chance to exit from the connection gracefully, is recommended byt
implementation dependent. Once the export has been shut down, the server shall also dhange the
value of "control~to "off" in the export structure.

Servers shall supportwildcard matching on the " * " and " ? " characters in the hosts lists (this i standard
practicg), so that¥*.cs.uscs.edu" matches all servers in the cs.ucsc.edu department.

Servers mdy support netgroup names in the various hosts lists. These, when supported, shall r¢solve to
ordinafy.lists of hostnames via queries to the domain nameserver.

Servers may also support IP address ranges in the various lists of hosts. These shall be IP addresses
augmented by the same wildcard matching as is used for ordinary host names (e.g., "192.168.1.*" exports
to all the machines on a default home NetGear network). Client-side developers should note that
"exporting to" only means making a container available for export. The client must still mount the exported
container before there is a connection with the server.

Users wishing to use optional and vendor-specific settings are responsible for determining from the CDMI
product vendor what settings are legal and their format. Servers shall return 400 (Bad Request) when an
export setting does not conform to an allowable setting on the server.
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13.5 CIFS Exported Protocol

To export a container via CIFS, the information required is exactly what the server implementation will use
to do the export. Where this information is contained on a server is implementation dependent. The server
may add or delete lines automatically to and from that file for each CDMI container that is exported or
unexported.

Required members of the protocol structure for CIFS are

e "share_name". The name by which the share shall be discoverable via CIFS.

e "exportdomain". The domain of the protocol name server for the clients being served. This is
normally the name of the Active Directory LDAP domain for the organization, e.g. "iti.edu”. A value
of "." shall be interpreted to be the domain occupied by the CDMI server.

¢ | "mode". This shall be either "ro" or "rw".

« | "control". Export control for the container. This shall be either "immediate"”, "off", or<n> [a
number). Servers may set the value to "on", but clients shall not. The semantics'and nofmative

requirements are exactly the same as for NFS, as documented in the paragraph “Expoit Control"
in the subclause on NFS Exports (see 13.4).

There |s no "protocol” specification; CDMI assumes that normal SMB protocol negotiation will take place.

Optiongl export parameters are "comment,” which is often used as a user-friendly share name gn the
client.

Other export parameters for CIFS are not specified by the CDMI protocol, but may be included in the

export|structure. These include vendor settings such as “forcegroup”, "umask”, “caching", and "pplocks",
as well as any other parameters used by a given server opetating system. In all such cases, the
parameter shall be specified as a JSON tuple in which "true" and "false" are explicitly called out|for binary

flags, @and a JSON-formatted string or list is used for other parameters.

EXAMHLE

{ |'exports”
{ "cifs"”
{

{'-'c-:aching", { "manual', "document', "program" },
{"oplocks", "true'"},

T»
4

Users wishing to manipulate vendor-specific settings are responsible for determining from the JDMI
produdt vendorwhat settings are legal and their format. Servers shall return 400 (Bad Request)|when an
export|setting-does not conform to an allowable setting on the server.

For mgre\detail on the use of the OCCI export protocol structure attributes, see 13.1 "Overview'} Because
the actuatrmetworking-and-accesscontrotistnder-thecontrotofahiddencommon-infrastractare

implementing both OCCI and CDMI, the normal permission structure shall not be provided.

13.6 OCCI Exported Protocol

CDMI defines an export protocol structure for the OGF standard: Open Cloud Computing Interface (OCCI)
as follows:

e Protocol is "OCCl/<protocol standard>" (e.g., OCCI/NFSv4).
e The identifier is the CDMI objectID.

A JSON array of URIs to OCCI compute resources shall have access (permissions) to the
exported container.
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EXAMPLE An example of an OCCI export protocol structure in JSON is as follows:

"OCCl/iscsI™: {
"identifier": "00007E7FO00104BE66AB53A9572F9F51E",
“permissions': [
"http://example.com/compute/0/",
"http://example.com/compute/1/"

}

For more detail on using the OCCI export protocol structure attributes, see 13.1 "Overview". Because the
actual networking and access control is under the control of a hidden, common infrastructure that
implements both OCCI and CDMI, the normal permission structure shall not be provided.

13.7 | iISCSI Export Modifications

CDMI glefines the export of a container using the iSCSI protocol (see RFC 3720). Each containgr is
exported as a single SCSI Logical Unit at a Logical Unit Number (LUN). One or more,iSCSI initiptors
import|the LUN through an iSCSI target node and port using one or more iSCSI netwaork portals| (IP
addredses).

The eXport is described by the presence of an export field structure on thecontainer that specifies the

¢ | export protocol ("Network/iSCSI");
e | iISCSI target information (IP addresses or fully qualified domain names, target identifier,fand LUN);
« | logical unit world-wide name; and
e | iISCSl initiators having access.

The tafget identifier may be in ign, naa, or eui format and:shall have the target portal group tag pppended
in hexadecimal.

13.7.1| Read Container
All of the information in the export structure-is returned:

"eKkports" :
{
“"Network/iSCSI": {
"portals": [
"192.16811.101",
"192.168.1.102"

1

arget.identifier'”: "ign.2010-

01.com.cPoudprovider:acmeroot.containerl,t,0x0001",
"@#ogical_unit_number"”: 3",
fogical_unit_name': "0x60012340000000000000000000000001"",
“permissions': [

"ign.2010-01.com.acme:hostl",

"iqn 2010-01 . com.acme-haost2"

13.7.2 Create and Update Containers

The following code creates a container with iISCSI export or updates an existing container with new iSCSI
export. Support for either of these operations is indicated by the cdmi_export_iscsi capability on the parent
container of the created container or of the existing container, respectively.

"'exports" :

{
"Network/iSCSI": {
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"permissions: [
""ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"

For these export creation operations, the CDMI implementation selects the IP portals, iSCSI target, logical
unit number and logical unit name; these are not supplied. Only the list of initiator identifiers that are to
have access to the container are specified.

13.7.3

Modify an Export

The following code modifies an export on an existing container. Support for this operation is indicated by

the cdi_export_iscsi on the parent container of the existing container. For this operation, only
list of ipitiator identifiers that are to have access to the container are specified.

"ekports" :

{

13.8

CDMI

EXAMH

"N

}

In this
mapps

WebD
as are

LE The following example shows a WebDAV export protocol structure in JSON:
etwork/WebDAV' :

“identifier”: "/users”,

"permissions'/\“domain"'

"Network/iSCSI": {
“permissions’: [
"ign.2010-01.com.acme:host2"
1

WebDAYV Exported Protocol

efines an export protocol structure for the WebDAVW standard as follows (see RFC 4918]:

Protocol is "Network/WebDAV".
The path of the WebDAV mount point as.iS‘presented to clients (including server host n

he current

hme).

The list of who may access the share is:determined by the standard CDMI ACLs for each resource

as exported via WebDAV.

pxample, thewalue "domain” in the permissions field indicates that user credentials shou
d through-the domain membership in the domain of the CDMI container being exported.

d be

\V sOpports locking, but it is up to implementations to support any locking of access throyigh CDMI

sult, . and the interaction between the two protocols is purposely not described in this inte

national

<l

stand

u.
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14 Snapshots

A snapshot is a point-in-time copy (image) of a container and all of its contents, including subcontainers
and all data objects and queue objects. The client names a snapshot of a container at the time the
shapshot is requested. A snapshot operation creates a new container to contain the point-in-time image.
The first processing of a snapshot operation also adds a cdmi_snapshots child container to the Source
Container. Each new snapshot container is added as a child of the cdmi_snapshots container. The
snapshot does not include the cdmi_snapshots child container or its contents (see Figure 9).

] https://example.com/
Source Container| ¢4 rce/

/

PUT

PU

A shap
field sp

A snaf
use of

previolis point in time using a CDMI copy operation.

https://example.com/source/

Container(Update) A cdmi_snapshots/

T(Container Update
https://example/com/source/cdmi_snap

Snap_Shet A/
https:lfexample.com/source/cdmi_J
Snap”Shot_B/

Snap_Shot B

Figure 9 - Snapshot Containéer Structure

shot operation is requested using the container update operation (see 9.5), in which the
ecifies the requested name of the snapshot:

shot may be accessed in the same way that any other CDMI™ object is accessed. An in
A snapshot is to allow the contents of the Source Container to be restored to their values

Khots/

napshots/

snapshot

portant
ata
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15 Serialization/Deserialization

15.1 Overview

Occasionally, bulk data movement is needed between, into, or out of clouds. Cloud serialization operations
provide a means to normalize data to a canonical, self-describing format, which includes:

e data migration between clouds,
e data migration during upgrades (or replacements) of cloud implementations, and
¢ robust backup.

The canhonicalformatof serialized-data-describes how the data-is-to be. rnrr_\rnenn'rnrl ina h\J/fn stteam. As

long a$ this byte stream is not altered during the transfer from source to destination, the data’mpy be
reconstituted on the destination system.

15.2 | Exporting Serialized Data

A cangnical encoding of the data is obtained by creating a new data object anhd specifying that the source
for the|creation is to serialize a given CDMI™ data object, container, or queue. On a successful
serialiation, the result shall be a data object that is created with the sefialized data as its value| If a

contaifer has an exported block protocol, the serialized data may conhtain the block-by-block coptents of
that cantainer along with its metadata.

The repulting data object that is produced is the canonical reptesentation of the selected data opject,
contaifper and children, or queue.

« | If the source specified is a data object, the canonical format shall contain all data object|fields,
including the value, valuetransferencoding, @nd metadata fields.
« | If the source being specified is a queue, the canonical format shall contain all queue fields,
including the value and valuetransferencoding fields of enqueued items, along with the metadata
of the queue itself.
« | If the source being specified is*@-container, the canonical format shall contain all container fields,
recursively, including all children of the container. If a user attempts to serialize a contaiper that
includes children that the user, who is performing the serialization operation, does not hlave
permission to read, these“objects shall not be included in the resulting serialized object.

When performing a serialization operation, objects shall only be included if the principal initiating the
serialigation has sufficient permissions to read those objects.

15.3 | Importing Serialized Data

Canonjcal.data may be deserialized back into the cloud by creating a new data object, containel object, or

queue lobject and by specifying that the source for the creation is to deserialize a given CDMI data object

or by specifying the serialized data in base 64 encoding in the deserializevalue field.

The destination may or may not exist previously. If not, a create operation is performed. If a container
already exists, an update operation with serialized children shall update the container and all children. If
the serialized container object does not contain children, only the container object is updated. Data objects
are recreated as specified in the canonical format, including all metadata and the data object ID.

e If the user who is deserializing a serialized data object has the "cross_domain” privilege and has
not specified a domainURI as part of the deserialize operation, the original domainURIs from the
serialized object shall be used. If any of the specified domainURIs are not valid in the context of
the storage system on which the deserialization operation is being performed, the entire
deserialize operation shall fail.
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If the user who is deserializing a serialized object specifies a domainURI as part of the deserialize
operation, the domainURI of every object being deserialized shall be set to the specified
domainURI. To specify a domainURI other than the domainURI of the parent, the user shall have
the cross_domain privilege. If the user does not have the cross_domain privilege and specifies a
domainURI other than the domainURI of the parent, a 400 Bad Request response shall be
returned.

If the user who is deserializing a serialized object does not specify a domainURI and does not
have the "cross_domain" privilege, then the deserialization operation shall only be successful if all
objects have the same domainURI as the parent object on which the deserialization operation is
being performed.

Deserialization operations shall restore all metadata from the specified source. If the original provider of
the serialized data-supported vendor extensions is through custom metadata keys and values, then these

custon
values

ized requirements shall be restored when deserialized. However, the custom metadata Keys and
may be treated as user metadata (preserved, but not interpreted) by the destination proVider.

Preserpation allows custom data requirements to move between clouds without losing this information.

1531

Canonical Format

The cdnonical format shall represent specified data objects and containers, as they exist within t:l\ae storage

systen

. Each object shall be represented by the metadata for the object, idléntifiers, and the data stream

contenits of the data object. Because metadata is inherited from enclosifig\containers, all parentmetadata
shall bp represented in the canonical format (essentially flattening the-hierarchy). To preserve the actual
metadata values that apply to the data object that is being serialized, the non-overridden metadpta is

includg
higher

The c3

15.3.2

EXAMH

d from both the immediate parent container of the specified’object and from the parent of each
level container.

nonical format shall have the following characteristics:

recursive JSON for the data object, consistent with the rest of CDMI,
user and data system metadata for each data object/container;

data stream contents for each data. gbject and queue;

binary data represented using escaped JSON strings; and

typing of data values consistent'with CDMI JSON representations.

Example JSON Canonical Serialized Format

LE In this example, a data object and a queue in a container have been selected for serializjation:

"objectlype': "application/cdmi-container",
"objectlID": "00007E7F00102E230ED82694DAA975D2"",
"objectName': "MyContainer/",

parentURI"™: /",

YparentlD': "00007E7F0010128E42D87EE34F5A6560",

"C:UIIIG.;IIUP\=". 'lllbdlll;_dullla;lIDIer‘:yDUIIICllIIII'.,
"capabilitiesURI": "/cdmi_capabilities/container/",
"completionStatus™: "Complete,

"metadata': {},

"exports" : {

178

"OCCI/iSCSI™: {

“identifier”: "00007E7FO00104BE66AB53A9572F9F51E",

"permissions”: [
"http://example.com/compute/0/"",
"http://example.com/compute/1/"

}, "Network/NFSv4™ : {

"identifier" : '"/users",
"permissions' : '"domain"
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“childrenrange™ : "0-1",
“children"™ : [
{
“objectType'™ : "application/cdmi-object”,
"objectID" : "0000706D0010B84FAD185C425D8B537E",
"objectName" : "MyDataObject.txt",
"parentURI™ : "/MyContainer/",
“parentID™ : "00007E7FO00102E230ED82694DAA975D2",
"domainURI™ : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi_capabilities/dataobject/",
"completionStatus'" : "Complete",
"mimetype" : "text/plain”,
"metadata” : {
-
J
"valuerange" : "0-36",
"valuetransferencoding': "utf-8",
"value"™ : "This is the Value of this Data Object"
}
{
"objectType" : "application/cdmi-queue’,
"objectID" : "00007E7FO00104BE66AB53A9572F9F51E",
"objectName" : "MyQueue',
“parentURI™ : "/MyContainer/",
“parentlID™ : "00007E7F00102E230ED82694DAA975D2™,
"domainURI"™ : "/cdmi_domains/MyDomain/"",
“"capabilitiesURI" : "/cdmi_capabilities/queue/",
"completionStatus" : "Complete",
"metadata" : {
3,
""queueValues'" : "0-1",
“"mimetype": [
"text/plain”,
"text/plain”
1.
"valuetransferencoding*: [
"utf-8",
“utf-8"
1."valuerange" >
"0-2",
"0-3"
1.
"value-:+ [
“red",
"blue"
1
}
1
}
To allowefficient deserialization in stream mode when serializing containers to JSON, the childien array
shouldh&&r&h&ﬁem%ﬁk&emm&eal—s&raﬁed%@%ﬁerma{—’l' } } et -
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16

16.1

Metadata

Access Control

Access control comprises the mechanisms by which various types of access to objects and containers are
authorized and permitted or denied. CDMI™ uses the well-known mechanism of an Access Control List
(ACL) as defined in the NFSv4 standard (see RFC 3530). ACLs are lists of permissions-granting or

permis

16.1.1

An AC
ACE g
by ider

sions-denying entries called access control entries (ACES).

ACL and ACE Structure

rants some form of access to a principal. Principals are either users or groups and are re
tifiers. A DENY ACE denies access of some kind to a principal. For instance, a DENY A

ALLOW
bresented
CE may

deny the ability to write the metadata or ACL of an object but may remain silent on other forms ¢f access.

In that
object'

ACEs
and ag

comma-delimited list of bit mask string form values taken from Table 1{2y‘Table 114, and Table]

16.1.2

Table

case, if another ACE ALLOWS write access to the object, the principal is allowed to write
5 data, but nothing else.

hre composed of four fields: type, who, flags, and access_mask, as pér RFC 3530. The t
cess_mask shall be specified as either unsigned integers in hex string representation or

ACE Types
| 12 defines the following ACE types, following NFSy4:

Table 112 - ACE Types

the

pe, flags,
BS a
115.

Strind Form Description Constant Bit|Mask
"ALLOQW" Allow access rights for a principal CDMI_ACE_ACCESS_ALLOW Ox(l)OOOOOOO
"DENY" Deny access rights for a principal CDMI_ACE_ACCESS_DENY 0x(#0000001
"AUDIT" Generate an audit record when the CDMI_ACE_SYSTEM_AUDIT 0x(£0000002
principal attempts_to\exercise the specified
access rights
Note: | The reason that the string forms may be safely abbreviated is that they are local to the ACE

The cli
shall s

structure type, as opposed to constants, which are relatively global in scope.

ore and-evaluate the ACEs in the order given by the client.

16.1.3

ent is responsible for ordering the ACEs in an ACL. The server shall not enforce any ordering and

LACE-Whe

The special "who" identifiers need to be understood universally, rather than in the context of a particular
external security domain (see Table 113). Some of these identifiers may not be understood when a CDMI
client accesses the server, but they may have meaning when a local process accesses the file. The ability
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