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The am task of IEC technical commlttees is to prepare Internatlonal Standar(

speC|f|cat|on when

INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects
testing for avionics systems

FOREWORD

Thqg International Electrotechnical Commission (IEC) is a worldwide organization f
all [national electrotechnical committees (IEC National Commlttees) The gt
intgrnational co-operation on all questions concerning standardization in the e
this] end and in addition to other activities, IEC publishes International
Tedhnical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides
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withh the International Organization for Standardization (ISO)AT
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the required support cannot be obtained for the publication of an International Standard,

despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there
future but no immediate possibility of an agreement on an International Standard.

is the

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62396-2, which is a technical specification, has been prepared by IEC tec
committee 107: Process management for avionics.

hnical
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This standard cancels and replaces IEC/PAS 62396-2 published in 2007. This first edition
constitutes a technical revision.

The text of this standard is based on the following documents:

Enquiry draft Report on voting
107/80/DTS 107/86/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This gublication has been drafted in accordance with the ISO/IEC Directives, Paxt 2.

A list|of all parts of the IEC 62396 series, under the general title P nt for
avionfcs — Atmospheric radiation effects, can be found on the IEC we

The committee has decided that the contents of this publicati i ' i until
the mlaintenance result date indicated on the IEC web site und N S ch" in
the d3ata related to the specific publication. At this datetf i iNpe
e trgnsformed into an International standard,
e regonfirmed;

e withdrawn;

e replaced by a revised edition, or

e amended

A bilingual edition of this do a later date.
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INTRODUCTION

This industry-wide technical specification provides additional guidance to avionics systems
designers, electronic equipment component manufacturers and their customers to determine
the susceptibility of microelectronic devices to single event effects. It expands on the
information and guidance provided in IEC/TS 62396-1.

Guidance is provided on the use of existing single event effects (SEE), SEE data, sources of
data and the types of accelerated radiation sources used. Where SEE data is not available
considerations for testing is introduced including the suitable radiation sources for providing
avionics SEE data. The conversion of data obtained from differing radiation sources into
avionics SEE rates is detailed.

@%
S
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D-D Deuterium-deuterium

DRAM Dynamic random access memory

D-T Deuterium-tritium

DTS Draft technical specification

E Energy

ESA European Space Agency

eV electron volt

FPGA Field programmable gate array

GeV Giga electron volt

GV Giga volt (rigidity unit)

IBM International Business Machines

ICE Irradiation of Chips and Electronics
IEEE Trans. Nucl. Sci. |IEEE Transactions on Nuclear Science
JEDEC JEDEC Solid State Technology Association

JESD

JEDEC standard
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JPL Jet Propulsion Laboratory

LET Linear energy transfer

LETth Linear energy transfer threshold

MBU Multiple bit upset

MeV Mega electron volt

NASA National Aeronautical and Space Agency

RADECS Radiations, effets sur les composants et systémes.

RAM Random access memory

RVC Result of voting (IEC)

SDRAM Syrchrorous—ynamicrandomaccessmemory

SEB Single event burn-out

SEE Single event effect

SEFI Single event functional interrupt

SEGR Single event gate rupture

SEL Single event latch

SEP Solar energetic particles

SER Soft error rate

SET Single event transient

SEU Single event upset

SHE

SRAM

SW

TID

TRIUMF

TSL

WNR

5 thaining@

5.1 |[Types of

The type of cated,
the SEE tes nduce
singlg eyve s, but
some|test e SEE
effectp. ay be
used |s available, or whether there really is no existing data and therefore a SEE test ¢n the
device¢ or poard of inferest has to be carried out.

5.2

Use of existing SEE data

The simplest solution is to find previous SEE data on a specific IC device. This is not nearly
as simple as it appears. First, the largest interest lies in SEE data that is directly usable for
purposes of estimating the SEE rate in avionics. Thus, SEE tests that have been carried out
on devices using heavy ions, data which is directly applicable for space missions, is data that
is not directly applicable for avionics purposes. This heavy ion SEE data can be used to
calculate SEE data from high energy neutrons and protons by utilizing a number of different
calculation methods, but this requires the active involvement of a radiation effects expert in
the process. Therefore, heavy ion SEE data should not be used for application to the
atmospheric neutron environment, except by scientists and engineers who have extensive
experience in using this kind of data. For that reason, unless otherwise stated explicitly, when
SEE data is discussed in the remainder of this technical specification, it refers only to single
event testing using a neutron or proton source, not to the results from testing with heavy ions.
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If SEE data on a device of interest is found from SEE tests using high energy neutrons or
protons, it will still require expertise regarding how the data is to be utilized in order to
calculate a SEE rate at aircraft altitudes. Data obtained by IC vendors for their standard
application to ground level systems are often expressed in totally different units, FIT units,
where one FIT is one error in 109 device hours, which is taken to apply at ground level.

IC devices are constantly changing. In some cases, devices which had been tested, become
obsolete and are replaced by new devices which have not been tested. The fact that a device
is made by the same IC vendor and is of the same type as the one it replaced does not mean
that the SEE data measured in the first device applies directly to the newer device. In some
cases, small changes in the IC design or manufacturing process can have a large effect in

j = ay be

A corntinuing problem with the existing SEE data is that there is n0o  single e that
contalns all of the neutron or proton SEE data. Instead, portions oRthis ki a can
be fo:lnd published in many diverse sources. The SEE data in S mainly
on mych older devices, dating from the 1990s and even 1980 heavy

ion telsts that were performed for space applications and s and

neutrons.

5.3 |Deciding to perform dedicated SEE tests

If exidting SEE data is not available, ‘ e and
which| will be further expanded upon<helow a ry out

one’s|own SEE testing. The advantage levice
or boprd that is of interest, but the 4 that it entails making a number of
important decisions on how the testing is ied\out. These pertain to selecting the
most i rature of the test (static or dypamic
(mainly applicable to bdard\{egting a i a test team, choosing the facility that
provides the best sourge of\neutrons or pratons for)tésting, scheduling and performing the test,
coping with uncertain i he’ test and, finally, using the test resdlts to
calculpte the desired avionics\Many of these issues will be discussed |n the
followjng clause<r>

les for

oNs is

6.2 |Types of existing SEE data that may be used

6.2.1 General

SEE data can be derived from a number of different kinds of tests, and all of the differences
between these tests need to be understood in order to make comparisons meaningful.
Although there are many different types of single event effects, for the purposes of this
technical specification, the focus is on three of them: single event upset (SEU), single event
functional interrupt (SEFI) and single event latchup (SEL). SEU pertains to the energy
deposited by an energetic particle leading to a single bit being flipped in its logic state. The
main types of devices that are susceptible to SEU are random access memories (RAMs, both
SRAMs and DRAMSs), field programmable gate arrays (FPGAs, especially those using SRAM-
based configuration) and microprocessors (the cache memory and register portions). A SEFI
refers to a bit flip in a complex device that results in the device itself or the board on which it
is operating not functioning properly. A typical example is an SEU in a control register, which
can affect the device itself, but can also be propagated to another device on the board,
leading to board malfunction. SEL refers to the energy deposited in a CMOS device that leads
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to the turning on of a parasitic p-n-p-n structure, which usually results in a high current in the
device and a non-functioning state. The high energy neutrons in the atmosphere can induce
all of these effects: SEU, SEFI and SEL. Where semiconductor devices are operated at high
voltage stress (200 V and above) they may be subject to single event burn-out, SEB or single
event gate rupture, SEGR; these effects are covered in detail in IEC/TS 62396-4

One of the important simplifying assumptions to be used in this technical specification is that, for
single event effects, including SEU, SEFI and SEL, the response from high energy protons, i.e.,
those with £ > 100 MeV, is the same as that from high energy neutrons of the same energy. The
SEE response is generally measured in terms of a cross section (cm?/dev), which is the number of
errors of a g|ven type divided by the fluence of partlcles to which the dewce was exposed.

Therefe gh—energy
protor]s can be used as the ‘same cross section from the atmosphenc neutrns is i more
than a \L ifferent
device in the
same apons
Neutron Research (WNR) faC|I|ty at the Los Alamos National Labo um of
the n¢ re. An
estimate of the SEE rate at aircraft altitudes in a device can be ' implifi uation:

$ 1 (1)
Here, cm>2h,
the af . shows
the importance of the SEE cross sectiqn. d|caed akove; the avionics SEE cross spction

¥ith a spallation neutron dource
beam at energies > 100 MeV\. The
2396-1and is the nominal flux lunder

is take
such
simplifi
the ak

) SEE rate is to utilize a number of
meas a function of neutron or proton energy, and
integr, er energy with the differential neutron flux. The
detail$ i 1o i he standard JESD-89A [6], although the neutrgn flux
givenl|i i q 3 ere)and would have to be multiplied by approximgtely a
factor e ipnics applications (see 6.2.3).

A mg

Thus gble for estimating the SEE rate in avionics is from SEE|cross
sectio ith: a) a spallation neutron source such as the WNR| b) a
mono and c) a quasi-monoenergetic neutron beam. Other SEH data

that gre al \ g SEU cross sections made with a monoenergetic 14 MeV ngutron

beam parisons of SEU cross section measurements with a 14 MeV ne¢utron
beam igher
than the 44" MeV SEU cross section for relat|vely recent devices ([3], feature size < 0 um),

s, the
factor is close to 1.

6.2.2 Sources of data, proprietary versus published data

As indicated above, SEE cross section measurements that are relevant to avionics SEE rates
are being made by a variety of different groups. These include:
a) Space organizations that use only monoenergetic proton beams for their SEE testing,

b) IC vendors who use neutron sources to measure the upset rate at ground level [which they
refer to as the soft error rate (SER), rather than the SEU rate, although the terms have the
same meaning],

1) Numbers in square brackets refer to the bibliography.
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c) Avionics vendors who use neutron sources to measure the upset rate at aircraft levels.

Generally, SEE data taken and reported by government agencies contains most if not all of
the relevant information, including identifying the specific IC devices tested and providing the
measured SEU cross sections in unambiguous units. This applies to most of the proton data
taken and reported by NASA in the open literature by the NASA centres at GSFC and JPL.
GSFC and JPL invariably publish almost all of the proton SEE data that they take. However,
even though they disseminate essentially all of the results from the proton SEE testing that
they carry out, this is data that is usually reported in the open literature in an inclusive
compilation that contains results from SEE testing with both heavy ions and protons, thus the
proton SEE data has to be carefully sought out. Examples of the most recent NASA-GSFC
compilations of SEE testing containing proton SEE test results are given in [7-10], and
examples of JPL reports of SEE testing containing proton SEE test results are.given iny[11-13].
Other|governmental agencies do not necessarily publish the results from a f n SEE
tests that they perform.

Data from the other sources, primarily private companies, ible. 1C
venddrs perform a large number of tests, but only a small fr borted
upon [in the open literature. Furthermore, when the SEE d S shed,
the rgsults are often disguised, so that the identity of th i (= imber
are usgually hidden by using an arbitrary designation 2 Wts\are. expressed in units

that gre ambiguous at best and often of little use etimes, the dpta is
exprepsed in FIT units, which means errors per 10° ever, this dogs not
incorgorate information on how many bits are i de'ce If only the FIT value is
given| this can be converted into a S on b u@; e/FIT definition and diyviding
by 14| (14 n/cm2:h is the flux of high™e k> 710 eV) at ground level in New
York [City, which is the value recommended\b ESD-89A standard and so most| often
used.) Thus, FITx10-9/14 gives the SEE cross sect cm?/device.

Some| reports give the Sk i its it,\ which allows the SEE cross section per
bit to [be calculated by muitiplyi \|[6 it) x 10=15/14 to obtain the SEE|cross
section in cm?2/bit. Othe afue in arbitrary units (a.u.) which allows the

authofs to show how - ari a particular parameter (e.g., applied voltage),
but it|allows no itative a Q e made of the SEE cross section. Examples of
such feports usingF ¥ i in2], [14] to [17]

Most 3 - cen discussing comes from the SEE testing of indiyvidual
comp tacini ¢ wjces in a beam of neutrons or protons and monitoring changes
in the i grrors. A typical procedure is to fill a portion of memorly in a
RAM |wi tern and monitor that memory for bit flips in one or|more
addre tests are done using an entire board to monitor when an errpr has

occurfed. Inthi & malfunction of the board is an indication that an error has occlurred,

and sbich an‘errori ferred to as a SEFI, but the functional interruption is in the board father
than i br two
devices<are exposed to the partlcles in the beam durlng each test the Ilker source of efror is
a SE B Hat the

device in the beam experlenced the |n|t|al error WhICh was propagated to another device on
the board, and faulty performance of the latter device is what led to the board malfunctioning.

There are some reports of such board level tests in the open literature, but they are less
common. NASA-JSC has a requirement to perform such testing on all electronic boards that
will be going on the Space Shuttle and related programs. This testing is carried out with a
beam of protons, and while it is recorded in a NASA-JSC report, these reports are not widely
available, examples are given in [18] to [20]. Furthermore, the main purpose of the test is to
screen all of the devices for the potential of a hard error induced by the protons, such as a
single event latchup, so recoverable errors are not analyzed in great detail in these reports.
Other government agency groups also perform such board level SEE testing, and the results
of these tests are often reported in the literature, but are not included in any organized
database. In addition, private companies carry out such board level testing, often for the
benefit of specific programs for avionics applications (neutron tests for avionics vendors) or
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space applications (proton tests for low earth orbit spacecraft contractors), and this data is
rarely reported in the open literature.

6.2.3 Data based on the use of different sources
6.2.3.1 Obtaining SEE data using radiation sources

In general, all SEE testing is carried out using an accelerated source of neutrons or protons,
meaning that the device or board to be tested will receive a larger fluence of particles over a
given period of time in the test environment compared to the fluence it would receive during
that same time period in the intended vehicle in the atmosphere or space. In the past, testing
was usually carried out with only one type of source, but in recent times. some engineering
groupp have been exposing devices to more than one type of particle—environment and
comparing the SEE responses. Two main types of sources have beeg i SEE
testing for avionics applications, neutrons and protons, although ¢ iety of

6.2.3.2 Data obtained using neutron sources

Singlg event effects, in particular, single event upset, in two
distin¢t energy ranges, at high energies and at very ated thermal n¢utron
energly. The high energy neutrons cause the SEU b reaction with the silicon in
the IQ that creates a recoil, and it is the energy from (th locally deposifted in
other [silicon atoms that directly causes the upsef. F i ification, Litrons
with ¢nergies > 10 MeV are of gredtest co i ith [lower
energjes, e.g. (2 to 3) MeV, can also c ' for E
< 10 MeV is considerably lower than the as an
effect|ve cut-off. Estimates of the SEUY contribut metry
greater than 0,2 um by neutrons with e irel WNR
neutrgn spectrum is < 10 % e sizes, this fraction is expected to increase.
This i roughly consistent i surem ade with monoenergetic neutrons (3 and

ze greater than 0,5 um), showing thpt the

at 14 |MeV for
those| with featu

. However, for more recent devices, esp¢gcially
m and even down to 45 nm, the contributjon of

neutrgns with energi xpected to be in the (8 to 10) % range.

For hi 3 hree different types of sources:

a) a e which has neutrons with energies over a wide gnergy
s i

b) a getc neutron source that has a peculiar energy spectrum, roughly half
of| the neutrons are at a peak energy and the other half are evenly distributed befween

clpse tothe peak’and ~1 MeV, and

c) a[l4MeV neutron generator, the only source that is close to being truly monoenergetic.

The WNR at Los Alamos which was mentioned previously is the best example of a spallation
neutron source, although the neutron irradiation facility at TRIUMF (Tri University Meson
Facility, in Vancouver, Canada) is another such source. Since the WNR facility was upgraded
around the year 2000, it is sometimes referred to by its new name, the ICE (Irradiation of
Chips and Electronics) House [22]. Figure 1 compares the neutron spectra from Los Alamos
(the ICE House), the neutron facility at TRIUMF and the atmospheric neutron spectrum at
ground level [23], [24].
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SEU data on devices that were exposéd tq din a
number of papers [2] to [4]A[25] to 26] At Los
Alamgs and those result been
published, nor are the year
2001,| at least eight d|f S8EE testing, and of these, we estimate that
maybe¢ two of the\te h some of their results, an American national
laborgtory and @v phivate/companies, both IC manufacturers and avionics
venddrs, will keepMhe

The TRIUMF facility\in d the TNF (TRIUMF Neutron Facility) also provides a
spallation ne il 2004, it had received limited use, but since that time, a
number of pers QQ'\.SE sults from the testing of IC devices at the TNF have| been
published )

There| are a mben of quasi-monoenergetic neutron sources around the world, including
some|in the-United _States of America, but until recently they had not been used for testing
microglectronics for SEE. The site with the most experience with such tests is the THeodor
Svedherg/Laboratory (TSL) at Uppsala University, Uppsala, Sweden [29]. A few paperg have

been published reporting on the results of microelectronics devices being exposed to the TSL
neutron beam [5], [30], [31]. Methodologies have been developed for extracting SEU cross
section data at the pseudo-peak energy [30], [31]. In addition, a similar facility has been
operating in Japan at Tohoku University [32] which also has been used to make some SEU
measurements. A different methodology from that of the Swedish researchers has been
developed for extracting SEU cross section data at the pseudo-peak energy [33], [34].

In Figure 2, we combine SEU measurements made by several different groups at these
various facilities to illustrate how the high energy SEU cross section per bit for SRAMs has
varied with feature size over the last 5 or more years. The trend that is illustrated in Figure 2
shows a consistency within an approximate plateau region of 10 to 30 times between
maximum and minimum values, however we cannot predict how this might change in the
future, as feature sizes continue to decline below 0,1 um.
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Figure 2 — Variation of high energy neutro

The third kind of high neutron faC|I|ty |s one that pr i i monoenergetic neutrons,
and 1 \ Ch” @ monoenergetic ne¢utron
beam i ave such neutron genetrators.
Tests idi that the SEU response per bit
from & spallation neutron source was 3 to 5 times-h than from a 14 MeV neutron gource
[4]. T 3 . er agreement in the SEU response
between a spallation neuffohso tron sources [3], [5]. This indicatgs that
for cy , iceg e\ provide a fairly good simulation pf the
atmos < i ing 14 MeV neutrons do not
providg i i ct Q indycing smgle event Iatchup (SEL) [35].

In 2006 and 2007; [37] that for devices with feature sizes smaller than
0,25 jum [37], ergies, between (3 to 10) MeV, are much|more
susceptlble to in older technology devices. Previously, the

contri S gutrons had been largely ignored, since it was very small.

For f EVices W aller feature sizes (< 90 nm), the contribution to the SEU rate
from R frons is likely to grow, and so SEU testing of such devices|using
neutrgn<s ~ Qri is energy range [35], [36] may be needed to accurately asseps the
SEU 1

Furthe ) S trapolation of data points in curves that display trends in| SEE
ithout
in the
(3 to 10) MeV range is one such example showing that extrapolatlons are not justified
because of the potential for new SEE susceptibilities that have not been observed in older
devices. This is also true for other SEE effects, such as SEL and SEFI in a number of
different types of devices. Only through a continuing commitment to updating trend curves like
Figure 2 with data on newer devices can the user be assured of bounding SEE susceptibilities
of future devices.

There is a fourth type of neutron facility that should be considered for testing devices for
inducing SEUs: that of thermal neutrons. Thermal neutrons cause SEUs through the neutron
reactions with the isotope '°Boron, which can be present in high enough concentrations to be
of concern mainly as a constituent of the glassivation layer above an IC, i.e., in BPSG
(borophosphosilicate glass). Many devices use a different type of glassivation (e.g., PSG) and
in some cases, the boron in the BPSG is '"Boron, so there are no 9B reactions leading to
SEU from the reaction products (alpha particle and 7Li) of the 10B interaction. A limited
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amount of data has been published on the SEU cross section induced by thermal neutrons [5,
16, 38].

6.2.3.3 Data obtained using proton sources

It was demonstrated nearly 25 years ago [39] that high energy protons cause SEUs in
microelectronics. It was also recognized that at high energies, the protons, even though they
are charged particles, cause the upsets by the same mechanism as the high energy neutrons,
by nuclear reactions with the silicon, rather than by direct ionization in the silicon. Proton SEU
cross sections have therefore been published over the years, but the effectiveness of the low
energy protons in causing upsets has increased over time, as the applied voltage to the ICs
has decreased bhelow 5 V_Thus for DRAMs made during the 1980s and tested with protons,

the SEU cross section decreased by more than an order of magnitude oton_energies

< 50 |MeV [40], [41]. For more recent devices, the SEU cross sectio y not
decre about
a fac useful
comp \ 5 was
compliled by ESA in 1997 [42], mostly on 5 V devices, but a few at'S . ~ f any,
of the ) i ) itera bntain
meas

6.2.4

There U Ces in
avionics applications and those on jlemost, the neutron flux jn the
atmogphere is much higher than it so the SEU rate is going [to be
proportionally higher. The nominal diffe ME : a factor of 300 betwegn the

neutrgn flux at 40 000 ft (12,2 km) nd in
varioys technical papers [43], [44], th n the
groun 3 active
mater years,
the sy nged.
Today , ent to
eliminfate the ug S i is e solder
mater > alpha
partic

At thg from
the 1 s, the
neutrg in the
atmog an 100 times the neutron flux on the ground, the SEU rate frgm the

alphag yckage is very small compared to the rate from the neutrons. [Thus,
the al the IC package can be neglected as a source of upsets for aviionics
applidatiops:

AS di\.\JUODUd ;II 822 fUI IIIUOt HIUUIId :UVU: (:I'JP:;L:CIt;UIIO, thU UVDUt IatU ID \.'ucllltlflcd ;II terms

of the FIT rate, number of upsets in a device in 109 device hours. The reason for this is that
the testing and analysis is being done primarily by IC vendors and not by companies that sell
ground level systems. That has been changing over the last five years, especially after the
possibility of cosmic ray neutrons causing upsets was publicized in the general press [45].
This occurred with the article in Forbes magazine of November, 2000 that reported that Sun
servers were having problems, with dozens of machines crashing due to bit flips in the SRAM
used for the L2 cache memory which were caused by cosmic rays or alpha particles. Sun
Microsystems received a great deal of adverse publicity and hundreds of thousands of people
became aware of the fact the cosmic rays can cause errors in memory chips. In this case, the
problem was amplified because Sun initially blamed the vendor of the SRAMs [46].

Sun Microsystems and its competitors in the server market (e.g., Cisco Systems) have
become very involved in neutron-induced upsets, testing devices and systems to quantify the
rates and designing error correcting schemes to protect their systems against individual errors.
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The testing they perform is generally considered proprietary and so the results from these
tests are not available; this applies to the testing of both individual devices and entire
computer boards.

For ground level applications, it is likely that the IC vendors perform more neutron testing than
the server vendors, and their testing is almost always on individual devices. Nevertheless,
their SEU or SER results invariably remain proprietary. In some cases, they do publish their
results, and in that case, the upset information is expressed in FIT units, with the identity of
the individual devices that were tested hidden by means of generic designations (e.g., part A,
part B1, etc.). When the data is published by the IC vendors, it is often presented at a
particular annual meetlng the Internatlonal Rel|ab|I|ty Physics Symposmm (IRPS). Examples

of regenr pheric
neutrgns, although expressed in unlts that may not be d|rectly usable are givend b [17],
[34].

There| is one group of IC vendors who are more open about their i >These
are two microelectronics manufacturers who make FPGAs (fiel g g jate/arrays).
Thesg companies are Xilinx and Actel. have
published containing relevant SEU information are given in J4

6.3 |[Sources of existing data

In the| previous subclauses, we have referred to e that
contajn SEU cross section information f Lirces.

In Talle 1 below, we compile descriptions EU i i i these
refereinces, in particular those with the large
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Table 1 — Sources of existing data

Device tested or

Particle type,

: Data contained Ref. Comments
listed energy

20 SRAMs and Hi E proton and SEU cross section, [1] Devices not identified; SEU X-Stns

26 DRAMs WNR neutron cm?/bit mixture of neutron and proton data

9 SRAMs Hi E proton, SER rate, FIT/Mbit [2] Devices not identified; SER rates from

(0,14 to 0,5 um) 14 MeV neutron WNR and from proton measurements
and WNR
neutron

8 SRAMs Hi E proton and SEU cross section, [3] Devices not identified; SEU X-Stns

(0,14 tO OO [Ty ‘vAv'NR ||cut|u|| bIIIZI“U;t flulll ‘vAv'NR dllh: flulll |JIUtUII J'ata

6 SRAMS, Hi E proton, SEU cross section, [4] Devices identified\SEW X=Ytns from

2 uprocgssors, WNR neutron, cm?/bit WNR, ¥4 We\V-and fram profon data

2 FPGAB 14 MeV neutron A (\

6 SRAMs Hi E proton and SEU cross section, [5] Device ifies; tns from hi
neutron 14 MeV | cm?/bit \V and
and thermal
neutron .

SRAMs |DRAMs, High energy Asymptotic SEU cross ] \%/r: \Qg’r:?ed; SEU X-Sections

other dgvices protons section, cm?/bit or per fr high rgy proton

device \n{asur ents

6 SRAMs WNR neutrons | SER rate, FIT/Mpi \) [14]“KTest delices, SOI and bulk,|from two

(0,25, 0§13, 0,09 um) veqpdors.

6 SRAMs 150 MeV S cross segction, [1\5]/ )\T/est devices, vendor not idgntified, SOI

(0,18, 0{13, 0,09 um) protons arbithqry units \_/ and bulk

5 SRAMs 3 and 14 MeV SEUY cross section, [21] Devices identified; SEU X-Sections
neutrons cm‘/bit (\ from neutron data

24 SRAMSs, 6 feature WNR ngutrens R, erro)f%t:) at [26] Devices and 4 vendors not identified

sizes ( 40 ft (12:2°k

5 SRAMs Quasixmon S Cro MQV/, [30] Devices identified; mono-energetic
energeti it SEU X-Stns derived from

/\Qeu ons measurements
10 SRAMSs U crgss section, [31] Devices identified (10 of thd 24 SRAMs
bj of 25); mono-energetic SEY X-Stns
]> derived from measurements

87 SRAMs, -‘S/EU cross section, [42] All devices identified; devicés tested

48 DRAMSs, cm?/bit between 1989 to 1996

10 EEPRROMs,

8 Flash EP. s, N

8 UV ERROWMSs

FPGA, 4 section S SEU cross section [48] Device and portions of devi¢e

tested (cmzlbit), SEFI cross (configuration memory block memory

section (cm2/dev) power-on-reset and externa| ports)

identified

7 Considerations for SEE testing

7.1

General

Testing for single event effects for avionics purposes involves the consideration of a variety of
factors. These factors include the type of hardware to be tested (individual device or entire
board), the type of test used (static or dynamic), and the type of the facility providing the
neutron or proton beam. These are discussed in greater detail in the following subclauses.

In addition, a number of standards are available that provide guidance on how to conduct SEE
testing and discuss proper procedures. Existing standards are available for SEE testing with
heavy ions [50], [51], and although these do not strictly apply to neutron and proton SEE
testing, many but not all of the procedures that are described also apply to SEE tests with
neutrons and protons. Three other standards apply specifically to SEE testing with neutrons
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and protons. These include IEC/TS 62396-1 which directly applies to avionics. Reference [6]
is a JEDEC standard that is also directed at SEE testing with neutrons, but its focus is testing
for purposes of SEE effects on the ground; nevertheless, it is directly applicable to SEE
testing for avionics purposes. Reference [52] is a standard that is also under development
which applies to SEE testing with protons.

7.2 Selection of hardware to be tested

It is easier and more direct to test one device type at a time, such as a RAM or a
microprocessor. However, if the actual avionics board contains many devices that are
potentially susceptible to SEE from hlgh energy neutrons this approach could |nvolve a large
numb
perfor
achie
entire| boards. With this kind of testing, either the entire board, or € ntially
susceptible devices on the board are exposed to a neutron or proton

wn to
bheric

If a device by device SEE test approach is being considered
three [main types of devices that are likely to have SEE effect
neutrg [

One ¢ i indivi IS i distinguish befween
differg ' effect,
but thi (SEL) and single
event , in which|case,

their S proper counting of the Upsets
error isti i i i
imporfant. However, one of the advantage cts in
one of the other devices ¢ QF

an erfor is propagated f Jev icB.d ; esting
indivigual devices. Conversely,N : i ay be

small¢r than the SEE ve as
most ;usceptiblei S

7.3 |Selection of t€

Selecti ested
and the test i Si actual
avion board
conta types
of SEE effect 3 ince in
most fases adatchup i i i . i bss of
functipnality “in e only

current is momtored to detect a p033|ble SEL Multlple bit upset (more than one upset induced
by a high energy neutron or proton) is a remote possibility, usually (1 to 2) % of the SEU rate.
There are ways of examining the test pattern words to distinguish which words experienced
more than a single bit flip.

With devices like DRAMs, microprocessors and FPGAs, the possibility of a SEFI makes the
testing more difficult. The combination of test procedures and the accompanying software via
the various programs and/or diagnostics that are run by the device or the evaluation board,
shall be designed to detect an error that is more than a single bit flip. The goal is to detect
SEFI events which are often referred to by another name, such as a “hang” or “hang-up”.
These are errors that cause the device to not function properly, such as when a control
register would receive an upset.
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To design a test that includes the possibility of a SEFI requires a more detailed understanding
of the operation of the device. It often involves the use of an evaluation board for a device like
a microprocessor or FPGA in order to exercise it in its various modes of operation and to
distinguish the various kinds of errors. A better understanding of the design of SEE tests to
measure SEFI can be obtained from papers that report on the results from SEFI events during
SEE testing. For the testing in microprocessors, these include [53], [54] in which “hangs” or
other types of errors in that caused a disruption in the program flow are measured. The
emphasis in these two papers is on SEFIs induced during SEE testing with heavy ions, but
SEFIs have also been induced by protons in similar microprocessors [55], [56]. SEFIs have
also been induced in DRAMs [57], but also SRAMs in rare cases, but this has been seen
mainly in testing with heavy ions and not with protons, although upper bound proton SEFI
cross section has been calculated.

The SEE testing of entire boards or subsystems is much more complex since\the dg¢vices
exper € esting
should be performed only after careful expert analysis has been catfie nd the
combln ) i ince all
devic i it|is the
malfu 1ctioning of the board that signals the functional inte S y tional
interr \TF ic, so
that aT1 CES ing to the board no
longe y G level
testing are given in [58], which used a heavy ion b i ed a proton beam and
[60] which used a neutron beam.

7.4 |[Selection of facility providing &

7.4.1 Radiation sources

In order to expose devices ire k ‘ i i i bs the
atmo$)her|c neutrons, th aln eams
and nleutron beams. € wo~qverall groups, there are a number of different
kinds | of sources and thes i i i i . C of
IEC/TS 62396-1 ~ i ities eams
availgble. Users 5 and
availapilities.

7.4.2

The slpallati i i i i broton
beam|w e way
in which t utron
source is closest to the neutrons in the atmosphere with respect to the energy spectrum|of the
neutrgns. There are Currently two main neutron spallation sources that have been usgd for
exposling, lCs and boards for purposes of SEE testing. These are the WNR, discussed |in 5.2
and thexFRIUMF Neutron Facility (TNF) at TRIUMF [61].

The WNR has been much more widely used for SEE testing as discussed in 5.2. At present,
with the new ICE House configuration it is very convenient to use, and it has an acceleration
factor of approximately six orders of magnitude, so that one hour in the beam exposes a
device to the same neutron fluence as 108 hours in an airplane nominally at 40 000 ft
(12,2 km). However, in 2004, because of security issues at the Los Alamos National
Laboratory, the laboratory was shut down to visits from outside scientists and engineers for a
number of months, but it reopened for outside customers again beginning in 2005.

The TNF at the TRIUMF (Tri University Meson Facility in Vancouver, Canada) is much less
convenient to use than the WNR. However, it provides a neutron spectrum that is quite similar
to that of the atmospheric neutrons and the flux available (for £ > 10 MeV) is similar to that at
the WNR, 108 times the neutron flux at an altitude of 39 000 ft (11,9 km). Figure 1 compares
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the neutron spectra from Los Alamos (the ICE House), the TNF at TRIUMF and the
atmospheric neutron spectrum at ground level.

Even though TRIUMF had not been used very much for SEE testing before 2004, with the
temporary closing of WNR, it has been in much greater use since 2004. It is not convenient
for placing the test board in the beam and it has to be lowered down a channel on a pulley
system, but the TNF has a significant advantage in that the neutron field also contains
thermal neutrons. Thus, by conducting a test on a device twice to measure the number of
upsets, with and without an effective thermal neutron shield such as a thin sheet of cadmium
metal, two SEU cross sections can be obtained. These are the standard SEU cross section
due to high energy neutrons (> 10 MeV) and the SEU cross section due to thermal neutrons.

7.4.3 Monoenergetic and quasi-monoenergetic beam sources

As nofed in 6.2.3.2 both monoenergetic and quasi-monoenergetic nex s been
used for testing devices to measure their SEE response from neutroRs\Th wgrgetic
sources produce relatively low energy neutrons, £ < 14 MeV, an i i tioh of a
charggd particle with a target. The main source of this type thé iliged is
the 14 MeV neutron generator which produces neutrons \wi yi i ge of
(~13,% to 14,5) MeV. These neutrons are produced by afcgle on beam (into a
tritium target, and so result from the (D, T) reaction. - of the nelitrons
deperlds on the exact energy of the initiating deutergn ichis usuyally about 20Q keV.
Similgr neutron generators are also available that acc rons into a deuferium
target], but it this case, the energy of the neu S is much lower, ~ 3 MeY. For
purpoges of SEE testing, this energy {6 t0Q lo¥ ‘ avionics purposes, since,
based on devices of the mid-1990s (f ), the SEU cross sectjon at
3 MeV is approximately 100 times lowe ion at 14 MeV (based on |about
five dffferent devices, [21]). For more rfecen de ices, especially those with feature size pelow
0,2 um and even down to S rons with energies below 10 MeV is
expegted to be in the (8 6 ™) % ) djcated, with regard to the high energy ne¢utron
SEU ctross section va i Fea i hown in Figure 2, without test data we
canndt predict how the of both high and low energies might change
in the ine below 0,1 um.

Quasi i p are also produced by a similar mechanism, but in this case, it
is a b ON'S i gd into a target that is usually lithium. The nettrons
produg _ pution that is essentially a two-part energy distriqution.
Approxi of the

. The
high
high
“low
$ over
ak.

o

the SEE contrlbutlon from the neutrons within the peak, which have a very specific energy,
from the contribution of the SEE events from the neutrons within the “tail”. As indicated in
section 6.2.3.2, two different groups have developed procedures for how to process their SEE
data to obtain the SEE cross section at the peak energy, i.e., a way of subtracting the
contribution of the lower energy neutrons in the tail. These are given in [30], [31], [33], [34].

This can be a useful neutron source, but the user has the responsibility of assuring that the
SEU data obtained truly applies at each peak energy, and that the overall collection of SEU
data obtained, including all of the various peak energies, is self-consistent. We have seen
some SEU data from this kind of neutron source that appeared to exhibit larger variations
over energy than has usually been seen in monoenergetic proton SEU data. It is unclear
whether these larger variations are due to the calculational procedure, the facility, too small a
number of upsets during some of the runs, or other causes.
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7.4.4 Thermal neutron sources

Thermal neutrons are available at a number of different kinds of facilities. The most widely
available type of facility is a nuclear reactor, and in particular, research or test reactors.
These reactors usually have an area of high thermal neutrons, called a thermal column, and
this would be the best location for exposing electronics to thermal neutrons and measuring
the resulting SEU events. A number of such facilities are available and are listed in Annex C
of IEC/TS 62396-1. One of the problems with a thermal column is the gamma radiation that
usually accompanies the neutrons in a thermal column. If the gamma flux is too high, there
could be an effect of the total ionizing dose (TID) absorbed by the devices being tested from
the gamma radiation while the device is also receiving the neutrons. For most commercial off
the shelf (COTS) devices, a TID dose of under 10 000 rads should not have any deleterious
effect|in the response of the parts. TID doses in excess of 20 000 to 50 088.rads very| likely
will have an effect on the response of the devices and should be avoided previous TID
testing of the devices have demonstrated that they are immune from g ects. When
devices are exposed to such a thermal neutron beam as the ther smper of
SEU Ivents measured is due to only the thermal neutrons.

The s = p 5 both
high ¢ ‘ S. is\one such facility
havin . tua itrons
are a % MX e be increased, and this
can b < i itide laboratories both
offer @ mixed neutron environment, with both high\enqe e y with
therm jue to
the E hich the devices are cdvered
with . uch as cadmium and |[boron
(bora i i 2 bing all of the thermal neutrond even
with 3

Thus, a oxwe the devices open to all of the neltrons
and the second with the\devi ' the thermal neutrons. By subtracting the
two spts of SEU .eve L differences in the neutron fluences, from the
thermpl neutro e peutrons, the thermal neutron SEU cross sgction
can be determined

The t écialized, one that is generally called a “cold neutron”
facility. by materials scientists for examining the internal stryucture
of m3g plication is in great demand, there are few opportunifjes to
obtain . at such a facility. However, one such facility at NIST (National
Institytec 3 and Yechnology) is available and may be used. Care must be exefcised
in usi ity because the cold neutrons are more efficient than the thermal neutrons
in intg [ ith the\Boron-10 and causing SEU events. Thus, the number of SEUs ffom a

cold rjeutron.sourcevhas to be adjusted down to obtain the equivalent number of SEU gvents
from true thermal neutrons. A procedure for carrying this out is found in [62].

8 Converting test results to avionics SEE rates

8.1 General

The ultimate goal of any SEE testing for avionics applications is to determine the SEE rates in
devices and/or in entire boards that would be expected based on the results of the SEE
testing. This is relatively easily done when using a spallation neutron source, but can be more
complicated when using other types of neutron sources.

8.2 Use of spallation neutron source

When testing with a spallation neutron source, the SEUs recorded are all due to the high
energy (> 10 MeV) neutrons, except if there are also thermal neutrons within the source. If in
fact there are thermal neutrons which could be contributing to upsets, such as with the
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TRIUMF neutron source or actually from using the atmospheric neutrons, at high altitudes or
even at sea level, the contribution of the thermal neutrons needs to be accounted for and
subtracted off. The remaining SEUs are due to the high energy neutrons.

The SEU rate for avionics applications can be calculated in two different ways. The first way
is to calculate the SEU cross section and then apply Equation (1) and the second way is to
use the ratio between the high energy (£ > 10 MeV) neutron flux in the beam and that in the
atmosphere (6 000 n/cm?-h). Both methods yield the same SEU rate for avionics applications
which can best be shown by an example.

In the example, the WNR or ICE House facility at Los Alamos is used to provide the neutrons
such thatmo thermat neutrons are present. Durmng the testing of a board In_the £os_Ajamos
beam| 250 SEUs were recorded in one hour on a given board (or in a specifi [ bn the
board). In addition, Los Alamos indicates that the neutron flux (£ > 10/MgV)_in thei am is
7,5 x [10° times more intense than the nominal aircraft neutron flux o \

Thus,| the SEU rate for avionics applications (at 40 000 ft (42,2 Km) » itugde) is
5,56 % 10-8 x 6 000 or 3,33 x 10~4 Upset/board-h. By th S at the
250 upsets were in a neutron flux that was 7,5 x 10 i ircraft at
40 00p ft (12,2 km) hence, for an aircraft, the hourl bur or
3,33 51 104 Upset/board-h.

8.3 Use of SEU cross section curve oye

If a djfferent kind of neutron or proton SOUrCe at provides a beam of |either
monot[? i , then several different approjpches
may cross section taken at the hjghest
particle energy used (e.g/ap V) and apply it as the SEU cross section from
the aimospheric neutron s . i i exdlly be conservative since neutrong with
lower |energies within the at wspectrum have low SEU cross sections.

The more comp ' 6 néthod is to use the SEU cross sections taken at a
number of different ¢ ' reate a SEU cross section curve that varieg with
energy, ' the“differential neutron flux in the atmosphere. This|gives
more ¢d SEU cross section. Equation (2) below is a simplified

formu R ati the differential neutron flux with energy, E, taken| from
IEC/T ‘ vhi at 40 000 ft (12,2 km).

932 » exp [-0,0152(InE)2] E < 300 MeV n/cm2.s-MeV (2)
E > 300 MeV

dN/dE

The specirum averaged cross section is expected to be very similar to the SEU cross spction
from fheYactual atmospheric_neutrons or_that when measured using a spallation néutron
source.

The difficulty with this method lies is in developing an accurate SEU cross section curve as a
function of neutron energy. First, if a quasi-monoenergetic neutron beam has been used, the
effect of the “tail” of low energy neutrons has to be determined and subtracted off to enable
the SEU cross section due to just the neutrons within the peak energy to be calculated. As
indicated in 6.2.3.2 and 7.4.3, there are a number of different methods available for removing
the effect of the neutrons in the low energy tail to determine the SEU cross section at the
peak energy. With monoenergetic proton beams, this is not a problem because each beam
contains protons of a single energy. However, it is known that at low energies, e.g., < 50 MeV,
there can be differences between the SEU cross section due to protons and due to neutrons,
so using a 14 MeV source for the lowest energy point would be a good idea. In JESD-89A [6],
one suggested method uses protons at 50 MeV, 100 MeV and 150 MeV, and neutrons at
14 MeV. However, a recent paper suggests that the 150 MeV point should be replaced by a
data point at 200 MeV or higher [3].
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In addition, we will review a number of other specifics related to the use of proton SEU data
that are generally not discussed in the literature. There should be a minimum number of
errors measured at each data point that each SEU cross section is based upon, but the
number of errors is rarely stated in the open literature. Using the minimum number of errors
as 30 can serve as a good starting point. The reason for this is that a simplified statistical
measure of the variation in the measured number of errors is the square root of the number of
errors, and for 30 errors, the variation is about 18 % of the measured number. At present,
there are more statistically rigorous methods for accounting for the variation, such as in
Annex C of JESD-89A, which could also be used, these are based on confidence levels.
Therefore, it would be helpful if curves of the SEU cross section also included error bars on
the measured SEU cross section, however this is rarely done in open literature papers and
reports. In_addition, the actual number of errors that each SEU cross section value is based
upoan very rarely specified. It is recommended that where curves are drawn, error bars be
included and that the actual number of single events be reported toge Cross-

sections.

Additipnal complications are involved in generating the SEU cross_sectio ) i proton
SEU ¢ross sections were first reported in the early 1980s, the irst m - oped,
the B¢ [ i , SO a
two-p quent
mode broton
energy. ven a
better| fi four-
param of the
Weiby induced

by the tablished as being extremely
usefu with the LET of the ions, |t was
evide i i i SEN cross sections, in this case, as a fupction

of thsg n and
neutrd

(3)
where
Op/N-|
Ey
w
S
Never ion of
the cr I, the
Bend nergy.

There ore |f a piece- W|se linear fit were to be used along with a smooth fit like the Welbull
ion of
the SEU cross section as a function of energy, usmg a linear fit to this kind of SEU data to
calculate the SEU cross section from the atmospheric neutrons could lead to low results. An
example of this is shown in Figure 3 in which SEU cross section data from three different
SRAMs are shown (Baggio [3], Dyer [5] and Granlund [31]). In each case, the Weibull fit of
Equation (3) and a linear fit from each energy point, point to point, were integrated with the
differential neutron flux given by Equation (2) to obtain the actual SEU cross section from the
atmospheric neutrons, as in Equation (4). As shown in the figure, there can be large enough
variations over energy with the result that the average SEU cross section using the two
different fitting approaches, a smoothed fit versus a linear fit, could differ by more than 25 %.

1000 1000
Spectrum Averaged SEU 0= | o(EXdN /dE)E/ [ (AN /dE)E (4)
1 1
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1 Mbit SRAM Baggio
i measured protons
1 Mbit SRAM
Baggio Weibull Fit
e 1 Mbit SRAM
Baggio linear fit
M5M5408 Dyer
measured Protons
M5M5408 Dyer
Weibull fit
M5M5408
Dyer linear fit
SRAM C-4 Granlund
TTeasuredpeutrons
SRAMC-4|Granlund
Weibulhfit
M C-4|Granlund

fit

line

A Spectrum averaged SEU cross section (Baggio Weibull) = 8,8 x 107" cmbit
3,5 % higher than linear fit

B Spectrum averaged SEU cross section (Dyer Weibull) = 1,06 x 107" cm?bi
3,5 % higher than linear fit

N
C Spectrum averaged SEU cross section (Granlund Weibull) = 4,4 x 1 4 cmZbi \
36 % higher than linear fit

T T T
G IEC 1368/08

100

T —TTT
i _an—_r-,_,_

Generpally, the Weibull fit e | reasons. It is based on a least squares
type qf approach, so it/ a 3 ations over energy. It can be based on data
from peveral different| sa g_part and in that sense it can more effegtively
“average” out the be i pfes, which can often exhibit significant variptions
betwelen them. value “averaged” value of the spectrum-averaged
SEU ¢ross section neutron spectrum, and so from the perspectiive of
provid i preferred approach.

Havin 3 s of the same part, a single Weibull fit applies to all pf the
data and s i 0 be applied only once to obtain the spectrum-averaged SEU
cross|séectiom gr the piece-wise linear fit approach, the spectrum-averageq SEU
cross 3 S = to be calculated for the SEU data from each sample, applying
Equation (4).10*eachset of data. The final spectrum-averaged SEU cross section woulld be
obtained by averaging the individual spectrum-averaged SEU cross sections for each sgmple.
By cajculating the spectrum-averaged SEU cross section for a set of SEU cross section data
using i i ta. If
the variation between the spectrum-averaged SEU cross section is larger than a given
percentage, e.g., 15 %, then perhaps more data points are necessary, or data points based
on a larger number of errors are needed in order to improve the internal consistency of the
data. In all cases, it should be remembered that good statistics are needed for each and every
data point taken at all of the various proton/neutron energies used in the testing.
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